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PROCEEDINGS

OF SCIENCE

Volunteer desktop grids are nowadays becoming more and powerful thanks to improved
high end components: multi-core CPUs, larger RAM memoriestaard disks, better network
connectivity and bandwidth, etc. As a result, desktop gy&tesms can run more complex exper-
iments or simulations, but some problems remain: iteeerogeneity of hardware architectures
and softwardlibrary dependencies, code length, big repositories) etake it very difficult for
researchers and developers to deploy and maintain a sefstauk for all the available platforms.
In this paper, the employment gfrtualizationis shown to be the key to solve these problems.
It provides a homogeneous layer allowing researchers tasftweir efforts on running their ex-
periments. Inside virtualustom execution environmentssearchers can control and deploy very
complex experiments or simulations running on heterogesgadds of high-end computers. The
following work presents the latest results from CERN’s LHB@ne Test4Theory project, the
first BOINC project using virtualization technology, wheréthe simulations are run inside vir-
tual machines on a wide variety of volunteers’ platforms.
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1. Introduction

LHC@home started as an outreach project for CERN'’s 50thvemnsary in 2004. The project
calculated the stability of proton orbits using the sofv&ixtrack [25] in CERN’s new LHC
accelerator and managed to engage about 60000 active ogerd, 00000 desktop computers and
3000 CPU years of processing [10] thanks to the BOINC middiew4].

Due to the success of the project, a challenge was issidfthy don’t you run “real” LHC
physics on BOINC"However, running real LHC physics simulation code in voaartcommodity
computers is extremely complicated due to several factors.

\olunteer computers are one of the most heterogeneousrecesofor running any type of
scientific experiments because they feature differentofigrating systemsMicrosoft Windows,
GNU/Linux, or Mac OS X, (ii) hardware architectures x86, PowerPC, ARM, 32 and 64 bit
architectures, nVidia and ATl GPUs, (iijersionsof libraries, applications, operating systems,
APIs, etc.

In order to ease the access to such heterogeneous res@@idK; provides an APl and a set
of wrappers that help to support the above mentioned diftere between hardware and software
components in volunteer computers.

While the API and the wrapper approach can improve the sinaBOINC does not solve
the problem without further cost. Using the APl means thaeaechers have to either port their
existing applications to the supported BOINC programmantgliages (C/C++, Fortran and Java),
or start from scratch a new version of the application, owrjol® a statically linked version of the
application that could be used with one of the provided weapp

While Microsoft Windows is the most popular volunteer pbath OS [13], Mac OS X [5]
and GNU/Linux systems are growing fast. In any case, the atang platform to be supported is
Microsoft Windows, including its multiple variants.

Unfortunately, the vast majority of LHC experiments’ coddyoruns on Unix or GNU/Linux
systems. Furthermore, the LHC experiments have very lasde tepositories of libraries, appli-
cations, modules, etc. which are updated often. Therefamting all the source code to Windows
machines in order to run them in BOINC would be quite impicatti

Another important point is that the physicists have buiétittown facilities and systems for
handling their queues of batch jobs, and adopting a new il®BOINC for this purpose would
be very difficult and unpopular.

A solution to these problems is to use virtualization ted¢bgy [28]. In a guest virtual machine
(VM) it is possible to load an OS and all its software applimas. The VM is handled by a Virtual
Machine Monitor (VMM) or hypervisor which works at the ketihevel of the host machine. This
technology provides a homogeneous application layer a@lbthe described platforms and OSes.
Moreover, it also provides:

e Resourceisolation. Virtualization isolates each VM inside the host machimeother words,
a failure in the guest machine, the VM, does not affect th¢ hwchine, creating a safe
sandbox for running the experiments’ applications.

e Guest OSingtantiation. The instantiation facility permits creation of VM imagdst can
be deployed on other hosts with the same hypervisor. Thagvalls to support all desktop
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PC OSes by simply installing the same hypervisor on them.

e Snapshotsor state serialization (also known as checkpointing). Tirest)VM can be paused
and restarted at any point of its execution. This featuréallibw us to support the typical
host churn behaviour (volunteers powering on/off their paters, thus stopping execution
of their BOINC applications) by saving the latest execustate of the VM and resuming it
at a later stage.

2. Virtualization at CERN

In 2008, a CERN R&D project called CernVM [8] was launched bedPag Buncic and
collaborators in the CERN PH Department, offering a gensoéition to the problem of virtual
machine image management for physics computing at the LHp@rarents. CernVM provides
the required technologies that allow running real LHC eikpent code [15] in desktop computers.
Its heart is a minimum virtual machine "appliance" — les®tB80 MB in size — that will download
by itself all the required libraries for LHC applicationsydhalso provide a secure gateway to the
experiments’ own job management systems.

CernVM supports different hypervisors: VirtualBox [32]Mivare [29], Xen [6] and KVM
[17]. Xen and KVM only work in GNU/Linux systems, so they canmie employed in BOINC
due to the need to support all desktop OSes. VMware and \Btxado support all the OSes:
Windows, GNU/Linux and Mac OS X; however VMware is not opemurse, making it more
difficult to distribute the software among the volunteercamparison with VirtualBox which is
open source.

Therefore CernVM virtual machines, in combination with ¥igualBox open source hyper-
visor, were chosen as the solution for all the problems ireablin running LHC code in volunteer
PCs. BOINC provides the volunteer community support, addbhilities to distribute these virtual
machines. We need only one extra step to support this newofyBOINC project: the installation
of VirtualBox as well as the standard BOINC client.

Using virtualization for running the experiments will adohnse overhead, however from the
point of view of the experiments it is negligible [12]. Vidlization hypervisors have been designed
and implemented to reduce as much as possible the overhaasisdcin the virtualized environ-
ment. In general, the overhead is less than a few percent tha®id network operations, while it
has bit more of impact in 1/O operations [6, 32, 17, 12].

Nowadays modern microchips include a specific set of instms (Intel Extended Page Ta-
bles [31] or AMD Rapid Virtualization Indexing [30]) just digned for virtualization performance
improvements in the x86 platform with gains between 42 arfh A8MU-intensive benchmarks
and 500 to 600% in MMU-intensive microbenchmarks.

Therefore, the benefits of running any application in anyf@ten without adapting or porting
the source code are valuable, as deploying and running ngeriexents can be carried out easily
with a minimum cost in terms of overhead.

After a joint effort by the CernVM team and several summedshis, the first BOINC project
using CernVM in virtual machines running under the open sawirtualization hypervisor Virtu-
alBox was born: the LHC@home Test4Theory project [11].
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2.1 Linking CernVM and BOINC

CernVM provides the virtual machine that will be downloadsdthe BOINC clients; how-
ever when the project started there was no solution witrenB®INC framework that supported
virtual machines. Therefore a new type of BOINC wrapper waated to support this feature: the
CernVM Wrapper [19].

The Virtual Machine (VM) is @hin applianceof about 200 MB which is only loaded initially
with the minimum required system to boot the VM. This apploasduces the impact of down-
loading a full VM containing all the code and libraries for experiment (typically around 10 GB
in size). Thethin appliancevia the CernVM File System [7] will download and cache thecsjie
binary libraries and code for the experiment from a CERNvearfé repository.

The CernVM-FS provides a scalable hierarchy of standardHdaches(content-addressable
storage, content delivery networks, local and distributesinory caching) that allow the delivery of
scientific software to globally distributed computing reszes including "volunteer clouds" [16].
The file system ensures data integrity and provides fultaoiee.

Thanks to the employment of CernVM-FS, the resulting wagkinages are typically under 1
GB in size. CernVM-FS also assures that an updated versibHGfexperiment libraries are used
within the VMs, using a cache to minimize the access to thegitqries.

The CernVM Wrapper is a modified version of the official BOINCapper but adapted for
VirtualBox deployment. The wrapper is in charge of uncorspiiey the VM after it has been
downloaded to the client, registering the VM in the hypeasyignd launching it. It will also pause
or resume the VM when the BOINC associated task has to be gpauseesumed to follow the
standard work flow of BOINC. This solution does not modify inngiple the standard BOINC
project model.

The wrapper is open source, written in C++ and publicly amd in a Github repository [19].
While the wrapper mimics the same behavior as any other stdrBIOINC task, there is a subtle
difference: the job distribution is carried out via the Cékh appliance and not by the BOINC
framework, which means that BOINC does not send or receiv€ fjdths at all. From the point
of view of the BOINC core client, its job is to download a VM as iaput file for the CernVM
Wrapper task, and run it. The wrapper then runs the VM fordaiy 24 hours, allowing it to
perform different LHC simulation jobs during this fixed pmti See Figure 1 for more details
about this architecture [26].

The CERN LHC jobs are distributed via the Co-Pilot agent jd#]ch interfaces to the LHC
experiment’s own Pilot-job systems, offering a gatewayhese different Pilot job implementa-
tions. Figure 2 shows the Co-Pilot infrastructure. In fahg work flow of jobs is handled by
CernVM and Co-Pilot, on behalf of the physicists at CERN, mgko distinction between volun-
teer computing nodes or other nodes running CernVM [15]sAdih CernVM nodes are interfaced
as a Cloud, with the BOINC nodes thus forming a "Volunteerud!26] .

The following section will give more details about the paj@estdTheory and the actual
results that have been achieved so far.

LFor further details about the CernVM-FS check [16].
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7 of March of 2012| Week 14 of 2012| March of 2012 Total
Submitted 21686 151802 715611 3975036
Queue drain 20683 145110 706594 3961143
Received 18938 133135 642351 3398421
Succeeded 14528 103250 455475 2589328
Failed 4410 29885 186876 809093
Total number of generated events 257.95 billions

Table 1: Test4Theory job statistics

3. Test4Theory

The project has now attracted almost 12000 voluntesith more than 15000 PCGsegistered
(see Figures 3 and 4) who have already generated more2b@iillion eventg (see Table 1) for
the Monte Carlo QCD event generation project, MCPLOTS [27].
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Figure 3: Total number of users per day Figure4: Total number of hosts per day

LAll the data can be checked on-line, see [1].
2All the data can be checked on-line, see [27].
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3.1 Community Management

In a volunteer computing project, the community is all. \fakers participate in these types
of projects because they can feel part of the research effonteturn they want some acknowl-
edgment, but also some feedback from the project and thewashints that have been obtained
thanks to the CPU cycles they are donating. BOINC providesrakchannels for communication,
both among volunteers and with the project team.

The Test4Theory team has been interacting strongly witrcémemunity, notifying them of
new releases, improvements, etc., answering their gusstiequesting feedback about how to
improve their volunteer experience, and channeling spegifestions (such as physics questions
about the simulations) to the right persons in the projeatte

At the beginning of the project there was only a minimum nundjexpert users (25), as the
project was in the very early stages, and volunteers coulgjom the project by invitation. The
project fully opened its doors to the general public on Augik, 2011 with an official CERN
Press Release [9]. That day more than 2000 new users and &@80fbmputers were registered in
the project (see on-line charts [1] for real data). Threesdater the project reached the amount of
more than 7000 thousand users and computers attached tjbetp

The CERN press release was a very powerful trigger, and tidesspread over the Web to all
the big on-line media magazines (Wired, Engadget, Disgo@&BC, MSNBC, Ars-Technica, etc.
[2]).

This massive attention and new registrations caused $greldems to the infrastructure, and
the project had to reactivate the invitation codes to mamdgbe new requests, and to have time
to focus on fixing the problems.

Before opening again, the project activated a form wheresuseuld register themselves to
get an invitation code and join the project. This measuretalen to increase the number of users
in the project in a controlled way. The form was activatechaténd of August and it worked until
mid November of 2011. During this period more than 3000 ussgsstered their email to get an
invitation (see Figure 5), having peaks the first days of @38 new petitions.

Figure5: Invitation code registrations per day

By the 14th of November the project was fully stable agai, since then the invitation code
has been removed allowing anyone to join the project at anyemo.

The main community meeting point is via the message boardereTare four main different
forums: News, Science, Number Crunching and Questions &vans "News" is basically used
as a feed for publishing news about the project. "Sciencekioted to comments, ideas, and
achievements about the research topics of the project. eVithis message board is usually used
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for communicating news from the project related to the nesedhe community itself is using this
space to ask questions to the researchers about the sionsladind in general any interesting topic
that comes from CERN. The activity of this board is usually,Ibut the topics discussed are really
focused on the science behind the project.

Most of the activity is usually gathered in theamber Crunchindgorum. "Number Crunching"
is full of questions, suggestions, feedback, bugs, etcm ftoe community and it has become
one of the most useful documentation sources for the vatusiteThe reason is that most of the
documentation has been written by the volunteers, creasticky" threads at the top of the forum
that help new volunteers to answer the frequently askedignssabout the project. "Questions &
Answers" is a more focused version of Number Crunching btit different sub-forums for every
platform: Windows, GNU/Linux and Mac OS X.

Since the beginning of the project, almost 10000 posts (&ped-6) have been written in the
message boards [1] keeping the community active. Seveyal\dare very active (more than 60
messages per day, see Figure 7), usually matching the esdéaew versions of the system or a
public announcement (3 days after the CERN press releaspdat$ were written in the forums)
see Figure 7. All this data can be checked on-line [1].
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Figure 6: Number of total posts per day Figure 7: Number of new posts per day

The communication between the community and the researeimel developers has created
a good atmosphere in the message boards, and a good resptnsghg community. Here is a
sample of some of the comments posted by members of the coitynmuthe project’s Message
Boards about how they like to be involved and updated fronptbgect side:

Crystal Pellet (full message [23]):

“Most other BOINC-projects can follow an example of how tld@-feam is bothering
to get the volunteers involved.”
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Rechenkuenstler (full message [24]):

“thank you very much for all the effort, that you do with yowarti development work.

And also let me thank you for all the care that you provide ®ralunteers. I'm also

crunching in other projects, but the contact to the develspad scientists is the very
best here at T4T”

3.2 New tools for the project

Based on the feedback of the volunteers, the project hasfbeased in providing the right
tools to have them engaged, and to get more volunteers edoOne of the most important
aspects for many volunteers is the visualization of thelteshbiat they have produced, as well as
the efficient utilization of the resources they contributéhte project.

Since the beginning of the project, some volunteers wermggr a multi-core solution, as
modern PCs feature two or more cores. The multi-core fedtasebeen released in the beginning
of January of 2012.

Three different tools have been created to show data visugns for the project:

e TheBOINC widgetss a web application integrated within the BOINC web pagest draws
real time line charts (using the Google Chart API) showing nlambers of users, hosts or
posts in the message forums.

e TheVolunteers majs a web application that shows in a Google Map where are thateers
all over the world contributing CPU cycles for the project.

e TheWeb Applicatioris distributed within the virtual machine and provides ardisendly in-
terface, via the volunteer’s web browser, to data displagd@gs produced by the simulation
job currently running in the virtual machine.

The next sections give more details about each of thesecafiplis.

3.2.1 Themulti-core Virtual Machine

At the beginning of the project, Jie Wu, a CERN summer studiaueloped the first version
of the CernVM wrapper. This initial version registered tliual machine and ran it for the project
using as base code the general purpose wrapper code fronOiNCBcommunity. While the new
CernVM wrapper worked, there was a problem: BOINC was natdes! to run Virtual Machines.
Thus, further wrapper development has had to incorporatefungctionalities or “hacks” that solve
some of these issues: for instance the multi-core suppo¥Nts. Such newly discovered require-
ments to run VMs within BOINC were communicated to the maiveligpers of BOINC to include
them in future releases of the client.

Multi-core support has become one of the main features optbgct, as the Test4Theory
simulations can use up to two cores. Looking ahead to otheZ kirulations, this solution sup-
ports up to 64 cores in BOINC and VirtualBox out of the box pesting user preferences), making
it possible to run very complex simulations and multi-tlied or MP1 applications within the VM
without problems. Additionally, the volunteers can spg€fPU throttling to be used in the VM as
well as the number of cores they want to donate via the BOINSE pieferences interface.
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All the described items can be publicly reviewed in the ddficepository. Please check the
source code, the change log, and documentation about tretogenent [19].

3.2.2 Web Application

The Test4Theory community asked our developers severabktim see some output of the
simulations that their computers were processing. Whitzethis a BOINC API to support an
application graphics window showing users output from alBOtask running in the host, the use
of VMs in this BOINC project makes it very difficult, as by defaevery VM is a secure sand-box.
Hence, accessing the data within the VM is not straightfodw&levertheless, a standard BOINC
graphics application was developed by a summer studentlith Z2].

Our preferred solution uses the benefits of having a cust@oution environment where it is
possible to install any application or software. Thanksis freedom, a web server is installed in
the VM with a web application that shows the users inforrmagibout the jobs running inside their
VMs? as well as some plots generated by these simulations.

The benefits of using this approach are:

e it will run in all platforms as it uses a web page, not a spegjgdlication window,

e it will be possible to deploy new versions without requiringer intervention (thanks to the
CernVM file system [7]),

e in future it will be possible to develop web browser extensidmproving in general the user
experience.

The web applicatioh(see Figure 8) has been created using the latest open seanr®logies
for web development: HTML5, CSS3 and JavaScript. The enmpéyt of these technologies have
enabled us to create a user friendly interface to the exjeaitisn with a video tutorial that interacts
with the user interface (hiding and showing elements, agddop-ups, etc. in sync with the video),
using only open web standards (i.e. the video uses the opewescode WebM [3] which is
a royalty-free and open video codec for the web supportedobypanies like Google, Mozilla,
Adobe, etc.).

The video tutorial offers an attractive and flexible tool &plkain the user interface to the
volunteers, and new videos will be created to explain thali®®btained by the simulations, so
volunteers can have a better understanding of the scieriedodne project.

3.2.3 Volunteers Map

In order to view the distribution of the volunteers all oviee world, the project uses the logs
from the Co-Pilot agent to geo-locate the VMs via their IPradd and plot them in a Google Map
over the last 24 hours. See Figure 9 or try it on-line [11]. Ti&p right now only shows the
Co-Pilot ID given to the user, but a new method is being imgetad to show the BOINC user
name, so volunteers can find themselves in the map.

2The web application is exposed by NAT forwarding to the host.
3The source code is open source and published in Github [2@jciCthe demo site for more details [21].
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Figure8: TAT web application Figure 9: Volunteer's map

3.2.4 BOINC Widgets

BOINC provides access to its database in a raw format. Utatetig and looking for trends
is complicated, as usually one has to run SQL queries to getetfjuested data, and later process
it using a different tool. For this reason, the project hagettgped a set of visualization tools —
widgets — that allow us to display the number of users, hastsessage board posts over a period
of time. These widgets can be integrated with any other BOpXgject as they use the standard
server APl from BOINC.

The widgets have been created using the Google Charts Atdaparty solution that allows
one to develop fast and rich statistics dashboards [18].ifstance, see Figures 10, 11 for user
statistic§.
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Figure 10: New registered users per day Figure 11: Users with credit per day

4. Conclusions

Test4Theory is the first project in the BOINC community usuirgual machines to run com-
plex physics simulations in home desktop computers all theeworld. The system has been tested
for more than a year, generating more than 250 billion eviatsks to volunteers. Due to this suc-
cess the official BOINC development team is integrating tle& technology in their framework,
thanks to a collaboration of both the projects.

4All the data can be checked on-line, see [1].

10
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The benefits of using a virtualization layer — sand-boxingstam execution environments,
checkpointing out of the box — improve the user experiencébéth developers and volunteers.
Developers can develop for only one platform, reducing tstscof porting the code to all available
PC architectures and OSes, and reaping the benefits ofrgyeatstom execution environments
tailored for their specific needs. For the volunteers, thegwkthat if there is a bug, their systems
will be protected from any damage as the sand-boxing pravigevirtualization will only affect
the guest VMs and not their hosts.

5. Futurework

In the coming months, our project team will be working to adbp latest BOINC source code
for the server, client and virtualization wrapper modulsyeloped and supported by the official
BOINC team. This migration should not affect the user exgrare, as the required virtualization
features have been included in this new version of BOINCkbda a collaboration between both
projects.

Our project team will also continue working on extending web applications, adding new
features, tutorials, and an add-on for the open source wetsler Firefox, that will give the users
the chance to have an integrated experience with the prijectly from their browsers.
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