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Many efficient deployments of wireless sensor networks based on the community rise into view
recently. The energy efficiency is considered as the key design problem of sensor nodes, which
lacks sophisticated immune mechanisms for virus attacks. The epidemic on tree-based
communities of wireless sensor networks is studied in this paper. Due to random links in the
community, the sensor virus extends drastically on the network. Random links add the average
number of neighbors to the relevant population and accelerate the virus propagation. The Cayley
tree is proposed to analyze the underlying tree-based architecture of the network. The
mathematical analysis of the virus prevalence on the abstract tree-based communities is
presented in this paper. The analysis and evaluation shows that the number of infected nodes
increases exponentially with the prevalence time as the infection spreads. The larger the
infection probability is, the higher the speed of the prevalence will be. The research results can
further our understanding of epidemics on the tree-based communities of wireless sensor
networks.
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Epidemics on Tree-Based Communities of Wireless Sensor Networks Qiao Li

1. Introduction

The wireless sensor networks are deployed recently in variable applications including
environmental surveillance [1], agriculture management[2] and security monitoring [3], etc.
Different applications of heterogeneous nodes deployed in variable networks make these
networks appear to the scientific community, the industry area and the military application.
Many efficient deployments based on the community which is one of the common properties of
the network rise into view recently [4-6]. Qualitatively, the community is defined as a subset of
nodes within the graph such that connections between the nodes are denser than connections
with the rest of the network [7]. In a sense, the node is easier to be attacked by the virus
compared with the cyber system [8]. For the constraint of cost and resource, it is difficult for the
sensor to protect its safety because it is not a complicated hardware structure or software
system. In order to prevent the outbreak of the virus prevalence, the immunization strategy is
usually chosen for combating the sensor virus [9].

We focus on the community structures and observe the dynamic characteristics of the
virus prevalence on the assumption that the infection probability is above the infection
probability threshold in this paper. The contributions include the following aspects. The Cayley
tree is proposed to depict the underlying tree-based architecture of the communities. We
consider three epidemiological processes on the network and find that the number of the
infected nodes increases exponentially with respect to the prevalence time. The effect of
infection probability on the epidemiological process is analyzed. As a network of ripples
quivers momentarily across the surface of the still pool, the epidemic extends drastically on the
network.

2. Network Model and Preliminaries

We consider the following two problems which motivate our study:

Problem 1. The efficient deployments result in variable network architectures. How
should we abstract the main structure characteristics to describe the hierarchical architectures?

Problem 2. The random process is not absolutely suitable for the analysis of the virus
prevalence on hierarchical architectures [10]. How should we describe the prevalence?

Symmetric nodes are deployed in the detection area with similar properties (e.g., distance
of communication, architecture of software, etc.). The network G can be split into subgraphs
Go, G1, Gy ... Gy, according to the deployment of the communities. m is the number of the

subgraphs. N, N1, Ny ... Ny, is the number of nodes belonging to each subgraph with N =
NotN1+Ny+t ...+ Np,. Given the network, G is split into m subgraphs with the same size and
each subgraph includes Ny=N/m nodes. The largest number of edges in the subgraph is Ny(Ny-
1)/2 and the largest number of edges outside of the subgraph is No(N-N).

Fig. 1 shows our network model describing the underlying network architecture and the
deployment of sensors within the community. There are several communities with dense
internal links denoted by the dashed circles, but between the communities there is only a lower
density of external links. In our research, the underlying architecture of tree-based communities
is abstracted as the Cayley tree. Random links (denoted by dotted lines) are added to the
underlying architecture, and the community model has a hybrid structure with regular bonds and
random bonds. The Cayley tree is a regular structure network, in which there is no loops [11].
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Every node i of the Cayley tree is connected with &;=z+1 child nodes except that the degree of

the leaf node on the boundary is 1 with k=1. Starting from the root node, whose generation g is
0, the tree-based topology is constructed and z+1 child nodes are linked with the root node. This
process is repeated, and every child node is given z children. The number of layers (generations)
of the tree topology increases to a fixed value g. The Cayley tree grows either in width with the

parameter z or in depth with the generation g. The number of nodes is n(g)=(z~l—1)zg'1 in
generation g (g>0) in the Cayley tree. The total number of nodes of the network is calculated as

g ,
N(g)=1+ Zg':l n(g) . In this tree abstract, the total number of links can be easily calculated
by M () =N (&)= 1=(z+ ("= 1)(z=1)

The network of hybrid architecture can be described traditionally with a random graph or a
regular graph. The virus prevalence on the hybrid network is usually analyzed in terms of the
mean-field theory in the hypothetical scene that all nodes of the network are moving randomly
or flooding messages under no rules [12-14]. The prevalence on a regular network is usually
deemed as a standard percolation problem [15]. The proposed network model in this paper
depicts the hierarchical tree-based communities and indicates hybrid structure characteristics of
wireless sensor networks. Our research focuses on the actual topologies of tree-based
communities and analyzes the epidemiological processes on wireless sensor networks. The
epidemic propagation is a susceptible-infectious (SI) process if there is no immune mechanisms
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Figurel: Community Model based on the Cayley Tree
3. Epidemiological Analysis

Due to high-density internal connections, the epidemic propagates drastically in each
community of the network. After the community is attacked, the epidemic extends along the
external links and the sensor virus starts to attack other communities. In the community, almost
all nodes are connected with each other for strong internal connections. Supposing that one node
be infected in the community, all susceptible neighbors will suffer from the virus with the same
infection probability. We analyze the prevalence in the hypothetical scene that each community
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could be deemed as a whole for strong internal connections and the highly contagious worm. In
the analysis, the epidemic starts from certain communities. Random external links between
communities are chosen uniformly. Following the description above, the infected number in the
network can be given by

1(0)= X AN () 14y 8,1 (1-1)]

(3.1)
2m2 Sout

5out:
where d,;¢ is the outside connection probability of communities with N(N—=m) .

Sout 1s the number of outside edges. y is the coefficient which relates the connection probability

to the number of nodes in the community. If C(t’) is a constant C(), a fixed number of

communities are attacked by the virus in one time unit, and the epidemiological process is
calculated as

" hNC 2m’y S ,
I(t)zz m°[1+Nn(1Ny_’;’1";1(z—t)] 52

The sum is approximately calculated with an integral
« hNC 2m’y S o
I(t)= 21+ AT (t—t)]dt
The first-order derivative of (3.3) is obtained
ANC, 2mhyC, S
dl(t): 0+ Y 0 aull(t)
dt m N—m ) (3 4)

Supposing there be only one infected community on the underlying architecture on the
initial stage, we can get the solution
N N(N-m), XS, N(N—m)
()= X NNy e NN =)
m 2myS, , 2m°yS, ., ‘ (3.5)
We can see from (3.5) that the number of infected nodes increases exponentially with 7 in
the network. The epidemic drastically extends to all nodes of the wireless sensor network in a
short time.

In consideration of the underlying architecture of the network, C(z’) may have more
complex forms. If the number of attacked communities on the underlying architecture increases

linearly with C(t’)=C0t,, the number of infected nodes /(¢) will be rewritten as

& ANC, .. 2m’yS :
I(t)—z;) ~ t[1+N(N_m)I(t—t)]‘ 56

The sum is approximately calculated with the integral
« ANC, ... 2m’yS o
I(t)= Ce1+ A I(t—t )] dt
Ji m N(N—m) . 3.7)
Both sides of (3.7) are differentiated with respect to ¢, and
ANC,t 2mhyC, S ot .
d](t)z 0 + y 0 outj'ol(t)dt

dt m N—m

The second-order derivative of (3.8) is given with

(3.8)
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dzl(t)_hNC0+2mhyC0S

outl ¢
> m Nom ). (3.9)
We can get the solution as follows
[2mh y €8, B “C‘thy G,S.., .
I(t):CleV N=m I+Cze LR l——N(ﬁV m)
2m°yS,, (3.10)

where C; and C, are two constants. Supposing that only one community be infected on

the underlying architecture on the initial stage, the following equation is gotten with
C,+C,= N +M
m2m'yS,, (3.11)

For C(t’)=C0t’, the number of infected nodes increases exponentially with ¢ as the

epidemic extends on the wireless sensor network.

On the tree-based communities of wireless sensor networks, the sensor virus will attack
the neighbor nodes on the underlying tree-based architecture and along external links between
communities. Supposing the underlying tree-based architecture be idealized as the Cayley tree

and the virus may attack all neighbor nodes, C(t’) can be simplified as C(t)=(z+1)z' . In the
tree abstract, z+1 is the number of child communities of each community. The number of
infected nodes (¢) is given by

' ‘o2m’yS :
= om N(N—m) . (3.12)
The sum is approximately calculated with the integral
‘ ‘ 2m’y S
](l)zf hN (z+1)z [1+ my»s,,

I(t—1))dt
© m N(N—m) : (3.13)
. t ¢ _ ' '
Let F(t>_f 0 I(t=t)dr , and both sides of (3.13) are differentiated with respect to ¢,
F(t)=Inz F(t)+1(t) (3.14)
From (3.13), we get
¢t . . 2mh +1)S
m N—m . (3.15)
Then, the following equation is gotten as
) — T AT )
2mhy(z+1)8S,, 2m’y S, °° _ (3.16)
The first-order derivative of (3.16) is generated by
(¢)= N=m I t)_N(ﬁ\f—m) z
2mhy(z+1)S,, 2m’y S, (3.17)

From (3.14), (3.16) and (3.17), the following equation is gotten as
N-m i N(N-m) ,
I(t)————Z7 =
2mhy(z+1)S,, (1) 2m’y S

N-m N(N—m) ¢ ,
I(¢t)— +1
2mhy(z+1)S,, (¥ 2m’y S, J.O )+

Inz[

(3.18)
The second-order derivative of (3.18) with respect to t is calculated as
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1) =[in 2+ 2 DSy
N—-—m .
(3.19)
The final result will be solved as
[1nz+2mhy(z+l)5ml,]t
1({t)=Cy+C,e e (3.20)

where C3 and Cy4 are two constants. Supposing there is one infected community on the

underlying architecture on the initial stage, the following equation is gotten with
C,+C,= N
m (3.21)

If the sensor virus attacks all its neighbors on the underlying tree-based architecture and
attacks nodes in other communities along external links, the number of infected nodes increases
exponentially with ¢ as the epidemic extends on the wireless sensor network.

The said mathematical analysis shows that the total number of infected nodes increases
exponentially when the prevalence extends on the hybrid network and three different infections
occur on the underlying tree-based architecture. The existence of random bonds is similar to the
addition of susceptible neighbors to the relevant nodes. The sensor virus may infect the
neighbor nodes in the community and attack nodes in other communities along random external
links, which increase the average number of neighbors of the node and accelerate the virus
prevalence in the network. As a network of ripples quivers momentarily across the surface of
the still pool, the epidemic extends drastically. The virus prevalence is a Susceptible-Infectious
process when there is no immune scheme in the design of the software architecture of the sensor
node.

4. Evaluation and Analysis

Mathematical evaluations and real architecture evaluations of epidemic propagations on
the tree-based communities are presented in this Section.

For C(t’)=C0, the fixed number of communities of the network will be attacked by the

virus on the proposed community model in each time unit. In the simulation, the parameters are
set with §,=2, #=0.8, Cp=3 and y=0.8. One community of the network includes 4 nodes with

N/m = 4. Each time unit includes 10 seconds in the simulation. In Fig. 2(a), the infection extends
exponentially with respect to the prevalence time ¢ on the tree-based communities of the
wireless sensor network on the basis of (3.5). If there is no immune strategy, the number of
infected nodes will increase rapidly until all nodes become infectious in the network. From the
figure we can see that the virus propagates drastically on the community network and about

2.8x100 nodes are infected at 50s.

For C(t’):COt,, the number of communities attacked by the virus increases linearly on the
community model in each time unit. In the simulation, the parameters are set with S =2,
h=0.8, C»=3 and y=0.8. One community of the network includes 4 nodes with N/m = 4. Each
time unit includes 10 seconds in the simulation. The constants C| and C5 in (3.10) can be

approximately calculated at + = 0 and ¢ = 10s. Fig. 2(b) shows that the virus expands
exponentially with respect to the prevalence time ¢ on the tree-based communities of the
wireless sensor network on the basis of (3.10) and the random links in the communities
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accelerate the epidemic propagation. The number of infected nodes increases rapidly after the
attack from the sensor virus until all nodes of the network are infected. The virus propagates

drastically on the community network, and about 9% 103 nodes are infected at 50s.
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Figure 2: Epidemiological Propagations on the Tree-based Communities

For C 1 )=(z+1)z' , the virus will attack all neighbors on the community model in each
time unit. The epidemic propagation and the effect of the infection probability # on the
epidemiological process are analyzed in the evaluation. The underlying architecture is the
Cayley tree, and each community is connected with 3 child communities with z=2. One
community of the network includes 4 nodes with N/m = 4. The parameters are set with Sg,=2

and y=0.8. Each time unit includes 10 seconds in the simulation. The constants C3 and Cy4 in

(3.20) can be approximately calculated at # = 0 and ¢ = 10s. In Fig. 2(c), the virus expands
exponentially with the prevalence time ¢ as well on the basis of (3.20). If there is no immune
strategy, the number of infected nodes increases rapidly until all nodes of the network become
infectious. Fig. 2(c) also shows the time evolution of the infected number with the infection
probability #1=0.7, h»=0.8 and #3=0.9. At ¢ = 50s, the infected number in the network is

0.2x107 with h1=0.7, 1.0x107 with /»=0.8 and 4.75x107 with 3=0.9. The infection extends

exponentially at different speeds when the infection probability /# changes. The larger the
infection probability /4 is, the higher the speed of the prevalence will be.

Experiments of the epidemic propagation on the communities of ZIGBEE are presented.
ZIGBEE can construct the tree-based communities in a broad deployment area if the node is the
Full Function Device (FFD). Assuming there be a small section of infectious nodes on the initial
stage, the infected numbers of nodes is observed by using a large number of experiments. We
assume that node i be susceptible and infected with the infection probability /4 if there are
infected neighbors. The effect of the infection probability /4 on the epidemiological process is
tested. In the experiment, 1000 nodes are randomly deployed in a 1000mx1000m surveillance

area. The parameters are set with di; = 0.9 and J,;; = 0.3. One community of the network

includes maximum 15 nodes. In the experiments, each time unit includes 10 seconds. The figure

shows the time evolution of the infected number with the infection probability /7=0.5, h»=0.7
and £3=0.9. The infection extends exponentially at different speeds when the infection

probability /# changes. The experiment shows that the larger the infection probability is, the
higher the speed of prevalence will be. At 100s, almost all nodes are infected with #3=0.9, 800

nodes are infected with 45=0.7, and 300 nodes are infected with 21=0.5 in Fig. 2(d). The
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experiments show that the mathematical analysis reveals dynamic characteristics of the
epidemic propagation on the communities.

Above experiments show the number of infected nodes increases exponentially with
respect to the prevalence time although different infections occur on the underlying tree-based
communities. The larger the infection probability % is, the higher the speed of the viral
transmission will be. The number of infected nodes increases rapidly until the whole network is
attacked when the network suffers from the sensor virus and there is no immune strategy.

5. Conclusion

The epidemic on tree-based communities of wireless sensor networks is studied in this
paper and becomes more drastic due to random links in the communities. The underlying
architecture of the network is abstracted as the Cayley tree. The dynamic characteristics of the
virus prevalence is focused on the assumption that the infection probability is above the
infection probability threshold. The evaluation and analysis shows that the number of infected
nodes increases exponentially with respect to the prevalence time. The larger the infection
probability is, the higher the speed of the viral transmission is. The existence of random links is
similar to the addition of susceptible neighbors to the relevant nodes. The sensor virus attacks
the neighbors on the underlying network architecture and attacks nodes in other communities
along external links of the network. The random bonds of the network accelerate the virus
prevalence. As a result, the network is easily attacked by the virus from one side to another. The
research can further our understanding of epidemics on the tree-based communities of wireless
sensor network.
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