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The term big data arose along with the explosive increase of global data as a technology that is
able to store and process big and varied volumes of data, providing both enterprise and science
with deep insights over its clients/experiments. Cloud computing offers a reliable, fault-tolerant,
available and scalable environment to harbor big data-distributed management systems.With
regard to cloud computing and big data-related areas, researches have been conducted on how to
use cloud computing to process digital information.. This paper focuses on the application of
cloud computing and big data to build the relevant channels, of the adaption to new
requirements, the relevant laws to solve the data processing and technical scheme of space data
and geographic science, its competency to deal with the challenges of the current situation, and
innovative research in the future. Big data processing speeds up the diversity of data
transformation, data value, and evaluation of the significance of digital research and the value
added by application of big data and cloud.
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1. Introduction

In recent years, there has been an increasing demand to store and process more and more
data, in domains such as finance, science, and government. Systems that support big data and
host them using cloud computing, have been developed and used successfully. Whereas, big
data is responsible for storing and processing data, cloud provides a reliable, fault-tolerant,
available and scalable environment to ensure proper performance of big data systems.

Both business and scientific areas view big data, and in particular big data analytics, as a
way to correlate data, find patterns and predict new trends. Therefore, there is a huge interest in
leveraging these technologies, as they can provide businesses with a competitive advantage, and
science with ways to aggregate and summarize data from experiments such as those performed
at the Large Hadron Collider(LHC). To be able to fulfil the current requirements, big data
systems must be available, fault tolerant, scalable and elastic.

In the progress of global integration of digital current, stress has been put on
comprehensive investigation on the big data related challenges , technical challenges of cloud
computing and big data, the current technical status of the two, how to solve the problem during
data integration, the current and the future research. The corresponding situation Figure 1
shows.
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Figure 1:Tackling Big Data challenges with cloud computing for innovation.
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2. Sources of Big Data

Data exists everywhere, no matter it is factory machinery data, transaction data or people
related, valuable information can be extracted through the analysis of data processing, . At the
same time, some social websites have hundreds of millions of twitter messages each day,
regardless of text, pictures or video. The amount of data in one day now exceeds the amount of
data in a whole last year. The amount of data is shown in Table 1.

" Earth sciences Internet of Things Social sciences Astronomy Business Industry

Volume X x x X X x

Velocity x X x

X
Variety High dimensions X
X

Spatiotemporal

Multisource

Veracity

X X
X X
X X
X X
X X
X X

Value

Table 1: Big Data in Different Domains as Denoted with an ‘x’.

The machine specific data-feedback information, equipment operation at the same time,
also includes information related to sensor data, log file, the laboratory test data. The
commodity trading process produces huge data information, including the products itself,
product packaging, product price, deposit and final payment information, to name a few. Every
second, every day in a huge amount of transaction information, big data either in traditional or
structured storage at present advocate non-structured storage; the information contains the value
of RMB2. There are also structured data with unstructured data, even more structured data
storage. The classic database could or the new data model, can take different data formats and
datatypes.

Interactive social network or network application can set up their own log information in
the form of pure text type, as well as pictures or video clips, with the purpose of enhancing
network performance regarding information specific operation experience and customer
relationship.

For every business of various size, they need to know the benefits by big data, how to deal
with the increasing amount of big data and information content in order to enhance the research
work related to big data, and promote big data to serve themselves and the enterprises.

2.1 Instrument Information

The information of the machine instrument is conveyed in real time. It is conveyed by
means of receiving and firing the relevant sensors of the machine, with some of the sensors
processed automatically or manually.

2.2 The Interaction of Large Data

The big social data generated between human, human and machine, machine and machine,
machine and related function produces a large amount of data, which can adopt quantitative
methods for extraction, or qualitative observation or observation space in advance. In addition,
it does not matter which channel is used for the corresponding analysis nor the geographical
position since the key is the data itself.

2.3 Commercial Information Data
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The current business information data can be stored in a relational database, the original
table can also be archived in the unstructured database, huge data information can be a complete
record of business information exchanges of a unit, for different data content and data
information is stored in both tables, text, pictures and short video, etc.. Different document
formats and different document forms can be parallel processing or serial processing. Get the
information related to the content.

2.4 Network File

Network storage is fulfilled in different document forms. Either static or dynamic page is
stored Rebecca, and the storage can be in the form of audio, video, documents. More interests
are paid in the network file, the corresponding data mining, the search technology of different
data analysis and the pattern recognition. The information content value is driven from
numerous data in advance.

2.5 Information Delivery

Broadcast information through audio mode can perform video communication, by means
of powerful computing capability and broadband network. For either digital or analog
information, data processing and concurrent processes related to scheduling, the final form of
solution would deliver smooth performance information.

3. Big Data Technology Challenges

In the utilization of big data, many practical applications fail to make full use of the big
data technology.. For instance, about 50% of the projects cannot be completed in time. Then
what are the technical challenges or problems of big data at present?

(1) Difficulty in Mastering Hadoop

In spite of the advantages of Hadoop software, the specific use and management is
relatively complicated, which leads to the necessity of learning a lot of knowledge and data of
the operating system in order to master the technology. However, it gets better when dealing
with a large number of internal data resources, whether relying on technology or not. While a
sharing platform of big data is built, it becomes a very important content.

(2) Extensibility

For large data, the key is to be able to handle the demand on zoom. Many organizations do
not have to consider the speed of the development and evolution of large data project. To certain
extent, the suspension of the project brings in additional resources and reduces the time of data
analysis. Big data workload tends burst, so it is difficult to predict the resources allocation. The
degree of challenges for data solutions vary. Cloud solution turns to be easier and faster than the
internalsolution.

nBusinesses start realizing the talent shortage. Not only the data scientists have limited
access to data, but also successful achievement of a big data project requires a complex
development team, data scientists and analysts who have abundant knowledge to identify
valuable insights. Many big data suppliers are trying to provide most of the management with
their own educational resources to overcome the challenges of big data.

(3)Convenience in operation

The design of big data means the need for a very clear business objectives and collecting
the corresponding data source and channels. In addition, through the key mode of determining
the business value of specific data including useless data, tedious data without any meaning.
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Meanwhile, it requires a lot of manpower and resources for maintenance, such as user input
error messages, duplicate information, or even incorrect input. To optimize the maintenance cost
and information content data need. Maintenance through the optimization algorithm.
(4)Security of large data

The insurance of the safety of very large, massive data is very essential for the registration
and authentication of information from the user. The legitimacy of registration leads to
verification and certification on the user, to set different access pages according to different user
permissions, accounting for various stages of the information cos. Training, maintenance and
extension all needs the corresponding information in the cloud, to formulate the corresponding
service agreement, charging mode and other information.

4. Cloud Computing

The structure of cloud computing system is composed of following parts: user interface,
user cloud service directory, system management, service deployment tools, monitoring and
measurement of the cloud configuration and system management, service registration, user
identification, billing request regarding user permission, load balancing, resource management
in fault detection, fault recovery and monitoring statistics, calculating the resource pool in the
bottom level of resource virtualization, resource pool, and finally expanding the village at the
bottom of the system, completing the corresponding infrastructure deployment. The three-layer
architecture of the cloud is shown in Figure 2.
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Figure 2:The three-layer architecture of the cloud

5.Cloud Computing for Large Data Application

the challenges on the security of cloud computing environments fall under several levels:
the network level, which includes dealing with network protocols and network security such as
distributed nodes, distributed data, and communications between the nodes; authentication level
where the user handles encryption/decryption techniques, authentication methods such as
contract administrative rights, authentication of applications and nodes, and logging entry; the
data level concerning data integrity and availability as well as data protection and data
distribution. Cloud computing follows the policy of resource sharing, while the privacy of data
is very important due to the challenges like integrity, access authorization, and availability (of
backup / replication). Data integrity ensures that data is not corrupted or tampered with during
communication. Authorized access prevents data from infiltration attacks while backups and
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replicas allow efficient access to data even in case of technical error in the cloud.

Big data is now encountering several challenges on data sets, processing and management.
When dealing with huge amounts of data, there are the challenges such as volume, variety,
velocity and verification, which are also known as 5V of big data [74]. In addition, in the field
of computer networks, the cost of communications is a major concern compared with the cost of
processing the same data, with the challenge on minimizing the communication cost while
meeting the storage requirements and getting additional data from the general cloud [75]. The
factors and challenges that affect the processing of big data in a timely manner are the
bandwidth and latency. The challenges can be summarized based on the relationship between
big data and cloud computing.

(1)Data storage technology: cloud computing is fully related to the data storage space to
increase the application of big data into the cloud server, and storage space requirements can be
met by the improving cloud storage technology, then effectively cope with the traditional server
errors of hard disk reading and writing, hard disk damage, low competency of error correction. .
The high quantity of data is in need of storage improvement..

(2) Variety of data: big data naturally increases and varies, which is the result of the
growth of almost unlimited data sources. The growth leads to the heterogeneous nature of big
data. Data from multiple sources of different types and representations are highly interrelated.
They have incompatible shapes and are inconsistent. A user can store data in structured, semi-
structured, or unstructured formats. Structured data format is suitable for today's database
systems, while semi-structured data formats are only suitable. Unstructured data is inappropriate
because it contains a complex format that is difficult to represent in rows and columns.

(3) Data transfer: The data goes through several stages-data collection, input, processing,
and output. Big data transfer is a challenge, so data compression techniques have to be lessened
to lower the volume, where data volume is a hindrance for speed transfer. It also affects the cost,
while cloud computing provides distributed storage resources and data transfer on high-speed
lines, which is to reduce costs through virtual resources and resource use at user's request.

(4) Privacy and data ownership: The cloud is an open environment and the user's role in
monitoring is limited. Privacy and security are quite a challenge for big data. Big data and cloud
computing come together in practice. According to (IDC) estimates , around 40% of global data
can be accessed via cloud computing by 2020. Cloud computing provides strong storage,
calculation and distribution capability to support big data processing. As such, there is a strong
demand to investigate the privacy of information and challenges on security in both cloud
computing and big data.

5.1 What is Big Data's Relationship to the Cloud?

The correspondence between big data and cloud computing environment reflects the
mutual relationship. This is done through the cloud computing features to handle big data, the
resources provided by cloud computing, the resource service provided for many users where the
various physical and virtual resources are automatically set and reset upon request. Cloud
computing has access from anywhere to data resources that are spread all over the world by
using a (public) cloud to allow those sources faster access for storage. The nature of big data is
generated by technologies and locations worldwide, so the cloud resource service provides and
helps in the collection and storage of large amounts of data resulting from the use of
technologies.

The cloud computing structure can expand the solid equipment to accommodate small or
big data volumes. The cloud can be expanded to handle big amounts of data by dividing the data
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into parts, which is automatically done in IAAS. Expanding the environment is the requirement
per big data. Cloud computing has the advantage of helping to reduce costs by paying for the
value of the resources used, which helps to develop big data. Flexibility is also regarded as a
requirement for big data. When more storage for data is needed, or a large number of virtual
machines is expected to be handled in a single time, the cloud platform can dynamically expand
to meet proper storage needs. . For error tolerance, the cloud helps to deal with big data in the
extraction and storage process. Error tolerance helps SLAs, as well as QOS levels. Service level
agreements specify different rules to regulate availability of cloud service.

Big companies such as Yahoo, Google, and Facebook offer web-based services, and the
amount of data they routinely collect through online user interactions has overwhelmingly
traditional IT capabilities. Therefore, the development of infrastructure components has to be
conducted. Apache Hadoop has been introduced as a benchmark for managing big amounts of
unstructured data. Apache Hadoop is an open platform- distributed software for storing and
processing data. By using Hadoop, large amounts (pet bytes) of servers can be stored, while
effectively scaling performance in terms of cost. MapReduce is based on the distribution of a
data set among multiple servers, and partial results are then reassembled.

Big data is characterized by its diversity. ETL technology, which deals with data diversity,
represents several functions such as extraction, conversion, and loading. These functions are
integrated into one tool to pull data from one database and place it in another one. It helps to
convert databases from one to another.

Big data relies on the integrity to be effective. If big data is stored at the local level, it will
take a huge amount of work to manually merge all data to manage. This can be realized by the
cloud, enabling one site to store and manage all commercial data. In this way, one source of the
truth can be generated, without exhausting time and resources to manually merge the data.

Cloud computing offers features and benefits to big data through ease of use, access to
resources, low cost in resource utilization on supply and demand, and reduces the involvement
of solid equipment used to handle big data. Both big data and the cloud aim to increase the
value of a company while reducing investment costs. The cloud reduces the cost of managing
local software, while big data reduces investment costs by encouraging more prudent business
decisions. It seems only natural that these two concepts together provide greater value to
companies.

Any system in technology must pass through several main stages. The computer system
follows the input, processing and output model. Input is done through devices and then
processed through the CPU. Thus, the results of the information are delivered. In the
relationship between the data and cloud computing, data is stored in external and remote
storage units. On the other hand, , the data in the computer system is stored internally or locally.
Therefore, the relationship between the data and cloud computing represents the input,
processing and output model as in Figure 2. The big data is accessed through devices such as the
mouse, cellular devices and other smart devices. Processing is carried out through the tools and
techniques used by the cloud computing in providing service, and the outputs are the results,
which represents the value of data after processing.
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Figure 3: A Model Showing the Relationship between Big Data and Cloud Computing

The input and output model defines input, output and processing tasks required to convert
input to output. Input represents the flow of data and raw materials. The processing step
includes all tasks required to transform inputs. The output is data flowing from the

transformation process.

5.2 Common Factor between Cloud Computing and Big Data

The Internet of Things (IoT) represents the new concept of the internet , which enables
communication among several parties. These parties include smart devices, mobile devices,
sensors and other, which are considered as an effective communication among all elements of
architecture so that it can rapidly deploy applications and process, as well as to analyze data to
make decisions as quickly as possible. The architecture represents several systems: objects,
gates, network infrastructure, cloud infrastructure. Internet objects can benefit from the
scalability and performance of cloud computing infrastructure. In fact, Internet applications
produce large amounts of data and consist of multiple computer components upon request.

The Internet of Things (IoT) is going to generate a massive amount of data and this in turn
puts a huge strain on Internet Infrastructure (IT). As a result, this forces companies to find
solutions to minimize the pressure and solve their problems of transferring large amounts of
data. However, cloud computing has played a major role in IT, by migrating its data operations
to the cloud. Many cloud providers allow data to be transmitted either over traditional internet
connection or via a dedicated link. The real purpose of cloud computing and IoT increases
efficiency in daily tasks and has a complementary relationship. The Internet of things generates
huge amounts of data, and cloud computing provides a pathway for these data to navigate. By
storing data in the cloud, most companies find it possible to access large amounts of big data
through the cloud. Moreover, internet of things is all parts of a continuum. It is difficult to
consider internet things without thinking about the cloud and the cloud without analyzing the
big data. The data generated is stored in the cloud computing, which is the only technology
suitable for filtering, analysis, storage and access to [oT and other data in effective ways, as
these data constitute large quantities must be analyzed. As a conclusion, the object is a common
factor between the erased cloud and big data.
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5.3 Common Points between Big Data and the Cloud

The cloud computing environment consists of several user terminals and service provider.
The big data comes from both sides-the user collects the data and the big data is produced in the
process of dealing with the technology tools. The role of the service provider is to save, store
and process the big data upon the user's request, so cloud computing represents the big data
infrastructure. The service provider must ensure that the users have on-demand resources or
access to their data, systems and applications on a regular basis, with availability throughout the
service without any interruption.

(1) Data, whether small or big, require storage, processing and security, but the volume
and capacity of data requirements differ in accordance with the volume of the data. Therefore,
the cloud computing must provide storage, processing and security for big data in its
environment. The cloud environment is scalable and uses sophisticated high-end data
management techniques and security policies as the service provider protects and manages data.

(2) Cloud computing provides security, independent on data volume but availability of
security and protection for small and big data. The service provider guarantees complete
confidentiality of user data of all kinds and only allows access to authorized users. Therefore,
identity management and access control must be provided for information and service resources,
according to user needs. Users can connect to the network in these resources through a simple
software interface that simplifies and ignores many internal details and processes.

(3) Cloud computing saves the cost of storing and processing data to the user through the
availability of geographically dispersed servers and the availability of virtual server technology.
The service provider must ensure that the devices and equipment are sufficiently available and
restricted by an integrated and documented entry system for reference when needed. Cloud
computing offers high-level applications and software, regardless of the efficiency of the
devices being used, as it depends on the strength of the network servers but not on the personal
resources of specific device. The user can benefit from the cloud service, regardless of the
efficiency.

(4) Cloud computing is considered as a distributed system over a geographical distance.
One of the examples is the general cloud, where resources are distributed widely. This makes it
easier for the user to speed up access to the data. Thus, cloud computing is based on solving the
problem of geographical divergence between devices and resources.

(5) Cloud computing is characterized by its continuity, i.e. the ability to withstand failure
by providing resources even in the absence of defect in the components. The nature of the cloud
is that it is geographically distributed, so there is a high probability of errors. These events
increase the demand for failure tolerance techniques to achieve reliability.

All these points represent the relationship between big data and cloud computing, as it
shows the important requirements for the continuous increase in the growth of big data and
provides the appropriate environment to deal with big data.

6. Conclusion

there has been the conclusion that the relationship between them is complementary. Big
data and cloud computing constitute an integrated model in the world of distributed network
technology. The development of big data and their requirements is a factor that motivates
service providers in the cloud for continuous development, as the relationship between them is
built on the product, the storage and processing as a common factor. Big data represents the
product and the cloud represents the container. The big data is concerned with the capacities of
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cloud computing. On the other hand, cloud computing is interested in the type and source of big
data. Depending on the relationship between them, cloud computing represents an environment
of flexibly distributed resources that uses advanced techniques in the processing and
management of data and yet reduces the cost. All these characteristics show that cloud
computing has an integrated relationship with big data. Big data and cloud computing are
moving towards rapid progress to keep pace with progress in technology requirements and
users.
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