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1. Introduction

Harvesting dispersed computational resources is surely an important, strategic and poorly ex-
plored topic. This is especially true in an environment, like the computational science one, where
on one hand computing needs constantly increase and, on the other hand, quite frequently is not
easy to find the needed know-how to handle continuously updated hardware architecture. However
managing dispersed resources might not be neither an easy task not costly effective. We success-
fully explored the use of OpenStack [1] middleware to achieve this objective, aiming not only at
harvesting resource but also at providing a modern paradigm of computing and data usage access.

A cloud is a complex and distributed system made of computing resources, networks and many
running applications [2, 3]. Problems and failures will surely occur in this huge set of components
and one must constantly ensure their correct operation and co-operation. At the physical layer,
a Cloud infrastructure relies on hardware components which provide rough computing resources
like networks, routers, switches and servers. Cloud-computing providers offer their services using
different models. Services at the PaaS level are more complex because they offer various compo-
nents to develop and deploy applications. Finally, in the SaaS model [3] the user gets access to
a set of applications, instead the cloud provider manages the infrastructure and the platform. The
applications are not necessarily owned or managed by the cloud provider itself, but they may be
offered by a third party (i.e. the application provider) who benefits of the IaaS or PaaS resources.

Clearly, the deployment of a multi-sites Cloud [3] implies the management of multiple com-
puting services with the goal of sharing resources between more sites, allowing local data centers
to scale out with external assets. The cited scenario immediately points out portability, interoper-
ability and compatibility issues, but on the other side this opens really interesting scenarios and use
cases especially in load balancing, disaster recovery and advanced features such as cross-site net-
works, cross-site storage systems, cross-site scheduling and placement of remote VMs. Moreover,
a cloud infrastructure allows the exploitation of Platform as a Service, and Software as a Service
solutions which in the end it is what really matter for the science.

The main goal of the present work is to illustrate a real example on how to build such a
geographically distributed cloud, and how to share and manage computing and storage resources,
owned by heterogeneous cooperating entities. We put together four different entities, different both
in terms of basic computational resources as well as in terms of scientific interest.

In the following (Section 2), we will describe the context of this work introducing the deployed
architecture and we will report all the tests we performed to validate and benchmark our multi-sites
Cloud. Afterwards, in Section 3, we are going to dive into more specific test cases showing the full
functionalities of our cloud, and the role of its components. Finally, we draw some conclusion and
we will discuss the results of our work, pointing out issues and open challenges to be addressed in
future developments.

2. Overview of the architecture

The entities involved in the present project, shown in figure 1, are: the Department of Physics
and Geology - I.N.F.N. Sez. Perugia, Department of Chemistry (UNIPG) also located in Perugia,
the Department of Pharmacy (UdA) located in Chieti and ASI-SSDC (Space Science Data Center
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at the Italian Space Agency) located in Rome. The involved sites are not only geographically
dislocated but also a good representative of the research interest diversity we want to explore within
our Cloud infrastructure.

Figure 1: An overview of the location of the involved sites

In the following we are reporting some details about the deployed architecture, as well as the
result of the basic benchmark tests performed.

2.1 Connection of sites

The deployed networking structure has been developed for the specific purpose of creating
a distributed overlay L2 Ethernet to be used by OpenStack. In such respect two remote sites are
connected by a point-to-point link build using the VXLAN [4] protocol. OSI L2 Ethernet frames of
both the OpenStack management and projects VLAN networks have been encapsulated within it.
The whole project aims to harvest resources so also to build the overlay L2 network infrastructure
commodity hardware have been used, specifically, on each site, a Linux server has been installed
and configured to create the connection. Each server is running an Ubuntu 16.04 Linux distribution
[5].

Figure 2: Diagram of a connection server

As shown in figure 2, each server has 3 NICs: the first is connected to the OpenStack man-
agement LAN, the second to the OpenStack projects LAN and the last to the Internet via a public
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IP Interface. The OpenStack management traffic and the projects traffic, VLAN based in this case,
are encapsulated into a VXLAN channel using the Openvswitch software version 2.5.2 [6].

Figure 3: Examples of configuration of the Openvswitch bridge

An example of the configuration of the Openvswitch bridge is reported in listing 1. Specifically
the reported listing creates the configuration shown in figure 3.

a u t o a s i t u n n e l
a l low−ovs a s i t u n n e l

i f a c e a s i t u n n e l i n e t manual
o v s _ t y p e OVSBridge
o v s _ p o r t s ams enp4s3 v x l an 0

a l low−a s i t u n n e l enp4s3
i f a c e enp4s3 i n e t manual

o v s _ b r i d g e a s i t u n n e l
o v s _ t y p e OVSPort
o v s _ o p t i o n s vlan_mode= t r u n k t r u n k s =402 ,1016 ,1065

al low−a s i t u n n e l vx l an 0
i f a c e v x l an0 i n e t manual

o v s _ b r i d g e a s i t u n n e l
o v s _ t y p e OVSTunnel
o v s _ t u n n e l _ t y p e v x l a n
o v s _ o p t i o n s t a g =0 vlan_mode= n a t i v e −u n t a g g e d t r u n k s =402 ,1016 ,1065
o v s _ t u n n e l _ o p t i o n s o p t i o n s : r e m o t e _ i p = 1 0 . 1 9 9 . 1 9 0 . 4 o p t i o n s : key= f low o p t i o n s : d f _ d e f a u l t = f a l s e

Listing 1: Interfaces configuration example

These servers are the "backbone" for the overlay networks, they can be connected in a cus-
tom topologies simply creating different vxlan channels among them. Two scenarios have been
successfully tested, a simple tree-like connection of the sites (as reported in figure 4a) and a more
complex one using a redundant paths as well as the SPT protocol to avoid loops (as instead reported
in figure 4b).

2.2 Security

To address the sites network security all the traffic have been encrypted, specifically OpenVPN
[7] and IPsec [8] have been used, depending on site to site specific networking constraints. The two
solutions have different advantages and disadvantages. Though generally IPsec guarantees better
performances, often routers are not properly configured to recognize and to handle it correctly.
Instead an indisputable advantage of using OpenVPN is that the VXLAN traffic is encapsulated
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(a) Tree like connected nodes (b) Mesh connected nodes

Figure 4: Examples of connected nodes

into standard TCP or UDP connections. Examples of both configurations are shown in listings 2
and 3.

p r o t o tcp−s e r v e r
p o r t 443
k e e p a l i v e 10 60
ping−t i m e r−rem
p e r s i s t −t u n
p e r s i s t −key
dev t u n
i f c o n f i g 1 0 . 1 9 9 . 1 9 0 . 1 1 0 . 1 9 9 . 1 9 0 . 2
s e c r e t s t a t i c . key

Listing 2: OpenVPN configuration example

# ! / u s r / s b i n / s e t k e y −f
f l u s h ;
s p d f l u s h ;
add 1 9 3 . 2 0 5 .XXX.YYY 1 9 3 . 2 0 4 . J J J .HHH ah 23024 −A hmac−md5 0 x12345678901234567890123456789012 ;
add 1 9 3 . 2 0 4 . J J J .HHH 1 9 3 . 2 0 5 .XXX.YYY ah 24023 −A hmac−md5 0 x a b c d e f a b c d e f a b c d e f a b c d e f a b c d e f a b c d e f ;
add 1 9 3 . 2 0 5 .XXX.YYY 1 9 3 . 2 0 4 . J J J .HHH esp 1023024 −E 3 des−cbc 0 x1234567890123456789012345 . . . . ;
add 1 9 3 . 2 0 4 . J J J .HHH 1 9 3 . 2 0 5 .XXX.YYY esp 1024023 −E 3 des−cbc 0 x a b c d e f a b c d e f a b c d e f a b c d e f a b c d e f a b c d e f . . . . ;
spdadd 1 9 3 . 2 0 5 .XXX.YYY 1 9 3 . 2 0 4 . J J J .HHH any −P o u t i p s e c esp / t r a n s p o r t / / r e q u i r e ah / t r a n s p o r t / / r e q u i r e ;
spdadd 1 9 3 . 2 0 4 . J J J .HHH 1 9 3 . 2 0 5 .XXX.YYY any −P i n i p s e c esp / t r a n s p o r t / / r e q u i r e ah / t r a n s p o r t / / r e q u i r e ;

Listing 3: IPSEC configuration example

Finally, it is somehow worth to report that all the interconnected sites have to trust one another
since misconfigurations potentially can have consequences on the whole system.

2.3 OpenStack

To fine tune the network setup and avoid cross site unnecessary traffic, different sites have been
logically separated using different availability zones, with VMs on every zone having the capability
of independently use site-wide resources. Important examples are:

• accessing the Internet through the site where they are physically running in order to avoid
the saturation of VXLAN channel.

• accessing site-specific storage

4
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2.4 Automation

All the elements of the described infrastructure have been automatized to minimize the number
of manual operations, minimizing also the extra source of errors, in particular:

• The sites are L2 connected and are on the same broadcast segment. Then an automated
installation/management system can easily be used on the whole system.

• Openvswitch instances on the connected nodes can be operated via the Openflow protocol,
so via a simple script in OpenStack one can trigger changes in the network infrastructure.

• The same could be done with the physical switches within sites, for this to work switches
have to be Openflow protocol [9] enabled.

2.5 Basic Tests

In order to validate the described infrastructure two main tests have been conducted, test on
the sites connectivity and an OpenStack related test.

Firstly we performed a connectivity test needed to verify the bare network performances
degradation dues to the extra cryptography layer (i.e. OpenVPN and IPsec) and tunneling layer
(VXLAN). The results of the test are summarized in Table 1, where average throughput values (i.e.
connection performance) are reported for native links of 100Mb/s (that is the link from Perugia to
Chieti) and 1Gb/s (that is the link from Perugia to Rome).

Link bandwith OpenVPN (UDP) IPsec VXLAN and OpenVPN
100Mb/s 98Mb/s 97Mb/s 80 Mb/s

1Gb/s 905Mb/s 912Mb/s 797Mb/s

Table 1: Throughput values reported for native links of 100Mb/s and 1Gb/s, see the text from more
details.

Secondly, an OpenStack functionality test has been performed as well, that is a cluster of VMs
have been deployed on the infrastructure. The deployment of the cluster consists of the creation
of principally three actors: a master (one or more), several slaves and some load balancers. To
accomplish this task we used the OpenStack Orchestration named Heat [10] and we also rely on
Ansible [11] to automate all the process.

We deployed several clusters, each one with a different number of VMs up to a configuration
made of a single master node, two load balancers and six slaves. Interestingly, despite the fact we
used each time different sites and hardware composition, all the tests were successful. The latter
demonstrates surely the robustness of our infrastructure.

3. Porting of concrete use cases

In the present section, we will describe the porting of concrete use cases exploiting the avail-
able PaaS solutions provided by INDIGO-DataCloud project and following the upcoming EOSC

5



P
o
S
(
I
S
G
C
 
2
0
1
8
 
&
 
F
C
D
D
)
0
0
9

Mirko Mariotti

directives. We identified: ab initio quantum chemistry applications and the data analysis of the
AMS-02 (Alpha Magnetic Spectrometer) Cosmic Ray experiment on the International Space Sta-
tion [12–14].

3.1 The ab initio quantum chemistry: a test case

Over the years quantum chemistry methods have shown an impressive development , and
nowadays there are a large number of well known and well established softwares representing a
reliable approximation to the well known non-relativistic Schrödinger and relativistic Dirac equa-
tions [15–19]. Typically quantum chemistry is strictly related to High Performance Computing, that
is most of the quantum chemistry softwares relay on the availability of high performance comput-
ing resources. Indeed in most of the ab initio quantum chemistry applications is not always obvious
how to efficiently use computational framework as a computational grid [20] or a cloud [21].

Nevertheless there are scenarios where the problem one needs to face can be easily distributed
on a Cloud, or Cloud-like, computational infrastructure [22–24], without the strict needs of high
throughput and low latency network infrastructures, or different kind of specialized hardware such
as GPGPUs. Anyhow is important to underline that in the near future one may try to explore IaaS
(Infrastructure as a Service) using Docker containers [25], that provides an easy and efficient way
to exploit specialized hardware.

Despite the fact we cited quite different computational schemes, undoubtedly all of them may
be faced using essentially a similar workflow. Reason why the approach we will describe in the
following may be easily adapted to a really wide range of possible computational chemistry use
cases.

In almost any computational chemistry protocol one of the very first step is the geometry op-
timization [15], that is to find the arrangement in the space of the atoms, constituting the molecule,
so that the interatomic forces are close to zero and the position on the PES (Potential Energy Sur-
face) is a stationary point. In the simplest case of a diatomic molecule one can easily determine
the optimal geometry performing several energy computation at different interatomic distances.
Once the one-dimensional PES is computed one can find the optimal geometry, thus the optimal
interatomic distance, easily looking for the minimum value of the energy.

Clearly we can exploit the intrinsic parallelism of the cited PES computation simply distribut-
ing the several single point energy calculations on the available resources. Specifically in the
present work we used the Dirac-Kohn-Sham module of the BERTHA code [18,19] to compute the
needed energies. Is important to underline that the actual version of the BERTHA software has
been fully parallelized, that is there is not a single step still running in serial. In fact, according to
Amdahl’s law [26], the speed-up of a code is upper limited by the its serial portion, in our case we
removed this upper bound being able to archive great results making both CPU-time and memory
scalable with the number of processors used. That is, BERTHA virtually overcomes at once both
time and memory barriers associated with four-component DKS calculations [18, 27, 28].

The BERTHA executable has been embedded into a Docker image [25] so that it can be easily
managed using MESOS/MARATHON [29, 30]. In the present test version a simple file is used
to specify the bond length, but obviously in the near future (indeed one of us is already working
on a pyBERTHA code, that is a python [31] wrapper to the underlying Fortran code that surely
will enormously simplify any further development) an external database may be used to feed any

6
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instance with a specific input and to store the final results. Obviously each single BERTHA docker
instance (container) can be both a serial or parallel executable depending on the molecular system
dimension and on the number of cores available. In Figure 5 a general overview of the deployed
architecture is showed.

Figure 5: An overview of the deployed architecture, see text for details.

Once all the single point computation have been completed the results, so the energies, can
be collected and for example used to compute the equilibrium geometry. In the present test we
performed the geometry optimization for the AuOg+ molecular system. By purpose we selected
a superheavy elements like the Organesson (Z = 118) that only recently has been added to the
periodic table [32]. The reported results were carried out with the cited full-parallel version of
BERTHA. The large component of the basis set for Au and Og was generated by uncontracting
triple-ζ quality Dyall’s basis sets [33–36] augmented with the related polarization and correlating
functions. For the gold atom, a previously optimized auxiliary basis set for density fitting denoted
as B20 [37] was used. While for the Organesson auxiliary basis sets were automatically generated
following the procedure described in Ref. [38]. Finally the BLYP functional made of the Becke
1988 (B88) exchange [39] plus the Lee-Yang-Parr (LYP) correlation [40] was used. An energy
convergence criterion of 10−7 Hartree on the total energy was adopted.

Once all the energies have been computed and collected to determine the bond length we sim-
ply performed a polynomial fitting using NumPy [41], and the bond length is computed calculating
the minimum of the energy. In the specific case of the AuOg+ the computed value is 2.862 Å. To
determine the reported equilibrium geometry we used 11 single point (as clearly reported in Fig. 6)
calculations. Being the proposed approach clearly embarrassingly parallel we were able to easily
geographically distribute the full calculations set in our Cloud infrastructure.

Having demonstrated, with a practical application, how to exploit the developed Cloud infras-
tructure it is i important to stress once again that the described approach can be directly applied to
many others computational chemistry scenarios. In this regards is important to name a computa-
tional scheme belonging to different area of the computational chemistry, for example the virtual
screening of chemical library [42]. Indeed, though in the present section we focused our attention

7
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Figure 6: One-dimensional PES for the AuOg+ molecular system. The red dots are the computed
total energies, while the blue triangle represent the fitted minimum value and so the equilibrium
bond distance.

on quantum chemistry methods, we cannot avoid mentioning how the virtual screening technique
fits well with a Cloud infrastructure. Virtual screening (VS) uses computer-based methods to dis-
cover new ligands on the basis of biological structure. Thus, a typical VS workflow is designed to
run many jobs (i.e. pKa prediction [43], tautomer enumeration [44], docking [45]) to screen very
large collections of ligands against a particular biological target [46].

Therefore despite the fact we cited computational schemes belonging to different fields of
the computational chemistry, undoubtedly all of them may be faced using essentially a similar
approach. Reason why the detailed use case represent undoubtedly a perfect demonstration of the
described platform adaptability to computational chemistry use cases.

3.2 DODAS for the AMS-02 data analysis

The described platform has been successfully used through the Dynamic On Demand Anal-
ysis Service (DODAS), an automated system that simplifies the process of provisioning, creating,
managing and accessing a pool of heterogeneous computing and storage resources, by generating
clusters to run batch systems thereby implementing the Batch System as a Service paradigm. In
this context it has been used in order to provide a complete batch system to the AMS [12–14]
physicist for a early validation of the complete workflow. For the scope of this implementation
HTCondor technology [47] is adopted as workload manager building an auto-scaling batch farm.
Apache Mesos [29] manages CPU, RAM and storage offered by cloud providers, and Marathon is
the application framework.

The main target of this project is to create an HTCondor cluster accessible by different users
but managed in a cloud environment. Practically we want to use opportunistic resources and scale
them in the base of the demand. HTCondor is composed principally of three actors: the central
manager, the submitter node and the worker node. The central manager controls the HTCondor
pool and coordinates the job requests. The submitter is the node where users can access and prepare

8
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their tasks, which will then be sent to the pool. The worker nodes take care of performing the
proper task and to send back the results to the user. All nodes are easy to maintain due to Docker
containers, that guarantees also the scalability and versatility of the cluster. The deployment of
the described cluster is obviously customizable and the cluster maintainers may adjust also the
resources used by each container.

We want to stress that the AMS (Alpha Magnetic Spectrometer) is an international collabora-
tion that includes more than 250 physicists, from almost 50 institutions and about 15 countries. The
data produced by the AMS-02 Cosmic Ray detector, installed since May 19th 2011 on the Interna-
tional Space Station, amounts to 35 TiB of raw data that become about 100 TiB once processed and
converted in ROOT [48] format. The full processing of the almost 2 PiB of reconstructed data and
MonteCarlo simulations typically requires several days with thousand of concurrent jobs for each
user. This analysis work is typically done by tens of users at the same time. The typical analysis
workflow requires a remote reading the data stored at CERN (European Organization for Nuclear
Research [49]) or in the other regional centers of the collaboration and the remote writing of the
ROOT files with the analysis results.

DODAS is built using several INDIGO-DataCloud [50] technological solutions and recipes,
the overall cluster topology as well as the orchestration of all services such as HTCondor, Mesos,
Marathon [51], Squid proxy [52], including any possible software dependency, are orchestrated
with TOSCA [53] templates and Ansible roles. The key outcome is that a single YAML file allows
the description of the complex setup required leaving end-user just with the management of a trivial
configuration file. A high level of automation is obtained, spanning from the services deployment
and configuration up to the self-healing and auto-scaling features. In the context of the presented
project a prototype of the OpenStack HEAT [10] template has been developed, always using Ansi-
ble as a solution for the underlying system configuration. The TOSCA migration will be done as
soon as the integration of the AMS services and components will be finished.

Soon after the TOSCA based orchestration will be completed the plan is to start the integration
and the testing of the PaaS Orchestrator, the Infrastructure Manager, and the Identity and Access
Manager. The first two represent the resource abstraction layer, a key to the open interoperation
across CLOUD solutions; the latter is the pillar of authentication, authorization and delegation
mechanism, adopted to securely tie modern federations and well established computing models, in
particular for the AMS workflow this will be a key for the remote data access.

4. Conclusions

In the present paper, we described the deployed Cloud infrastructure, a multi-sites Cloud
implemented with the specific purpose of harvesting dispersed computational resources We have
shown how to use the OpenStack middleware to manage dispersed resources and to provide a mod-
ern paradigm of computing and data usage access. We illustrated, via real test cases, how to build
a geographically distributed cloud with the specific purpose of sharing and managing computing
and storage resources, owned by heterogeneous cooperating entities

We were able to link together four different entities, different both in terms of basic compu-
tational resources as well as in terms of scientific interest, overcoming portability, interoperability
and compatibility issues. Our work opens interesting scenarios and use cases especially in load

9
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balancing, disaster recovery and advanced features such as cross-site networks, cross-site storage
systems, scheduling and placement of remote VMs. Moreover, the deployed Cloud infrastructure
allows the exploitation of new way of cooperating and resources sharing among very different
scientific communities.
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