
Lighting the Blue Touchpaper for 
UK e-Science - Closing Conference 
of ESLEA Project 
March 26-28, 2007 - Edinburgh

Abstract

ESLEA, an EPSRC-funded project, aims to demonstrate the potential benefits of 
circuit-switched optical networks (lightpaths) to the UK e-Science community. 
This is being achieved by running a number of “proof of benefit” pilot 
applications over UKLight, the UK’s first national optical research network.

UKLight provides a new way for researchers to obtain dedicated "lightpaths" 
between remote sites and to deploy and test novel networking methods and 
technologies. It facilitates collaboration on global projects by providing a point of 
access to the fast growing international optical R&D infrastructure.

A diverse range of data-intensive fields of academic endeavor are participating in 
the ESLEA project; all these groups require the integration of high-bandwidth 
switched lightpath circuits into their experimental and analysis infrastructure for 
international transport of high-volume applications data. In addition, network 
protocol research and development of circuit reservation mechanisms has been 
carried out to help the pilot applications to exploit the UKLight infrastructure 
effectively.

Further information about ESLEA can be viewed at 
http://www.eslea.uklight.ac.uk. ESLEA activities are now coming to an end and 
work will finish from February to July 2007, depending upon the terms of funding 
of each pilot application. The first quarter of 2007 is considered the optimum 
time to hold a closing conference for the project.

The objectives of the conference are to:

(a)Provide a forum for the dissemination of research findings and learning 
experiences from the ESLEA project.

(b)Enable colleagues from the UK and international e-Science communities to 
present, discuss and learn about the latest developments in networking 
technology.

(c) Raise awareness about the deployment of the UKLight infrastructure and 
its relationship to SuperJANET 5.

(d)Identify potential uses of UKLight by existing or future research projects.

The deliverables of the conference will be electronic and printed conference 
proceedings. 

http://www.eslea.uklight.ac.uk/
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Network Developments and Monitoring in Internet2 

Eric Boyd1 
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Given that performance is excellent across backbone networks, and that performance is a 
problem end-to-end, it is clear that problems are concentrated towards the edge and in network 
transitions. To achieve good end-to-end performance, we need to diagnose (understand the 
limits of performance) and address (work with members and application communities to address 
those performance issues). We envision readily available performance information that is easy 
to find, ubiquitous, reliable, valuable, actionable (analysis suggests course of action), and 
automated (applications act on data received).  

The Internet2 End-to-End Performance Initative (E2Epi) currently focuses on the development 
and widespread deployment of perfSONAR [1][2], an international consortium developing a 
performance middleware architecture and a set of protocol standards for inter-operability 
between measurement and monitoring systems. perfSONAR is a set of open source web services 
that can be added, piecemeal, and extended to create a performance monitoring framework. It is 
designed to be standards-based, modular, decentralized, and open source. This makes it 
applicable to multiple generations of network monitoring systems and encourages outside 
development while still allowing it to be customized for individual science applications. 
perfSONAR is a joint effort of ESnet, GÉANT2 JRA1, Internet2, and RNP. 

The Internet2 Network is a hybrid optical and IP network, that offers dynamic and static 
wavelength services. The Internet2 Network Observatory supports three types of services: 
measurement, co-location, and experimental servers to support specific projects. The 
Observatory collects data and makes it publicly available. 

 
 
 
 
Lighting the Blue Touchpaper for UK e-Science - Closing Conference of ESLEA Project 
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1. Internet2 Network 

The Internet2 Network is a hybrid optical and IP network, that offers dynamic and static 
wavelength services. The fiber and equipment on which the Internet2 Network runs is dedicated 
to Internet2’s use; Level 3 provides the network and service level maintenance. The platform 
supports production services (IP, static waves, and dynamic waves) as well as experimental 
projects, such as HOPI (Hybrid Optical/Packet Infrastructure).  

The deployment of the new Internet2 Network will be complete by July 15; 2007. In 
March, Internet2 began exploring a merger with National Lambda Rail (NLR) with a goal of 
consolidating national higher education and research (R&E) networking organizations. A 
technical team began considering what the merged technical infrastructure would look like. A 
decision on this potential collaboration is expected by June 2007. 

2. Performance Middleware 

Science is a global community; networks link scientists and collaborative research occurs 
across network boundaries. For the scientist, the value of the network is the achieved network 
performance. Scientists should not have to focus on the network; good end-to-end performance 
should be a “given.” For example, the Large Hadron Collider is an international physics facility 
located at CERN in Switzerland. This effort involves major U.S. involvement, with 2 major 
U.S. data repositories (PetaBytes/year), 17 U.S. institutions providing data analysis and storage, 
and 68 universities and National Laboratories with scientists looking at the data. There are 
dedicated transatlantic networks connecting the U.S. to CERN; advanced network services are 
required over existing campus, connector/regional, and national networks.  

2.1 Good End-to-End Performance 

To achieve good end-to-end performance, we need to diagnose (understand the limits of 
performance) and address (work with members and application communities to address those 
performance issues) [3]. Internet2 consists of campuses, corporations, regional networks, and 
the Internet2 backbone network. Our members care about connecting with other members, 
government labs and networks, and international partners. The Internet2 community cares about 
making all of this work. Given that performance is excellent across backbone networks, and that 
performance is a problem end-to-end, it is clear that problems are concentrated towards the edge 
and in network transitions.  

We envision readily available performance information that is easy to find, ubiquitous, 
reliable, valuable, actionable (analysis suggests course of action), and automated (applications 
act on data received). We assume a security system to authenticate and authorize users of the 
system as well as deter attacks. The goal of all this testing is to eliminate the mystery by 
increased network awareness. This allows us to set user expectations accurately, reduce 
diagnostic costs, and notice performance problems early, and address them efficiently. It also 
allows network engineers to see and act outside their “turf” as well as transforming application 
design to incorporate network intuition into application behavior.  
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The strategy Internet2 is employing is building and empowering the community. This 
requires developing analysis and visualization tools [4], and encouraging performance data 
generation and sharing. For this to happen, we need clean APIs and protocols between each 
layer and widespread deployment of both the measurement infrastructure and a set of common 
performance measurement tools. Internet2 provides diagnostic information for its “U.S. 
backbone” portion of problem, and we are working closely with GÉANT2 to ensure that we are 
providing the type of data they are likely to require, as well as encouraging them to provide data 
needed by U.S. diagnosticians. Internet2 has created a few diagnostic tools (BWCTL, OWAMP, 
and Thrulay) and makes network data public.  

In the coming year, the focus will be on making performance data more widely available 
via perfSONAR. Currently, Internet2 is contributing to the ‘base’ perfSONAR development 
effort in partnership with ESnet, European NRENs, and RNP (Brazil). Staff contributes to the 
development of standards for performance information sharing via the Open Grid Forum 
Network Measurement Working Group and are working to integrate the Internet2 diagnostic 
tools as examples of perfSONAR services to encourage development of tools in the community.  

A network engineer or application easily can discover additional monitoring resources, 
authenticate locally, be authorized to use remote network resources to a limited extent, acquire 
performance monitoring data from remote sites via standard protocol, innovate where needed, 
and customize the analysis and visualization process.  

For the radio astronomy community, the use of integrated network monitoring when 
conducting tests to determine the feasibility of e-VLBI (electronic Very Long Baseline 
Interferometry) helped enable identification of a hardware problem in time to correct it. 
Ongoing, automated monitoring allowed a view of network throughput variation over time and 
is now used to schedule short-term data transfers. The visualization of the data highlights route 
changes, network outages, and any throughput issues at end points. This integrated monitoring 
provides an overall view of network behavior at a glance for astronomers in the U.S., Japan, and 
Sweden; the goal is to extend this network of testing servers to all participating radio telescopes. 

2.2 Internet2 End-to-End Performance Initiative (E2Epi) 

E2Epi, which includes Internet2 staff, members, and federal and international partners 
building performance monitoring tools and frameworks, is supported via network revenues, 
partnerships, and grants from NSF and NLM. Work focuses on the development and widespread 
deployment of perfSONAR, an international consortium developing a performance middleware 
architecture and a set of protocol standards for inter-operability between measurement and 
monitoring systems. Overall, perfSONAR is a set of open source web services that can be 
mixed-and-matched and extended to create a performance monitoring framework. Design goals 
include being standards-based, modular, decentralized, open source, and extensible. This makes 
it applicable to multiple generations of network monitoring systems and encourages it to grow 
‘beyond our control,’ while still allowing it to be customized for individual science applications. 
perfSONAR is a joint effort of ESnet, GÉANT2 JRA1, Internet2, and RNP.  

For more information, either contact Eric Boyd <eboyd@internet2.edu> or see 
http://e2epi.internet2.edu/, http://www.perfsonar.net/, and http://nwmg.internet2.edu.   
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3. Network Measurement 

The original Abilene racks included measurement devices: a single PC coordinated early 
OWAMP and Surveyor measurements. The primary motivation was an understanding of how 
(and how well) the network operates. This was, largely, a NOC function but access to the 
measurements was available to other network operators to better understand the network. Over 
time, it became apparent that the datasets were valuable as a network research tool.  

3.1 The Abilene Observatory 

There are two components to the Observatory: 1) co-location (network research groups are 
able to co-locate equipment in the Abilene router nodes) and 2) measurement (data is collected 
by the NOC, the Ohio ITEC, and Internet2, and made available to the research community). 
During the Abilene upgrade in 2002; the network was expanded to two racks, one of which was 
dedicated to measurement. This provided the potential for the research community to co-locate 
equipment, which was immediately taken advantage of by several projects, including PlanetLab. 
For more information, see: http://abilene.internet2.edu/observatory/research-projects.html  

3.2 The Internet2 Network Observatory 

The Internet2 Network provides greater IP services than were available with Abilene and it 
requires a new type of Observatory to measure and monitor network activity. After seeking 
input from the community, Internet2 is supporting three types of services: 1) measurement, 2) 
co-location, and 3) experimental servers to support specific projects. The Internet2 Network 
Observatory will support both optical and router nodes. At this time, the Observatory collects 
data on one-way latency, jitter and loss; regularly-scheduled TCP and UDP throughput tests; 
SNMP; flow, with anonymized addresses; routing updates; router configuration; and dynamic 
updates (syslog, alarm generation, and polling via router proxy).  

The Observatory uses Dell 1950 and Dell 2950 servers; they have Dual Core 3.0GHz 
Xeon processors, 2GB memory, Dual RAID 146GB disks, integrated 1GE copper interfaces, 
10GE interfaces, and Hewlett-Packard 10GE switches. There are nine servers at router sites, 
with three servers at optical-only sites. Data is collected locally and stored in distributed 
databases; there are databases for usage, NetFlow, routing, latency, throughput, router, and 
syslog data. Some uses of existing datasets and tools include quality control, network 
diagnostics, network characterization, and network research. Modifications to the Observatory 
may be made in response to feedback from researchers.  

3.2.1 Quality Control (QC) 

Latency and throughput tests are required for any quality control effort. For Internet2 and 
its users, QC has been vital for some user communities (such as radio astronomers; see 
http://e2epi.internet2.edu/case-studies/VLBI/), network peerings, and IP backbone integrity. QC 
measurements for the latter have been vital to ensure problems are resolved in a timely manner. 
There are a full mesh of IPv4 and IPv6 tests on machines with 1GE interfaces (9000 MTU); the 
expected result is greater than 950Mbps TCP flows; if any path falls below 900Mbps for two 
successive testing intervals, this generates an alarm at the NOC.  
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QC is also important for peerings; Internet2 and ESnet watch the latency across peering 
points; Internet2 and DREN also will conduct some throughput and latency testing. During the 
setup, engineers found interesting routing and MTU size issues that they are investigating.  

3.2.2 Network Diagnosis and Characterization 

This includes testing to end hosts and more generic testing. For the former, Internet2 uses 
NDT and NPAD servers; users can run a quick check from a host with a browser to eliminate 
(or confirm) last mile problems, such as buffer sizing, duplex mismatch, etc. NPAD finds 
switch limitations if the server is close enough. For the latter, tests generally look for 
configuration and loss. Flow data is collected with a flow-tools package; all data that is not used 
for security alerts and analysis [REN-ISAC] is anonymized by truncating the addresses. Reports 
from the anonymized data (and some engineering reports) are publicly available. 

3.2.3 Research Projects 

The four topics of primary interest to network researchers are: major consumption, flows, 
routes, and configuration. Thanks to NSF, a Network Research Facilities Grant made it possible 
for Internet2 to provide access to this information to network researchers for 1.5 years. The 
Internet2 Network Observatory (replacing the Abilene Observatory) contains inside racks set for 
initial deployment, including new research projects (NetFPGA, Phoebus). The software and 
links are easily changed and Internet2 easily could add or change hardware depending on costs. 
The new Observatory will provide researcher tools and new datasets. For more information, see 
http://www.internet2.edu/observatory/.  
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Transmission Control Protocol (TCP) is a reliable transport protocol which guarantees that data
sent will be perfectly replicated at the receiver. In order to deliver on this guarantee, TCP transmits
data according to well defined rules which create reliable transfers and attempt to ensure that
our traffic can fairly co-exist with other data flows. However, this can result in delayed data
transmission and highly variable throughput. We investigate the use of TCP for the transfer of
real-time constant bit-rate data and report on the effects of the protocol on the flow of data. We
discuss the requirements for TCP to be successfully appliedin this situation and the implications
for applications such as e-VLBI, where we are more concernedwith timely arrival of data than
guaranteed delivery.

Experiments show that for a lossy TCP connection using standard bandwidth-delay sized buffers

the packet arrival times for a constant bit-rate flow divergeaway from real-time arrival. Increasing

the buffer sizes, by orders of magnitude in some situations,allows timely arrival of data with only

temporary, though possibly lengthy, delays.

Lighting the Blue Touchpaper for UK e-Science - Closing Conference of ESLEA Project
March 26-28, 2007
Edinburgh
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TCPDelay: Constant bit-rate data transfer over TCP Stephen Kershaw

1. Introduction

Transmission Control Protocol (TCP) is the most widely usedtransport protocol on the Inter-
net, due in the most part to its reliable transfer of data. However, it is not ideal to use for constant
bit-rate applications because TCP throughput can vary wildly in a lossy environment. Many appli-
cations using constant bit-rate data transfer desire timely arrival of data but the rate fluctuations of
TCP mean that timely arrival of data is not guaranteed. We examine the effect of packet loss on
packet arrival times and investigate whether packet loss and the consequent effect on throughput
delays the data irrecoverably. The performance of TCP from the perspective of data arrival time
will determine the suitability for real-time applications, such as e-VLBI.

Electronic Very Long Baseline Interferometry (e-VLBI) is atechnique used for high-resolution
observations in radio astronomy which involves the transmission of constant bit-rate data streams
which are generated in real-time. Timely arrival of data is afundamental requirement of e-VLBI
and data are often transmitted using TCP, hence tests were conducted using constant bit-rate flows
at rates of up to 512 Mbit/s to be representative of e-VLBI observations.

2. Transmission Control Protocol

2.1 Properties of TCP

TCP is connection-oriented and reliable, ensuring that data sent will be perfectly replicated
at the receiver, uncorrupted and in the byte-order sent. From the perspective of the application
TCP ensures that the byte stream sent is the same as the byte stream received. Data corruption
is detected by checksums and the receipt of all data (reliability) is ensured by using automatic
repeat-request (ARQ), whereby the receiving system sends messages (ACKs) back to the sending
system to acknowledge the arrival of data and hence indicatethe missing data to be retransmitted.
TCP assumes lost data packets are due to network congestion and attempts to mitigate congestion
by varying the transmit rate - a process known ascongestion avoidance, of great importance and
described in more detail later.

2.2 High performance TCP

To make effective use of TCP, especially with high-capacitynetworks, it is often necessary to
tune certain parameters. The end-hosts maintain windows over the data and to use the full capacity
of a link the windows must be sized to thebandwidth-delay product (BDP) to allow sufficient “in-
flight” unacknowledged segments [1]. In this investigation, a desired constant bit rateCBR was
considered, where bandwidth delay product,BDP, is expressed as:

BDP = CBR ·RTT (2.1)

whereRT T = round-trip time. With windows sized to the BDP, steady line-rate throughput is
achievable if we have no packet losses and so this practice isa generally recommended step to tune
a TCP connection. In the event of packet loss the size of one window, the congestion window, on
the sending host is adjusted to limit the maximum instantaneous throughput.
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Figure 1: Theoretical action of TCP congestion avoidance with CBR data transfer. Comparing (a) and (b)
we see the effect of dramatically increased buffer size. Theshaded area of delayed data in (a) is compensated
for in (b), transmitted faster than the constant bit-rate, having been buffered on the sending host

2.3 Reaction to loss

When TCP detects a lost packet it is assumed that the loss was due to network congestion
and TCP enters a congestion avoidance phase, altering the achievable transmit rate dramatically
by adjusting the congestion window. This feature of TCP was implemented to prevent congestion
collapse of the Internet where competing flows reduce the useful throughput to zero. It is the
congestion avoidance behaviour of TCP that creates problems for constant bit-rate flows.

The standard NewReno response to congestion is a decrease ofthe congestion window by a
factor of 2, followed by an additive increase of 1 packet per round-trip time. This gives the through-
put a characteristic sawtooth shape when a packet loss is detected - a sudden dramatic reduction of
the congestion window, followed by a gradual linear increase. Considering this sawtooth conges-
tion avoidance response, as shown in Figure 1, the amount of data that is delayed can be calculated.

2.4 Delayed data

When a packet is lost, the equations of TCP congestion avoidance determine both the decrease
of the congestion window and the rate of increase. If we consider a pre-loss thoughput ofCBR, it
can be calculated that the time taken to regainCBR throughput is given by:

trecovery =

CBR ·RTT 2

2MSS
(2.2)

whereMSS is the maximum segment size, the maximum amount of data that TCP can encapsulate
in one packet.

The shaded triangular area in Figure 1(a), whose presence isdue to a packet loss, has area
proportional to the amount of data that has been delayed. Thearea is proportional to the recovery
time and can be represented simply as:

CBR2
·RT T 2

8MSS
(2.3)

For applications like e-VLBI, where data are transferred over large distances at high rates it is
essential to note from Equation 2.3 that the delayed data scales with the square of the throughput
and the square of the round-trip time.
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3. Constant bit-rate data over TCP

It is often said in the literature that TCP is largely unsuitable for real-time applications and
constant bit-rate flows because of the variable rate of TCP over a lossy connection due to congestion
avoidance [2],[3],[4].

If CBR data is streamed over TCP, as with some multimedia applications or e-VLBI, the
reduced throughput due to packet loss leads to a data arrivalrate on the receiver of less than the
original constant bit-rate. If the processing or playback at the application level is not to stall then
sufficient data must be stored in a playout buffer to compensate for the lower data-rate at the
transport level, allowing CBR data arrival at the application level. This is common practice for
streaming multimedia applications, requiring an initial buffering period and hence a delay between
the start of the transfer and the start of the playback.

The situation of bulk data transfer is quite well researchedand understood,[5],[6], in contrast
to the equivalent situation but where the CBR data is generated and transferred in real-time. When
a CBR data stream is generated in real-time and cannot be stalled then we must transfer the data at
a steady CBR else we have to either discard or buffer the data at the sending end.

3.1 Regaining timely arrival

If we temporarily store the delayed data on the sending host and can subsequently transfer it
faster than the constant bit-rate then we should be able to regain timely arrival of data at the receiv-
ing host. We require the data to be buffered and the maximum window size must permit transfers
at a rate higher than the CBR. In the investigation that follows, both functions are performed using
the socket buffers in Linux.

Data from a Linux application, destined for a network, is buffered in a socket buffer, the size
of which we can specify through kernel and application parameters. The socket buffer in Linux
serves two purposes: to retain data for windowing and also asan application buffer, designed to
isolate the network from effects of the host system, such as scheduling latency of the Linux kernel.
Therefore, on the sending host, the socket buffers which arean integral part of TCP/IP in the Linux
kernel can be used to buffer the data that is delayed in the event of a loss.

4. Experimental configuration

4.1 Network setup

The network links used to test constant bit-rate performance over TCP were dedicated fibre
optic lightpaths with connections to UKLight in the UK peering with NetherLight in the Nether-
lands. The links were tested to have a very low bit-error rate, allowing loss-free data transfers
with stable delay and jitter characteristics, making for anideal protocol testing configuration. The
lightpaths were used to connect to hosts in Manchester, Jodrell Bank Observatory and JIVE (Joint
Institute for VLBI in Europe, Dwingeloo, Netherlands) withdedicated point-to-point 1 Gbit/s con-
nections. From Manchester the round-trip times (RTT) were 1ms and 15 ms for Jodrell and JIVE
respectively, with a connection from Manchester to Jodrell, looped back in the Netherlands giving
a RTT of 27 ms.
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The computers used as end-hosts were server-quality SuperMicro machines, with all configu-
rations tested to give 1 Gbit/s throughput using UDP/IP or TCP/IP over Gigabit Ethernet interfaces.
The systems used Intel Xeon CPUs and were running Red Hat or Fedora distributions of Linux.
Test were performed using kernel versions 2.4.20 and 2.6.19with negligible difference in TCP
performance seen between kernel versions. All systems wereequipped with onboard Intel e1000
Gigabit Ethernet ports.

4.2 Diagnostic software

TCPdelay [7] is an application written by Richard Hughes-Jones, usedto conduct tests using
memory-to-memory TCP streams, sending data to a socket at regular intervals so as to attain a
specified average data rate, emulating a CBR data stream. TCPdelay measures timings of packet
sending and arrival at the application level, allowing measurement of whether the data stream is
arriving at the receiver in a timely manner.

In order to gain more insight into the behaviour of TCP theweb100 kernel patch was used.
Web100 [8] is a kernel patch which provides extended TCP instrumentation, allowing access to
number of useful TCP related kernel variables, such as the instantaneous value of the congestion
window.

Packet loss on the test networks is rare, so we simulated packet loss in the receiving hosts
using a Linux kernel patch to discard packets at a configurable, regular rate.

5. Results

Using the often recommended socket bandwidth-delay product buffer size, the behaviour of
a 512 Mbit/s CBR TCP stream over a lossy 15 ms connection was studied with 0.9 Mbyte (BDP)
socket buffers. The observed behaviour is shown in Figure 2(a). In the event of a lost packet
(deliberately dropped on the receiving host) we see the reliable TCP protocol retransmitting a
packet (lowest plot) and we see the expected congestion window evolution, as detailed earlier and
illustrated in Figure 1(a). The rapid decrease and additiveincrease of the congestion window is ap-
parent, with recovery of the constant bit-rate transfer taking around 10 seconds. We see an amount
of delayed data of around 160 Mbyte, in agreement with Equation 2.3 when delayed acknowledge-
ments are accounted for.

Data is further delayed with every subsequent packet lost, the cumulative effect of multiple
losses shown in Figure 3, which demonstrates the effect of loss rate on message arrival time. The
lowest curve in Figure 3 shows the observed timely arrival ofdata, with higher curves showing
lossy transfers diverging rapidly away from this ideal. As one may expect, with the throughput
dipping below the desired rate many times and never exceeding it, the amount of delayed data
increases and the data arrives later as the duration of the transfer increases.

Figure 1(b) shows the same network configuration of the test in Figure 1(a) but with increased
socket buffers of 160 Mbytes, which is the calculated amountof delayed data. As explained previ-
ously, the intention was that the delayed data was stored in the TCP socket buffer, to eventually be
transmitted at a rate in excess of the constant bit-rate. We see in Figure 1(b) that we initially have
the same post-loss behaviour as (a) but the buffered data means that we can transmit faster as the
transfer from the buffer memory is not limited to the constant bit-rate. Once the buffered data has
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(a) 0.9 Mbyte (BDP) buffer
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Figure 2: Plots of TCP parameters, logged using web100. Kernel patch used to drop packets.
Top: TCP Congestion window (bytes)
Middle: Achieved throughput (Mbit/s)
Bottom: Number of packets retransmitted

been exhausted, we transmit new data at the CBR once more, as seen in the figure. For the duration
of the sawtooth the receiver experiences delayed data arrival, but subsequent data arrives in a timely
manner once more, until the next loss. In this situation, with a constant bit-rate of 512 Mbit/s and
a 15 ms RTT, we can use a 160 Mbyte buffer on the sending side to allow timely delivery to be
resumed at the receiver.

Instead of never resuming timely arrival and the departure for timely arrival becoming increas-
ingly worse with time, which is the situation with conventionally sized buffers, we can use larger
buffers to instead suffer only a temporary period of delayeddata arrival. One must consider how-
ever the logistics of providing such large buffers and be able to cope with the temporary period of
delay.

6. Conclusions

In a lossy environment, using TCP/IP to transfer CBR data with normal TCP buffer settings
(BDP) leads to delayed data arrival. The delay is to the entire stream of data as all data arriving after
the first loss will be delayed, with subsequent losses compounding the problem. For an application
such as e-VLBI this not acceptable and can lead to a loss of correlation and lower quality results as
multiple streams become unsynchronised.

In theory, to regain timely delivery of data following a loss, it is necessary to store the delayed
data and subsequently transmit it at a rate exceeding the constant bit-rate to achieve an average
CBR throughput. This can be demonstrated in practice in a relatively simple manner by using
the socket buffers for this temporary data storage. The practicalities of providing buffers depend
strongly on the parameters of the application and network. For a 512 Mbps flow over a connection
with a round trip time of 15 ms we are required to buffer 160 Mbytes of data. The scaling apparent
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Figure 3: The effect of packet loss on message arrival time. Manchester to Jodrell Bank, looped through
Amsterdam, 27ms RTT. TCP buffer size 1.8 Mbytes (BDP)

in Equation 2.3 is an important consideration, with transatlantic distances requiring the buffering of
upwards of 5 Gbytes of data and temporary departure from timely delivery of tens of minutes. This
will often prove impractical, with alternative protocols or TCP variants being options to consider.
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Component lines
Ack vectors & feature negotiation. 1,162
Rest of DCCP core. 2,876
Total DCCP core. 4,038
CCID2. 583
CCID3. 1,839
Minimum DCCP (core & CCID2). 4,621
TCP implementation. 8,042
UDP implementation. 1,160

Table 1: Source lines of code for protocol implementations in Linux 2.6.19.

1. Introduction

The Datagram Congestion Control Protocol (DCCP) is a transport protocol that does not pro-
vide delivery guarantees and has built-in congestion control [3]. One may think of it as UDP with
congestion control, or TCP without reliability. This makes DCCP ideal for multimedia applications
that prefer, upon packet loss, sending new data instead of old (and now useless) retransmissions.
The congestion control algorithm in DCCP is not fixed and applications may choose which one
to use by selecting the appropriate Congestion Control Identifier (CCID). Currently, there are two
CCIDs defined: CCID2 which is TCP-like and CCID3 which is TFRC [2].

In this paper we focus on the implementation issues of DCCP rather than on its design. Our
work has been carried out as protocol research in the context of e-VLBI, an application where mul-
tiple data streams from different telescopes are correlated to produce an image. The requirements
for e-VLBI are transmitting large amounts of data at a (very high) constant bit-rate, and packet
loss can be tolerated. TCP is inadequate for e-VLBI due to its bad performance when dealing with
large windows. UDP is partially suitable for e-VLBI since it may not be used on shared links (e.g.
Internet, or shared academic networks) due to its lack of congestion control. DCCP is the best fit—
it can transmit data at a constant bit-rate (CCID3) and in the case of congestion, it will back off.
In the following sections we will discuss the major implementation differences in Linux between
DCCP, TCP and UDP, followed by some performance considerations.

2. Differences from TCP and UDP

Table 1 summarizes the lines of code of different protocols in Linux 2.6.19. DCCP is core-
complete, but still missing some optional parts. The code is ≈ 57% of TCP’s code size (UDP is
much simpler). Part of the reason is that DCCP needs a state machine and mechanisms equivalent
to those of TCP in order to be robust against attacks, e.g. it needs to detect whether a reset packet
is valid (in sequence) before terminating a connection. UDP does not have this complexity and it is
generally left to application protocols (if necessary). Complexity in DCCP is added by ack vectors
and feature negotiation. Because DCCP’s delivery is unreliable, the protocol may not make use
of cumulative acknowledgments as TCP does. Instead, a map representing which packets have
been received and which not, much like TCP’s SACK, needs to be transmitted and processed (ack
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Figure 1: DCCP CCID2 running with TCP’s HighSpeed algorithm.

vectors). Thus, detecting loss in DCCP is more complex than in standard TCP. Feature negotiation
is a mechanism for negotiating options and may be thought of like TCP options, although the
mechanism is much more versatile in DCCP. Together ack vectors and feature negotiation comprise
≈ 29% of the core DCCP code. Because of these extra mechanisms, we believe that the complete
DCCP implementation will approach the complexity as TCP’s—it is not a trivial protocol like
UDP. Currently missing in the implementation are some protocol options (e.g. slow receiver) and
the handling of special cases such as detecting and dealing correctly with unidirectional data flows.

The CCIDs in DCCP are quite large because they share no code (unlike in TCP’s case). This
is so because the algorithms are fundamentally different—CCID2 is window based and CCID3 is
rate based. We developed an experimental patch which allows TCP congestion control modules
to be used by CCID2. Figure 1 shows DCCP’s congestion window when using the HighSpeed
TCP algorithm [1]. The result is as expected, a higher frequency of losses and a more aggressive
window increase when HighSpeed is compared with Reno. It was an interesting result that the same
congestion control code worked correctly in protocols which have totally different semantics—
reliable vs. unreliable. Although DCCP’s CCID2 and TCP have very different mechanisms for
detecting congestion, the actions taken are very similar. The congestion control modules between
TCP and DCCP turned out to be compatible because they only need to be notified about loss—they
do not need to detect loss themselves.

3. Performance

We were able to transfer at 1Gb/s, as reported by iperf, by using DCCP with CCID2 in a lab
experiment. We connected, back-to-back, two Intel Xeon 3GHz boxes with e1000 1Gbit PCIe
network cards. On the transmitter, we emulated a 200ms delay using netem in order to give us
a large bandwidth-delay product (window). This stressed the implementation since the amount
of required state, e.g. ack vector size, grows proportionally to the window size. We still need to
further optimize the code since the CPU utilization is ≈ 90% when transmitting at gigabit rates. In
TCP’s case, the CPU utilization is lower and this is mainly due to the fact that TCP does not have
to process a large ack vector upon receiving every packet.

After profiling the kernel, we discovered that the CPU was spending most of its time calcu-
lating checksums (≈ 25%). Checksum offloading to the network card will definitely reduce CPU
utilization and we are planning to support it in the future. Figure 2 shows how fast two different
boxes can calculate checksums using the Linux kernel code. As the packet size grows, the number
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Figure 2: Checksum calculation speed of an (older) Intel and AMD box.

of checksums that can be calculated (thus packets sent) decreases significantly. One difference
between DCCP and TCP is that the DCCP protocol allows a sender to specify, via the checksum
coverage field, which bytes are to be included in the checksum calculation. For example, it is
possible to checksum only the header and not the payload but with the drawback of sacrificing
some protection. This is tolerable by some applications, such as e-VLBI, and most likely is not an
issue in practice if the MAC layer has a checksum too. Thus, by using these simpler to calculate
checksums, it is possible to decrease the load on a system. This cannot be done with TCP

In DCCP, packet framing is done by the application so the kernel does not need to worry about
segmentation. This leads to a problem in DCCP which is absent in TCP. When sending large chunks
of data with TCP, it is possible to invoke a single send system call that will cause multiple packets
to be sent out. With DCCP, a single send call will send out only a single packet. Thus, to transfer
large amounts of data, many send calls need to be invoked and the context switch overhead is no
longer negligible. It is our intent to research APIs which suit DCCP better and are optimized for
high-speed networks. For example, we are thinking about a sendv system call which will enqueue
multiple packets with a single call.

4. Conclusion

The DCCP implementation approaches the complexity of TCP’s because of the rich set of
features supported by the core protocol. We intend to unify the congestion control algorithms used
by TCP and CCID2 in order to share the (at times complex) congestion control code.

In the current implementation, the largest performance hit is checksum calculation. This can
be mitigated by offloading checksum calculations to the network card, or in some cases by sending
out checksums based only on the packet header and not the entire payload. We also believe that
existing APIs need to be extended in order to achieve even greater performance with DCCP, for
example, by adding APIs to enqueue multiple packets with a single system call.
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1. Introduction

Datagram Congestion Control Protocol (DCCP) is a recently developed transport protocol,
similar in parts to both TCP and UDP with the intention that certain applications and the trans-
port of certain types of data may benefit. Where congestion control is required but reliability is
not, DCCP provides a transport level option attractive to many applications such as VoIP and e-
VLBI. The congestion control algorithm, CCID, used by DCCP is selectable, allowing DCCP to be
tuned more closely to the requirements of a particular application. CCID2 isTCP-like Congestion
Control, closely emulating Reno TCP while CCID3 isTCP-friendly rate control, minimising rate
fluctuations whilst maintaining long-term TCP friendly behaviour.

DCCP has been in the Linux kernel since 2.6.14, with recent kernel releases such as 2.6.19
and 2.6.20 having an implementation, incorporating the code developed by ESLEA, that is often
considered as fairly stable and high-performance. We report on the porting of a network testing
application to DCCP, experiences with creating a stable DCCP testbed and results from initial
performance tests.

2. Porting of test software

In order to test the performance of DCCP, software tools wererequired henceDCCPmon is a
port ofUDPmon by the original author, Richard Hughes-Jones [1]. Guidancewas given by Andrea
Bittau to help with the port to DCCP and the resulting application is being used and proving to
work well. However, the process was not entirely trouble-free - some problems were encountered
that were perhaps indicative of an implementation that is indevelopment, rather than complete
and polished. DCCP related #defines were not to be found in theuserland include files, an issue
mitigated by creating specific include files. Some system calls were noted to be missing and the
API was in a state of flux with functions changing between kernel releases 2.6.19 and 2.6.20. For
this reason, and due to limited testing,DCCPmon is currently still considered by the author as
experimental.

During the development ofDCCPmon and for corroboration of results, a patched version of
iperf [2] was used. In addition to the information from the main test application it is desirable to
gather data from as many other sources as possible. One useful window into the kernel networking
stack is though the kernel SNMP statistics, however there are currently (as of kernel 2.6.21) no
SNMP counters for DCCP variables. These statistics would also have been invaluable when prob-
lems became apparent with certain kernel versions and it would certainly be a worthy addition to
the implementation at the earliest opportunity.

3. End-host setup

The computers used as end-hosts were server-quality SuperMicro machines, with all configu-
rations tested to give 1 Gbit/s throughput using UDP/IP or TCP/IP over Gigabit Ethernet interfaces.
The systems used Intel Xeon CPUs and were running Scientific Linux or Fedora distributions of
Linux. We had systems using two Dual Core Intel Xeon Woodcrest 5130 CPUs clocked at 2 GHz,
dual-booting 32-bit and 64-bit distributions of Fedora Core 5. We also had systems with two Intel
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Xeon 2.4 GHz Hyper-Threaded CPUs using a 32-bit distribution of Scientific Linux 4.1. All sys-
tems were equipped with and DCCP tested with on-board Intel e1000 Gigabit Ethernet ports. Tests
with UDP and TCP gave stable line-rate performance over all tested networks, including 1 Gbit/s
over a transatlantic lightpath.

4. Experiences with the Linux DCCP implementations

While developing theDCCPmon program and preparing for performance tests, several differ-
ent Linux kernels have been used, often displaying undesirable effects. With such a new implemen-
tation of a new protocol it has often been unclear whether we are seeing problems with the DCCP
implementation or something specific to our systems, however we report on our findings and some
of the steps taken to achieve a stable DCCP test bed.

4.1 Kernel version 2.6.19-rc1

This kernel version is a release candidate for stable kernelversion 2.6.19, which was tested
before the stable kernel version was released. Using bothDCCPmon andiperf it was found that we
were not getting a working DCCP connection -tcpdump showed that the connection was success-
fully made, with packets exchanged both ways but no ACKs weresent in response to data packets
received. In the absence of feedback the sender-side DCCP transmit timer progressively fell back
until a threshold upon which DCCP terminated the connection.

We conducted many diagnostic tests to establish the cause ofthe problem. Advanced features
of the network interface card were disabled and DCCP data wassent though a tunneled connection
to prevent possible discrimination of the new protocol. Eventually, inserting debugging code into
the kernel showed that data were incorrectly being discarded due to header checksum errors, a
problem that was later fixed in the network development tree and merged into the stable 2.6.19
kernel release.

4.2 Kernel versions 2.6.19 and 2.6.20

As previously noted, the API calls changed slightly, necessitating further development of the
test software code, after which, with the checksum problemsresolved it was hoped that interesting
tests could be run.

The initial results were promising, with CCID2 showing short-term line-rate throughput - a
useful data rate of around 940 Mbit/s after header overheads. CCID3 had an average rate of around
300 Kbit/s but unfortunately DCCP proved to be unstable using either CCID on our 64-bit systems.
Transfers would often only last for a few seconds before the receiving system hung with a kernel
panic. Some tests would continue for longer, a few minutes with the same throughput performance,
but all would trigger a kernel panic within four minutes and repeating tests with larger packet sizes
would lead to a quicker crash. The crash dumps associated with the panic generally indicated that
the crashes were occurring most regularly in the region of the packet reception code of the network
interface card (NIC), where memory is allocated to store incoming packets.

Repeating the tests using a 32-bit distribution and kernel on the same computers yielded the
same behaviour, however the older systems running Scientific Linux on Hyper-Threaded Xeon
processors proved to be more stable, with extended runs possible, with the majority of transfers
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persisting until deliberately terminated after many tens of minutes. The system logs, however,
showed that everything was not perfect, with many zero orderpage allocation failures logged, in a
similar context to the panics - close to the receive interrupt of the NIC.

5. Towards a stable test bed

Analysis of crash dumps and kernel messages, showed that most error messages were gener-
ated when memory was being allocated in NIC RX IRQ handler. Toattempt to fix the problem the
operation of the NIC driver was analysed together with aspects of the kernel memory management
code.

In general, when a request is made for memory allocation, therequest will either be serviced
immediately (if memory is available) or it will be blocked while sufficient memory is reclaimed.
However, when memory allocation is requested in an interrupt context, for example memory al-
location to store received packets, blocking is forbidden.In order that the memory allocation has
a higher chance of succeeding, the kernel reserves some memory specifically for this situation
where the allocation is classed asatomic. The amount of memory reserved for atomic allocations
is determined by the value of themin_free_kbytes sysctl variable.

Increasing themin_free_kbytes parameter in the receiving host from the default value of 5741
to 65535 proved to prevent all the previously seen error messages, though it is not entirely clear
to us why the memory allocation problems originally occur. It is possible that the default value
of min_free_kbytes is not sufficient relative to the time between scheduled runsof the memory
management daemon (e.g. kswapd), which are scheduled to keep that minimum amount of memory
free. A larger value ofmin_free_kbytes may mean that the reserved memory is never filled before
the memory management routines can be run. As we do not encounter similar problems with UDP
and TCP, it is possible that the higher CPU utilisation of DCCP could cause such a situation by
using more CPU time. It is strange that on one system the allocation failures prompted errors
messages while on another the result was a fatal system crash.

The problem is not entirely mitigated though as even with theincreased value ofmin_free_kbytes
crashes persist if the packet size is increased sufficiently. More investigation is needed to gain a
full understanding of this unwanted feature of our DCCP test.

6. Results of recent tests

With an increased value ofmin_free_kbytes on the receiving hosts, the systems proved to be
stable with 1500 Byte packets, with no tests generating error messages of any kind. Every test, with
flow durations of up to 2 hours, remained stable and was terminated gracefully at the predetermined
time, using all kernel versions of 2.6.19 or later. Having a stable test bed has allowed preliminary
tests of DCCP throughput performance, as outlined below.

6.1 Back-to-back tests

With any two systems CCID2 can attain the maximum possible data rate of 940 Mbit/s, which
is line-rate over Gigabit Ethernet and stable for the duration of the test. This result is illustrated in
Figure 1(a), with Figure 1(b) showing the different behaviour of CCID3. With CCID3 there is an
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Figure 2: Expanded view of initial CCID3 throughput variation

initial period with an average rate of 300 Kbit/s, with the regular rate variation detailed in Figure 2.
After a number of packets (around 65,500) the rate jumped to line-rate and remained steady, as seen
in Figure 1(b). This is strange behaviour, with the number ofpackets being indicative with a 16-bit
overflow perhaps, but there has been a lot of patches producedfor CCID3 recently which have not
yet made it into the stable Linux tree. Using a development tree and patches from numerous authors
changes the CCID3 behaviour completely. The most appropriate comment to make is that CCID3 is
developing and the performace of current stable kernels is not indicative of what is beiachievedved
by developers.

6.2 Tests over extended networks

Over a transatlantic connection, with end-hosts in Manchester and Chicago, using UDP and
TCP we can achieve line-rate throughput. Although the back-to-back performance of DCCP be-
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tween identical systems gave line-rate, over the 94 ms transatlantic lightpath only a steady 130
Mbit/s was attained.

The performance of DCCP seemed to be CPU limited at the sender, with one CPU showing
an average of 98% load, compared to the load at line-rate back-to-back of 82%. Increased CPU
load with increasing round-trip time can sometimes be observed with TCP flows but it is not im-
mediately obvious that this should be the case with DCCP and it is curious that the effect seems so
dramatic. The performance of DCCP needs to be investigated further over different distances and
with different systems. CPU load profiles can hopefully yield further useful information about the
performance of DCCP.

7. Developing a new CCID

VLBI has a clear requirement to move constant bit-rate data and can tolerate high-levels of
packet loss, making UDP seem like the ideal transport protocol. Other applications have similar re-
quirements, with streaming media and VoIP being examples ofapplications where constant bit-rate
can be advantageous and packet loss is often tolerable. However, there is concern from network
providers that UDP traffic could overwhelm other traffic and overload the network. Concerns and
opinions have been voiced and mitigating options have been discussed at recent meetings such as
the EXPReS & EVN-NREN meeting in Zaandan, NL and PFLDnet 2007/ IRTF workshop in Ma-
rina Del Rey, US, with input from Kees Neggers, SURFnet; GlenTurner, AARNET; Aaron Falk,
IRTF Chair. One option that the authors support is to use DCCPin combination with a new CCID,
initially given the nameSafeUDP. The proposed CCID aims to address the concerns expresses
about using plain UDP by implementing something “UDP like” but with network protection.

SafeUDP would use the DCCP ACK mechanism to detect congestion, following which the
congestion would be evaluated: to ensure that congestion isnot in the end-host and to determine
whether the congestion is transient. This evaluation step is useful to remove the assumption that
all losses are congestion events, which is a conservative assumption but in some circumstances of-
ten unnecessarily detrimental to performance. The application would be notified of the congestion
through modified API calls, withsendto andrecv_from, etc. having new return codes. The appli-
cation can then take action, with the CCID dropping input from the application and informing the
application that it has done so if no action is taken. This idea is being worked on with the long-term
aim of a draft RFC.

8. Conclusions

The Linux implementation of DCCP is almost certainly the most mature implementation avail-
able. Once we had established a stable test bed we investigated the performance of DCCP using
CCID2 and CCID3 with tests conducted primarily using the test programDCCPmon, a port of
existing applicationUDPmon. Apart from minor troubles due to omissions or changes to theAPI,
the port was relatively straight-forward.

We have seen that the back-to-back performance of DCCP usingCCID2 is good, achieving
line-rate for extended (multiple hour) back-to-back, memory-to-memory transfers. The throughput
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of CCID3 was generally lower though there is much current development with performance chang-
ing with every patch. Given the amount of patches being created by developers it is uncertain at
what speed the CCID3 implementation in the stable kernel will develop.

Tests of CCID2 over extended networks have been quite limited to date, with early results
showing that DCCP uses much more CPU time and achieves a lowerrate over a transatlantic
lightpath. A rate of 130 Mbit/s to compare with 940 Mbit/s back-to-back has been seen, with
further work needed to fully assess DCCP performance over long-distances.

achieveive a stable test setup has not been trivial and thereare some issues still to be resolved.
We hope that our investigations of the issues with DCCP on oursystems can help improve the
implementation and make DCCP work “out-of-the” box on more systems. Working round the
issues we encountered revealed a protocol implementation that we look forward to investigating
more fully in the near future. Many applications can benefit from DCCP and we hope to extend the
utility by considering the concerns of and working with network managers to build a new CCID.
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eScience applications, in particular High Energy Physics, often involve large amounts of data 
and/or computing and often require secure resource sharing across organizational boundaries, 
and are thus not easily handled by today's networking infrastructures.  By utilising the switched 
lightpath connections provided by the UKLight network it has been possible to research the use 
of alternate protocols for data transport.  While the HEP projects make use of a number of 
middleware solutions for data storage and transport, they all rely on GridFTP for WAN 
transport. The GridFTP protocol runs over TCP as the layer 3 protocol by default, however with 
the latest released of the Globus toolkit it is possible to utilise alternate protocols at the layer 3 
level. One of the alternatives is a reliable version of UDP called UDT. This report presents the 
results of the tests measuring the performance of single-threaded file transfers using GridFTP 
running over both TCP and the UDT protocol. 
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1. Introduction 

TCP uses what it calls the congestion window to determine how many packets can be sent 
at one time. The maximum congestion window is related to the amount of buffer space that the 
kernel allocates for each socket.  If the buffers are too small for the network connection the TCP 
congestion window will never fully open up resulting in never reaching the maximum potential 
of the network connection.  In Long Fat Networks (LFN), such as UKLight the default kernel 
settings within Linux are inadequate.  The Linux kernel can be tuned [1] for LFN’s with the 
Bandwidth Delay Product (BDP) being used to give an appropriate buffer size.  This is 
calculated using:  

BDP (bytes) = Bandwidth (bytes) * RTT (seconds) 
 

The socket receive buffer space is shared between the application and kernel. TCP 
maintains part of the buffer as the TCP window, this is the size of the receive window 
advertised to the other end. The rest of the space is used as the "application" buffer, used to 
isolate the network from scheduling and application latencies.  By default this overhead is a 
quarter of the buffer space that the kernel is configured to use. 

The txqueuelen is another buffer in the kernel stack that can affect performance; especially 
of TCP transfers. When the system is sending out too much data from the IP layer to the 
Ethernet device driver layer, this buffer, txqueuelen, may overflow. In TCP, this has the effect 
of a congestion event causing the congestion window to halve. 

As can be seen from this description achieving the maximum throughput on a LFN 
requires an amount of work by the administrator of each end host involved, and if multiple links 
with different characteristics are involved the settings used may be suboptimal.  This work can 
be avoided by creating multiple simultaneous connections however this can lead to other issues 
including file fragmentation if using multiple streams for a single bulk data move. 

 
The aim of these experiments is to provide an alternative bulk transport mechanism that 

can be dropped into a running environment and provide high speed transport without requiring 
significant tuning to achieve maximum performance.  

1.1 UDT 

UDT [2] is an application level data transport protocol which uses UDP to transfer bulk 
data and it has its own reliability control and congestion control mechanism. It is not only for 
private or QoS-enabled links, but also for shared networks since it is TCP friendly. 

1.2 GridFTP and Globus XIO 

The Globus toolkit [3] provides the data management component GridFTP and a common 
runtime component XIO.  GridFTP is a high-performance, secure, reliable data transfer protocol 
base on FTP that is optimized for high-bandwidth wide-area networks.  Globus XIO is an 
extensible input/output library written in C for the Globus Toolkit.  It provides a single API that 
supports multiple protocols, with these protocol implementations encapsulated as drivers.  XIO 



P
o
S
(
E
S
L
E
A
)
0
0
6

Using UDT for HEP Data Transport  Barney Garrett 

 
     3 

 
 

drivers can be written as atomic units and stacked on top of one another.  The latest Globus 
implementation of the GridFTP server implements XIO which allowed the replacement of TCP 
with UDT as the layer 3 protocol for the purposes of these tests. 

2. System Component Testing 

The hardware configuration for these tests is two Supermicro X6DHE-G2’s with dual 
Xeon 3.2Ghz dual core CPUs, 2GB ECC DDR RAM, LSI MegaRAID SATA 300-8x RAID 
controller.  The disks are six Western Digital Raptor 74GB SATA disks connected to the RAID 
controller and a  seventh Western Digital 80GB SATA disk as the system Disk.  The RAID 
controller is seated in PCI-X slot 1 so that it is on a separate PCI bus interface to the Gigabit 
LAN connection and thus not competing for bandwidth on the bus. 

2.1 Disk Subsystem 

The disk subsystems were tested using IOZone [4] which is a file system benchmark tool.  
It generates and measures a variety of file operations including write, rewrite, read and reread. 

For the results to have the maximum relevance to the production systems used by the 
GridPP sites we configured the disks for RAID 5 and used an ext3 file system.  IOZone tests 
were performed using the command: 

iozone –a –g 16G –i 0 –i 1 

 These showed that once the file size exceeded the cache size write speeds in the order of 
125MB/s [Figure 1] and read speeds of approximately 155MB/s [Figure 2] are possible, which 
is just fast enough so as not to be the bottleneck on a 1Gb/s network connection. 

 

Figure 1 

 

Figure 2 

 

2.2 Networking 

The raw network link was tested using Iperf  [5] for the TCP and UDP protocols and 
XIOperf  [6] for the UDT protocol.  XIOperf is a tool similar to Iperf, and measures the 
performance characteristics of a transfer and reports them to the user.  It is written on top of 
Globus XIO so it has all of the dynamically loadable transport driver functionality which 



P
o
S
(
E
S
L
E
A
)
0
0
6

Using UDT for HEP Data Transport  Barney Garrett 

 
     4 

 
 

allowed the testing of the UDT driver that will be used in GridFTP in later testing.  These tests 
were carried out to profile the UKLight connection and set the baseline for later comparisons. 

For the TCP tests tuning was carried out to determine what was required to achieve 
maximum throughput for a single transfer using only a single stream.  Using the calculation for 
BDP: 

BDP (bytes) = Bandwidth (bytes) * RTT (seconds) 
BDP = 134217728 * 0.01 
BDP = 1342177.28 

 
Multiple test runs were made using multiples of the BDP to determine the effect on the 
throughput.  TCP transfers were tested both with the buffer sizes as calculated above and then 
also taking into account the overhead that is reserved for the application. 

Figure 3 shows the results of these tests.  It can be seen that without any tuning of the 
kernel UDP, which features no congestion control and is not a reliable protocol, is capable of 
957Mb/s which is about 97% of the available bandwidth, UDT is slightly slower at 905Mb/s 
which is about 92% of its available bandwidth, and finally TCP only manages to achieve 
62Mb/s or about 6%.  It is only after the buffer sizes have been increased to over 1.5 times the 
BDP corrected for overheads that TCP reaches its maximum performance of 941Mb/s, almost 
matching the performance of UDP. 

 

Figure 3 

3. Putting it all together 

Once the baseline performance of the individual components had been determined tests 
began on actual file transfers using GridFTP with both UDT and TCP and the layer 3 transport 
protocol.  The first test runs were made using /dev/zero and /dev/null to determine what effect 
using GridFTP would have on memory to memory transfers, similar to those done using Iperf 
and Ieper, and they showed that there was a slight drop in throughput when using GridFTP. 

0

200

400

600

800

1000

1200

TCP Buffer Size (x BDP)

M
b

/s

TCP 62 229 454 672 902 941

TCP+SF 108 304 597 903 941 941

UDP 957 957 957 957 957 957

UDT 905 905 905 905 905 905

default 0.5 1.0 1.5 2.0 2.5



P
o
S
(
E
S
L
E
A
)
0
0
6

Using UDT for HEP Data Transport  Barney Garrett 

 
     5 

 
 

Finally transfers were done from file system to file system, again using increasing kernel 
buffer sizes to maximize the throughput for TCP.  Figure 4 show the complete results. 

 

Figure 4 

 
By looking at these figures it can be seen that when the network and the file system are 

being loaded at the same time there is a bottleneck causing a significant slowdown in the 
throughput of the transfer.  Further testing showed that while receiving data from the network 
and writing to disk was possible at line rate reading data from the disk while sending it to the 
network is only possible at about 50% - 70% of the available bandwidth.  Why this is the case is 
unknown at present. 
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A VLBI trans-Atlantic connection would greatly extend the resolution of capabilities of eVLBI.

So far igrid 2005 and SC 2005 saw the first UKlight connection to the US via Chicago. We report

on UDP and TCP network tests performed between Jodrell Bank Observatory, UK, and Haystack

Observatory, USA, utilising the UKLight dedicated lightpath, provided by the ESLEA project, to

the Starlight connecting node in Chicago. We show near linerate instantaneous UDP throughput

over this lightpath, and IPerf TCP bandwidths in excess of 900 Mbps.
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Figure 1: A TCP network bandwidth test between Manchester Computing and a server located in Chicago.
The network application tool, Iperf was used to measure the maximum throughput for a period of over 3
hours.

1. Testing the trans-Atlantic link

Very long baseline interferometry (VLBI) generates large rates of data from many telescopes
simultaneously observing a source in the sky. This can require the information to traverse intercon-
tinental distances from each telescope to a correlator in order to systhesise high resolution images.
With the dramatic development of the Internet and high bandwidth networks, it is becoming possi-
ble to transmit the data over large area networks. This allows the correlation of radio astronomical
data to be done in real-time, whereas this process would takeweeks using conventional disk based
recording.

Jodrell Bank Observatory has two 1 Gbps dark fibres from the MERLIN telescope array to the
University of Manchester’s campus. This local network connects to UKLight at Manchester com-
puting [1] via a Cisco 7600 switch. UKLight is a network of dedicated optical light paths, provided
by UKERNA [2]. A guaranteed 1 Gbps bandwidth connects between UKLight and StarLight [3]
to a server located in Chicago.

1.1 TCP bandwidth tests with Iperf

TCP throughput rates were measured with the software package, Iperf [4]. Fig. 1 shows the
results of a test lasting 3.3 hours, with multiple packet losses observed throughout the test. Despite
the network utilising a dedicated lightpath, packet lossesare observed and as a result TCP goes into
a congestion avoidance phase and reduces the transmitted bandwidth.

1.2 UDP network tests

In order to better understand the network behavior, the UDP protocol was used. Unlike TCP,
UDP is not consider a ‘fair’ protocol and therefore is not widely used on production networks. If
a packet is lost in the network, the transmission rate is not reduced, nor is the packet resent. This
makes UDP an excellent diagnostic tool for troubleshootingdedicated network paths.

The network analysis software package, UDPmon [5], was usedto investigate the link between
Manchester and Chicago by transmitting packets at a constant rate, and reporting packet loss; see

2
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Figure 2: (top left) a) The number of packets lost in a UDPmon test at 940Mbps from Chicago to Manch-
ester Computing as a function of the receive buffer size. Large intermittent packet losses of >1 % were
observed. (top right) b) The same UDPmon data with the packetloss axis limited to 1000 counts. At low
receive buffer size constant packet loss is seen. (bottom) c) The number of packets lost between two com-
puters directly connected between network interface cards(i.e. no network). At low receive buffer sizes
there is a linear relationship between packets lost per testand buffer size.

results in Fig. 2. In order to emulate the transmission of eVLBI science data, long periods of time
were measured, transferring 50 million packets every test.The receive buffer of the application
was varied to observe the effects of packet loss.

The application reported large intermittent packet losses, as seen in Fig. 2a. Increasing the
receive buffer size at the application layer did not stop this large intermittent packet loss of > 1 %.
However varying the buffer does have a small constant effecton the packet loss. Fig. 2b shows
during the large transmission of packets, if the receive buffer size in the application is too small
then packets will also be lost.

We therefore tested the UDP performance by linking servers directly in a back-to-back test
(i.e. without the network). The application transmitted UDP at line rate ( 940 Mbps). The buffer
size of the receive host was varied from 65 KB to 300 KB. Packetloss was observed when the
receive buffer was less than∼ 230 KB.

3
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Figure 3: (left) a) The number of packets lost in a UDPmon test at 940 Mbps from Manchester Computing
to Chicago as a function of time. Once again large intermittent packet losses of >1 % were observed. (right)
b) The same UDPmon data with the packet loss axis limited to 5000 counts. A constant loss of at least 3000
packets per test is observed.

1.3 Constant packet loss when running at line rate

The network tests with UDPmon was repeated in the opposite direction (from Manchester to
Chicago) in Fig. 3a. The receive buffer was set to 300 KB and the test was performed for a longer
period of time (∼ 30 hours). Once again the application was losing a large fraction of packets
(>1%). However this time, as seen Fig. 3b. a constant loss of at least 3000 packets per 50,000,000
sent (0.001%) occurred in every test.

2. Network isolation

In order to have characterised this network link, it was important to examine where the data
packets were dropped at the lowest point of the OSI model, i.e. layer 2. To do this we examined
the SNMP (simple network management protocol) counters of the network inferace cards and the
Cisco 7600 switch connecting to UKLight. The results showedthe constant packet loss observed
in section 1.3 were within the Cisco 7600. All 50,000,000 packets were received by the switch
throughout each test. However if the transmission rate was reduced to 800 Mbps, the switch could
transmit all 50,000,000 packets without loss.

We tested the switch’s inferace from Jodrell Bank to the Cisco 7600 using a different connec-
tion to the computer in the University of Manchester campus.Both the switch’s SNMP counts and
UDPmon’s reports showed the switch transmitted every packet at line rate without packet loss in
this configuration.

2.1 UKERNA’s maintenance

We concluded through process of elimination that the large intermittent packet loss of > 1%
was therefore within UKLight. After private communicationwith UKERNA it is believed the
network issues were due to a broken fiber on the Manchester Computing to StarLight connection.
After multiple maintenance tickets were issued by UKLight,we repeated the UDPmon tests.

4
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Figure 4: UDPmon tests from Jodrell Bank to Chicago sending UDP packets at 940 Mbps. Over 200 TB of
data was transfered over a period of over 60 hours. Only 4 packets were lost throughout the experiment.

The configuration of the local network from Jodrell Bank intoUKLight did not give the con-
stant packet loss seen in section 1.3 even at line rate. The results in Fig. 4 show that when running
at line rate ( 940 Mbps), very few packets were lost over (the observed) period of 2.5 days. Over
20 Billion packets were transmitted (∼ 200 TB) with the loss of only four packets in the network.

3. Conclusion

This work demonstrates some of the challenges encounted when using high bandwidth net-
works. Software application tools have simulated the date rates required by eVLBI science by
continually sending large numbers of packets for many hours. This has shown the need for the re-
ceive buffers of the applications to be capable enough to collect data at these rates for long periods
of time.

Issues have arisen with the Cisco 7600 switch showing, that under certain circumstances the
instrument does not perform to the manufacturers specifications. This highlights the requirement
to identify and test equipment to maximum abilities. Problems with the link were isolated by elim-
inating the client, end-host servers and local network by inspecting level 2 SNMP packet counts.
This led us to confidently conclude that large packet losses were within UKERNA’s UKLight net-
work. After maintenance on UKLight, our tests were repeatedfor a large time period (∼ 3 days).
This successfully showed it was possible to transmit packets between Manchester Computing and
Chicago at 940 Mbps without losing a significant number of packets.
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We describe the configuration, testing and optimisation of file transfers with LCG middleware 

between the SRM storage systems at two LCG sites using a UKLight connection. We will also 

discuss recommendations for continued work. 
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1. Introduction 

ATLAS[1] is one of 4 large High Energy Physics (HEP) experiments physically based 

at CERN, Switzerland which will produce tens of PetaBytes of data each year. Since it is 

impractical to host and process this and associated Monte-Carlo data at a single site, high 

bandwidth data transfers between the hundreds of LHC Computing Grid[2] (LCG) sites around 

the world are needed. Within ESLEA[3], the ATLAS exploitation group, with help from the UK 

GRIDPP[4] community and in coordination with LCG service challenges aimed to establish the 

ability of the LCG middleware and hardware implementations to transfer large data volumes 

using the UKLight dedicated lightpath network.  

 ESLEA used in part UKLight to connect the LCG Tier1 centre at the Rutherford 

Appleton Laboratory (RAL) to Lancaster, which is a part of a distributed Tier2 (NORTHGRID) 

within the UK. This tier to tier connection crosses Regional Networks (RNs). The challenge of 

crossing these boundaries and the need for access to both production and research networks 

requires good communication between end-site system administrators, the regional network 

operators and the national network organisations.   

2. Configuration 

 In order to optimise and analyse the use of the available bandwidth, an effective 

network, hardware and software configuration is needed. Configuration design should minimise 

obvious bottlenecks in performance. Since neither ESLEA nor the LCG are sole users of the 

RAL services, ESLEA worked within the RAL production framework to reduce interventions 

and carried out optimisations at Lancaster, where it has greater control and flexibility of 

hardware, software and network solutions.    

2.1 Network configuration 

Many factors affect the useful bandwidth on a production network. These include 

variable third party usage and bandwidth limitation, increased packet loss and jitter caused by 

multi-hop and variable routing and variable congestion of links. Dataset size and parallelisation 

of data streams were investigated. A private point to point link permitted complete control of 

the number of data flows and connections were allowed and so increased the ability to monitor 

rates between end-sites.  

Dual homing of both hardware and software was initially considered. As this solution 

was not tested at the time, a network solution was used. By organising static routing and local 

network configuration, it was possible to allow both traffic flows across the dedicated lightpath 

for data transport whilst also allowing communication between internal and external services 

over the production network. One consequence of static routing is the need for all end-hosts’ 

routing tables to be correctly configured and confirmed to ensure appropriate routing. The 

network configuration allowed an increased available nominal bandwidth from an intentional 

100Mbps bottleneck (to avoid non-LCG site network congestion) over the production network 
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to 1Gbps over lightpath. We were also able to bypass a 400Mbps firewall. The lightpath also 

reduced router hops to two from twelve which leads to less potential for lost/reordered packets 

and associated network performance effects. With a round trip time (RTT) of 6.5ms and 

nominal bandwidth of 1Gbps, accepted standard TCP tuning techniques such as TCP window 

and memory buffer size optimisation of the native version of the linux-2.4 kernel to improve 

line usage were applied[5].  

 
Figure 1- The Local Lancaster Network topology and the network topology connecting NORTHGRID Tier2 sites to RAL Tier1  

2.2       Hardware/Software configuration 

LCG file transfers use a storage resource manager (SRM) interface as a front end to an 

extended disk system. At Lancaster, we deployed a dCache[6] storage element (SE) installation 

onto a system consisting of a head node and six I/O servers, each with two 6TB RAID5 arrays. 

This allowed us to test both single and parallel concurrent transfers. CASTOR[7] (an alternative 

SE system) and dCache were both deployed and tested as the RAL end-point system. These 

systems had various numbers of file servers assigned to each endpoint throughout the testing 

procedure. In addition to an SE, several other LCG services and clients were installed to 

progress towards full distributed data management. Of particular importance were the File 

Transfer Service (FTS) and user interface (UI). The FTS, in conjunction with a UI allows file 

transfers from both disk-SRM and SRM-SRM. The SRM copies themselves are controlled by 

the dCache srmcp command. Transfers were initiated and controlled by two methods. The first 

method used a BASH command line script to initiate copies and deletions of files using loops 

and system sleeps. FTS managed transfers were controlled using the filetransfer.py script 

supplied by GRIDPP storage group. This incorporates another level of complexity of the 

software stack, as it requires extra communication with external servers leading to additional 

overhead. The FTS uses “channel management” to control gsi secure file transfers. This adds 

the ability to manipulate the number of concurrent streams and files transferred between two 

LCG sites, whilst channel status control enables complete transfer initialisation, cessation and 

retries. However, the FTS also increases the communication overhead of the transfer compared 

to a single SRM initiated command which in turn has its own overhead. The overhead from 

BASH onto srmcp is smaller than FTS and the filetransfer.py script. However long term 

functionality that FTS provides is needed for long term experimental use and so cannot be 

ignored.  
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2.3   Monitoring   

Monitoring of rates, file storage and system diagnostics were achieved with various 

tools. MRTG and similar RRD tools were useful for both instantaneous rates and recording 

historical data of network traffic flows. Files copied using BASH scripts were checked with the 

commands ls and du. Python controlled FTS transfers were also capable of giving timing and 

failure rates. Both storage completions and rates werer cross-checked with Ganglia monitoring 

of SRM servers and SNMP walk information of routers. 

3     RAL dCache to Lancaster transfers 

For a single 1GB file transfer using srmcp an instantaneous rate of 330Mbps was 

achieved. However when incorporating the srmcp communication overhead, this rate dropped to 

an aggregate sustained rate of 195Mbps. Parallelisation of files transfers using a BASH script 

allowed a sustained rate of near line speed of over 900 Mbps with a peak rate of 946Mbps. This 

was accomplished with 20 concurrent file transfers from RAL to Lancaster. This rate also 

produced a back traffic rate of 18Mbps (2% of forward flow) which is presumed to be a 

summation of ACK packets inter-gridFTP door communication. Staggering of transfer 

initialisation also improved data rates by avoiding the concurrent dead time caused by 

concurrent initialisation/cessation of individual transfers. Further evidence of the effect of 

transfer dead time comes from studying the effect of file size on aggregate rates. The rate for a 

single file test between two particular servers increased from 150 to 180 Mbps with an increase 

from 1 to 10 GB file size. Sustained rates of 800 Mbps for 24 hours (Figure 2) and over 500 

Mbps aggregated for a one week period were obtained. This corresponded to 8TBytes and 

36TBytes of data transferred. Figure 2 also shows typical current production network rate usage.   

 

 (Figure 2- MRTG plot of 32 hour periods of transfers from RAL to Lancaster during normal usage and during load testing). 

 

The drop from 800 to 500 Mbps between 24 hour and the week test was caused by 

authentication errors due to the user’s grid certificate proxy expiring. Fail-over to the production 

network, caused by lightpath downtime, was successful in that no manual intervention was 

needed. The 100Mbps bottleneck imposed on the system led to full congestion of the production 

link with only a few concurrent transfers. This led to communication and timeout errors 

between FTS, UI and SRM services leading to dramatic drop in successful transfers. FTS 

controlled transfers for a single-stream, single-file transfer gave a rate similar to that of manual 

srmcp transfers (150Mbps). However, competition with production traffic using the FTS 
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channel led to an uncertain and unstable number of concurrent test files being transferred with 

FTS. Additional FTS server load from other experiments and end-sites caused lower transfer 

rates than from BASH script controlled transfers. 

The modes and argument values of the dCache srmcp command and its effects needs to 

be studied. Variations in the direction of transfer and end-host initiation may explain directional 

rate variance. This observed change in rate may be an effect of the passive/active nature of the 

GridFTP or an effect of multiple/single stream transfers. It may also be a result of different 

SRM setups (such as pool balancing and file location.); or could also be an effect of disk I/O 

limitations of particular file-systems involved in the transfers. 

3.1 RAL Castor to Lancaster Tests 

Tests of the Castor system at RAL to Lancaster were successful but no extensive data 

loading rates are currently available. This confirms that the lightpath network topologies can 

allow multiple SEs to function at a single site. Initial rates obtained gave 600Mbps into 

Lancaster and 400Mbps out of Lancaster for single direction transfers. Rates of 200Mbps (in) 

and 300Mbps (out) for bi-directional tests with similar parallelisation were achieved. Initial tests 

of failure rates give a figure of 51 failed transfers from 851 1GB files transferred in a 12 hour 

period. 

4 Future Plans 

Following completion of the ESLEA project, we plan to continue testing of the 

CASTOR system at RAL. We intend to continue file transfers to the Netherlands over UKLight, 

connecting to a dCache system hosted by the LCG site at SARA. We hope to implement the 

UDT transport protocol into the LCG’s Disk Pool Manager. The effects on data transport rates 

of additional LCG and ATLAS services, such as file catalogues and the ATLAS Distributed 

Data Manager software system (DDM) needs to studied. This work will be within the UK 

GRIDPP community and within LCG Service Challenge 4. An analysis of the effect of 

optimising the operating system (with particular focus on kernel version and automated TCP/IP 

tuning) might be studied in conjunction with the planned upgrade of the LINUX kernel version 

to 2.6. 
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Network technology is always moving forward and with the recent availability of 10 Gigabit 
Ethernet (10GE) hardware we have a standard technology that can compete in terms of speed 
with core or backbone Internet connections. This technology can help deliver high-speed data to 
the end-user but will systems that are currently used with Gigabit Ethernet deliver with 10GE? 

We investigate the performance of 10 Gigabit Ethernet network interface cards in modern server 
quality PC systems. We report on the latency, jitter and achievable throughput and comment on 
the performance of transport protocols at this higher speed. 
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1. Introduction 

Current developments in Radio Astronomy being researched by the EXPReS [1] project 
will require multi-gigabit flows across Europe using the National Research Networks 
interconnected by GÉANT. This paper reports on detailed measurements to determine of the 
performance and behaviour of 10 Gigabit Ethernet NICs when used in server quality PCs.  

2. Methodology 

The methodology follows that described in [2]; measurements were made using two PCs 
with the NICs directly connected together with suitable fibre or copper CX4 cables. UDP/IP 
frames were chosen for the tests as they are processed in a similar manner to TCP/IP frames, but 
are not subject to the flow control and congestion avoidance algorithms defined in the TCP 
protocol and thus do not distort the base-level performance. The packet lengths given are those 
of the user payload1. 

2.1 Latency 

To measure the round trip latency, UDPmon [3] was used on one system to send a UDP 
packet requesting that a response of the required length be sent back by the remote end. Each 
test involved measuring many (~1M) request-response singletons. The individual request-
response times were measured by using the CPU cycle counter on the Pentium [3] and the 
minimum, average and maximum times were computed. For all the latency measurements the 
interrupt coalescence of the network interface cards (NICs) was turned off. The measurements 
thus provide a clear indication of the behaviour of the host, NIC and the network. 

 

Transfer Element Inverse data 
transfer rate 
µs/byte 

Expected 
slope µs/byte 

Memory access 0.00004 
8 lanePCI-Express 0.000054 
10 Gigabit Ethernet 0.0008 

 

Memory, PCI-Express & 10 Gigabit   0.00268 
Figure 1.  Table of the slopes expected for PCI-Express and 10 Gigabit Ethernet transfers. 

 

The latency was plotted as a function of the frame size of the response. The slope of this 
graph is given by the sum of the inverse data transfer rates for each step of the end-to-end path 
[2]. Figure 1 shows a table giving the slopes expected for PCI-Express and 10 Gigabit Ethernet 
transfers. The intercept gives the sum of the propagation delays in the hardware components and 
the end system processing times. Histograms were also made of the singleton request-response 
measurements. These histograms show any variations in the round-trip latencies, some of which 
may be caused by other activity in the PCs. 
                                                 

1 Allowing for 20 bytes of IP and 8 bytes of UDP headers, the maximum user payload for an Ethernet interface 
with a 1500 byte Maximum Transfer Unit (MTU) would be 1472 bytes. 
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2.2 UDP Throughput 

The UDPmon tool was used to transmit streams of UDP packets at regular, carefully 
controlled intervals and the throughput and packet dynamics were measured at the receiver. On 
an unloaded network, UDPmon will estimate the capacity of the link with the smallest 
bandwidth on the path between the two end systems. On a loaded network, the tool gives an 
estimate of the available bandwidth. These bandwidths are indicated by the flat portions of the 
curves.  

In these tests, a series of user payloads from 1000 to 8972 bytes were selected and for each 
packet size, the frame transmit spacing was varied. For each point, the following information 
was recorded: 

• the throughput; 
• the time to send and the time to receive the frames; 
• the number of packets received, the number lost, and the number out of order; 
• the distribution of the lost packets; 
• the received inter-packet spacing; 
• the CPU load and the number of interrupts for both transmitting and receiving systems. 

 
The “wire”2 throughput rates include an extra 66 bytes of overhead and were plotted as a 

function of the frame transmit spacing. On the right hand side of the plots, the curves show a 1/t 
behaviour, where the delay between sending successive packets is the most important factor. 
When the frame transmit spacing is such that the data rate would be greater than the available 
bandwidth, one would expect the curves to be flat (often observed to be the case). 

2.3 TCP Throughput 

The Web100 [5] patch to the Linux 2.6.20 kernel was used to instrument the TCP stack 
allowing investigation of the behaviour of the TCP protocol when operating on a 10 Gigabit 
link. Plots of the throughput, TCP Congestion window (Cwnd), the number of duplicate 
acknowledgements (DupACK) and the number of packets re-transmitted were made as a 
function of time though the flow. A further patch to the kernel allowed incoming TCP packets 
to be deliberately dropped. 

3. Hardware 

The Supermicro [6] X7DBE motherboard was used for most of the tests. It was configured 
with two dual-core 2 GHz Xeon 5130 Woodcrest processors, 4 banks of 530 MHz FD memory 
and has three 8-lane PCI-Express buses connected via the Intel 5000P MCH north bridge, as 
shown in the left hand block diagram of Figure 2. Each processor is connected by an 
independent 1.33GHz front side bus. For one of the tests, a Supermicro X6DHE-G2 
motherboard was used at one end of the link. This had two 3.2 GHz Xeon CPUs with a shared 

                                                 
2 The 66 “wire” overhead bytes include: 12 bytes for inter-packet gap, 8 bytes for the preamble and Start Frame 
Delimiter, 18 bytes for Ethernet frame header and CRC and 28 bytes of IP and UDP headers 
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800 MHz front side bus to the Intel 7520 chipset. It has two 8-lane PCI-Express buses, as 
indicated in the right hand block diagram of Figure 2. 

Myricom [7] 10 Gigabit Ethernet NICs were used for all of the tests. These are 8-lane PCI-
Express devices and both fibre and copper CX4 versions were tested. Version 1.2.0 of the 
Myricom myri10ge driver and version 1.4.10 of the firmware was used in all the tests. Also 
check summing was performed on the NIC and Message Signalled Interrupts were in use for all 
of the tests. 

Figure 2. Block diagrams of the Supermicro motherboards used in the tests.  
Left: X7DBE dual-core Xeon motherboard Right: X6DHE-G2 motherboard. 

4. Measurements made with the Supermicro X7DBE Motherboard 

4.1 Latency 

Figure 3 shows that variation of round trip latency with the packet size is a smooth linear 
function as expected, indicating that the driver-NIC buffer management works well. The clear 
step increase in latency at 9000 bytes is due to the need to send a second partially filled packet. 
The observed slope of 0.0028 µs/byte is in good agreement with the 0.00268 µs/byte given in 
Figure 1. The intercept of 21.9 µs is reasonable given the NIC interrupts the CPU for each 
packet received.  

Figure 3 also shows histograms of the round trip times for various packet sizes. There is 
no variation with packet size, all having a FWHM of ~1 µs and no significant tail. 
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Figure 3. Top: The UDP Request-Response latency as a function of packet size.  
Bottom: Histograms of the latency for 64, 300 and 8900 byte packet sizes. 

 

Figure 4. Top: UDP throughput as a function of inter-packet spacing for various packet sizes. 
Middle: Percentage of time the sending CPU was in kernel mode. 
Bottom: Percentage of time the receiving CPU was in kernel mode. 

4.2 UDP Throughput 

For these measurements the interrupt coalescence was set to the default value of 25 µs. 
Figure 4 shows that the NICs and host systems performed very well at multi-gigabit speeds, 
giving a maximum throughput of 9.3 Gbit/s for back to back 8000 byte packets. For streams of 
10 M packets, about 0.002% packet loss was observed in the receiving host. For packets with 
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spacing of less than 8 µs, one of the four CPU cores was in kernel mode over 90% of the time, 
and the other three CPUs were idle. Similarly for the receiving node, where one of the four CPU 
cores was in kernel mode 70-80% of the time and the other three CPUs were idle. As the packet 
size was reduced, processing and PCI-Express transfer overheads become more important and 
this decreases the achievable data transfer rate. 

It was noted that the throughput for 8970 byte packets was less than that of 8000 byte 
packets, so the UDP achievable throughput was measured as a function of the packet size. The 
results are shown in Figure 5. 

Figure 5. Measurement of UDP throughput as a function of packet size. 

5. Measurements made with the SuperMicro X6DHE-G2 Motherboard 

Figure 6.  UDP throughput as a function of inter-packet spacing for various packet sizes using the 
Supermicro XDHE-G2 motherboard. 
Middle: Percentage of time the sending CPU was in kernel mode. 
Bottom: Percentage of time the receiving CPU was in kernel mode. 
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Figure 6 shows the achievable UDP throughput and CPU usage when packets are sent 
from a Myricom NIC in a Supermicro X7DBE motherboard to one in a X6DHE-G2 
motherboard. The maximum throughput is only 6.5 Gbit/s with no clear plateau indicating a 
simple bottleneck. Given the lower CPU usage for the sending CPU than that shown in Figure 
4, it is possible that limitations in moving received packets from the NIC to the memory result 
in queues building up in the receiving NIC, which then sends Ethernet pause packets to the 
sender. Clearly not all motherboard and chipsets provide the same input-output performance. 

6. Protocol Performance  

6.1 TCP flows 

Plots of the parameters taken from the web100 interface to the TCP stack [2] are shown in 
Figure 7 for a memory to memory TCP flow generated by iperf and demonstrate the congestion 
avoidance behaviour in response to lost packets. This TCP flow was set up between two 
systems connected back-to-back and used a TCP buffer size of 256 kbytes, which is just smaller 
than the bandwidth-delay product, BDP, of 300 kbytes. The packets were deliberately dropped 
using a kernel patch in the receiving host. The upper plot in Figure 7 shows Cwnd decreasing by 
half when a lost packet is detected by the reception of multiple duplicate acknowledgments 
(DupACKs), shown in the second plot. The third plot shows that one packet is re-transmitted for 
each packet dropped, while the bottom plot indicates that there is not much reduction in the 
achievable TCP throughput. This is due to the short round trip time when the systems are 
connected back-to-back. 

 Figure 7. Parameters from the Reno TCP stack recorded by Web100 for an iperf flow. Packets were 
dropped in the receiving kernel. 
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6.2 UDP flows with Concurrent Memory Access 

As discussed in section 4.2 and shown in Figure 4, a 9.3 Gbit/s UDP flow uses one of the 
four CPU cores in kernel mode 70-80% of the time, but the other three were unused. Tests were 
made to determine if the other three CPUs could be used for computation at the same time as 
sustaining a multi-gigabit flow. Figure 8 shows measurement of the achieved UDP throughput 
and packet loss under three conditions for a series of trials. On the left are the results for just a 
UDP flow, in the centre a process that continually accesses memory was run on the second core 
of the CPU chip processing the networking, and on the right this process was run on the second 
CPU. In both cases when the load process was run there was a reduction of ~200 Mbit/s in the 
throughput and about 1.5% packet loss. Figure 9 shows the percentage of time the four CPUs 
were in different modes when the memory load process was run on CPU3. These results 
demonstrate that useful work can be done in the end host with minimal effect on the network 
flow. 

Figure 8. The UDP thoughput and packet loss for a network flow only and when a CPU-Memory process 
is run on another CPU. 

 

Figure 9. The percentage of time the four CPUs were in different modes when the memory load process 
was run on CPU3. 

7. Conclusions 

This work has demonstrated that the Myricom 10 Gigabit Ethernet NICs can deliver UDP 
flows of 9.3 Gbit/s and TCP flows of 7.77 Gbit/s when using PCs using the Supermicro 
X7DBE. However not all motherboard and chipsets provide the same input-output performance. 
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Even though one of the CPU cores is occupied in driving the network, these results also show 
that useful work can be done in the other CPUs. We conclude that these Myricom- X7DBE will 
be suitable to evaluate the performance of 4 Gigabit UDP flows over lightpaths provisioned 
over the GÉANT2 network. 
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The large scale modelling of many physical phenomena increasingly requires the model to be of

a size that is too large for one HPC resource. MPICH-G2 is a grid-enabled MPI implementation

that allows the coupling of multiple machines for the running of a single MPI-based application.

This work aims to show how the use of light-switched optical networks, such as UKLight, affect

codes of this class by running a series of benchmarks using the Intel MPI benchmarking suite
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1. Introduction

Traditionally networking, particularly for academic scientific researchers, has been over best
effort TCP/IP packet switched networks such as SuperJANET. UKLight is an optical network com-
prising of a 10Gbit/s backbone connecting participating academic institutions in the UK and con-
necting to global optical networks such as Starlight and NetherLight.

The ESLEA [1] project aims to demonstrate the potential of circuit-switched optical networks
by allowing the exploitation of the UKLight infrastructure for a range of scientific application-led
projects. One of these sub-projects is RealityGrid.

The RealityGrid [2]infrastructure provides the computational scientist with a framework for
computational steering and on-line visualization. The use of these interactive techniques provides
some unique demands on the networking infrastructure, requiring both high bandwidth (TeraGy-
roid experiment [3]) and high QoS (SPICE [4]) depending on the requirement of the scientific
application being used.

Recently the project has extended the scientific applications used by researchers to make use of
meta-computing via MPICH-G2 middleware [5]. To overcome the inherent bottleneck of includ-
ing a relatively slow, compared with the internal HPC network, wide-area network the scientific
application needs both high bandwidth and high QoS. Along with careful porting of the applica-
tion optical networks are essential. One such approach that has been successfully demonstrated at
SC2005 across a trans-Atlantic link which included UKLight, is that taken by the Vortonics project
[6]. For this application, another lattice-Boltzmann code with similarities to the LB3D code used by
RealityGrid researchers, the memory requirements are typically larger than a single computational
resource can provide. The code is parallelised with MPI with data distributed accross the available
processors according to a scheme called geographically distributed domain decomposition or GD3

[7].
Given the importance of the use of grid-enabled application codes using MPICH-G2 this paper

presents performance figures gathered using the Intel MPI benchmarking suite run on the UKLight
network. A brief analysis, some conclusions and some suggestions for future work are also pre-
sented.

2. Methodology

2.1 Equipment

The experiments involved three linux workstations situated in London and Edinburgh. The
machines were connected by a dedicated UKLight link provisioned at 300Mbps. Two of the ma-
chines were configured as compute nodes with a third, running a NIST Net-instrumented linux
kernel, acting as a traffic shaper connected in-between the two compute nodes. One compute node
and the NIST Net box were situated in Edinburgh, connected via gigabit ethernet. The NIST Net
box was then connected via the UKLight router and link to the machine at UCL.

2.2 Software

NIST Net [8] version 2.0.12 was run as a kernel module. All kernels were version 2.6.9x
and all OS level TCP-stack parameters were left as standard. When using HPC machines there is

2
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usually no way for the user to alter these parameters therefore all tuning was done at the user-level.
The network parameters altered in the NIST Net module were chosen so as to emulate conditions
seen in packet-switched ’production’ networks wereα, the packet transmission delay, to emulate
different network latencies;β , the packet loss, to emulate loss due to congestion andδ (α), the
jitter, to emulate variability in packet delivery.

The middleware stack on each machine consisted of Globus Toolkit v4.0.3 (pre-WS compo-
nents) and MPICH-G2 v1.2.6. The Intel MPI Benchmark software version 3.0 was built against
MPICH-G2 with custom parameters to allow for large data sizes (to emulate the size of data that
application codes such as LB3D pass around). Due to the use of only two processors only the Ping-
Pong test was used. The parameter "MPICH_GLOBUS2_TCP_BUFFER_SIZE" was set, based on
instructions from Brian Toonen (MPICH-G2 developer), to 524288 in the RSL used to launch each
run. This was based on a measured RTT of 5ms.

3. Analysis

The data for the added latency can be seen in table1 and plotted in figure1. As the latency,
α, is increased the time for the transfer increases. This is unsurprising as the performance of MPI-
based codes is very sensitive to latency in the connection between processes. As the packet loss
rate,β , is increased the transfer time also increases, again an expected result.

Results of increasing jitter,δ (α), can be seen in table2 and are plotted in figure2. Overall
the results present few surprises other than the slower than expected transfers for 16MB transfers
when no jitter is present at high latency.

Figure 1: Plots showing transfer time in seconds for a two MPI message sizes for varying values of packet
delay,α, and packet loss,β .

4. Summary

The data collected, due to time constraints, is a small snapshot of what could be achieved using
these methods. In fact the difficulty faced in setting up, and maintaining, the UKLight link used
illustrates how difficult it still is for application scientists to utilise these links. Especially when
complex software stacks are sat on top of them, as debugging problems becomes very difficult.
It is also clear that if these tests were to be repeated using HPC-class machines that some form
of advance reservation and co-allocation [9] of those resources is essential for this kind of work.

3
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Figure 2: Plot showing transfer time in seconds for two MPI message sizes for varying values of packet
delay,α, and jitter,δ (α).

Latencyα (ms)
Packet Lossβ % 0.0 2.0 4.0 8.0 16.0

4MB MPI Datasize
0.0 0.703 0.860 0.971 1.242 1.789
0.01 0.743 0.889 1.043 1.318 1.863
0.1 0.927 1.106 1.279 1.592 2.288
1.0 1.997 2.415 2.799 3.489 4.956

16MB MPI Datasize
0.0 2.618 3.182 3.590 4.630 6.576
0.01 2.777 3.260 3.777 4.760 6.682
0.1 3.449 4.002 4.691 5.774 8.229
1.0 7.760 9.248 10.592 13.694 19.427

Table 1: Table showing transfer time in sec-
onds for respective values of packet delay,α, and
packet loss,β .

Latencyα (ms)
Jitter δ (α) 2.0 4.0 8.0 16.0

4MB MPI Datasize
0.2 0.910 1.027 1.372 1.881
0.4 0.922 1.071 1.379 1.928
0.8 0.940 1.117 1.416 1.872

16MB MPI Datasize
0.2 3.266 3.810 4.577 6.329
0.4 3.464 3.940 4.879 6.977
0.8 3.649 4.029 4.947 7.165

Table 2: Table showing transfer time in seconds
for respective values of packet delay(α) and jit-
ter δ (α).

This work points the way to further studies such as tuning of the TCP stack on host machines to
get better bandwidth utilisation or investigation of the effect the underlying protocol (TCP) has on
performnce compared with newer protocols such as Reliable-Blast UDP (RBUDP).

This research has been funded by ESLEA grant GR/T04465. I would like to acknowledge the
invaluable help of Barney Garrett, Clive Davenhall and Nicola Pezzi in configuring the network
and hardware infrastructures; and Radhika Saksena for application-specific discussions.
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Amphiphilic molecules are of immense industrial importance, mainly due to their tendency to

align at interfaces in a solution of immiscible species, e.g., oil and water, thereby reducing surface

tension. Depending on the concentration of amphiphiles in the solution, they may assemble into

a variety of morphologies, such as lamellae, micelles, sponge and cubic bicontinuous structures

exhibiting non-trivial rheological properties. The main objective of this work is to study the

rheological properties of very large, defect-containing gyroidal systems (of up to 10243 lattice

sites) using the lattice-Boltzmann method. Memory requirements for the simulation of such large

lattices exceed that available to us on most supercomputersand so we use MPICH-G2/MPIg

to investigate geographically distributed domain decomposition simulations across HPCx in the

UK and TeraGrid in the US. Use of MPICH-G2/MPIg requires the port-forwarder to work with

the grid middleware on HPCx. Data from the simulations is streamed to a high performance

visualisation resource at UCL (London) for rendering and visualisation.
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1. Introduction

Our objective is to simulate the rheological properties of ternary amphiphilic mixtures which
undergo self-assembly into cubic and non-cubic periodic structures. Lattice-Boltzmann simula-
tions of cubic and non-cubic self-assembled mesophases exhibit interesting rheological behaviour.
Such discoveries can be exploited to design functional materials with specificrheological proper-
ties. Self-assembled mesophases are also finding application in the synthesisof mesoporous nano-
materials which have interesting structural and electronic properties. These simulations involve
traversing complex parameter spaces in order to identify regions where self-assembled mesophases
are formed. Self-assembly phenomena are known to suffer from hysteresis whereby a meta-stable
state can persist for long times and one requires long simulations to identify the final self-assembled
phase. Additionally, defects in the periodic mesophases are known to significantly influence rheo-
logical properties: in order to simulate defect dynamics correctly, one needs to perform simulations
of large system sizes which can be deemed to be free of finite-size effects. Thus, in order to simu-
late physically realistic system behaviour, large-scale and long simulations need to be performed,
making this an extremely computationally demanding endeavour.

2. Simulation Code

We use the lattice-Boltzmann code, LB3D, to perform large-scale lattice-Boltzmann simula-
tions. The implementation of the lattice-Boltzmann model for ternary amphiphilic fluidsin LB3D
has been discussed previously [1]. LB3D correctly simulates the self-assembly dynamics [2] and
rheology [3] of cubic and lamellar mesophases in these systems. The code has been under develop-
ment for over 7 years and is widely deployed on the UK NGS [4], the UK supercomputing resource
HPCx [5] and on various supercomputing resources on the US TeraGrid[6]. LB3D is a scalable
parallel MPI code written in Fortran 90. It has been parallelised according to the domain decom-
position scheme [7]. LB3D is a memory intensive application code requiring approximately 1
kilobyte of memory per lattice-site to store state data. The compute-intensive part of the algorithm
consists of the collision and propagation steps. Because of the non-localinteraction forces between
different species in the amphiphilic mixture, two communication steps per cycle are required to ex-
change state data for lattice-sites on the sub-domain boundaries between neighbouring processors.
LB3D checkpoints system state and visualisation data-sets at regular intervals. For large lattices,
the size of checkpoints becomes non-trivial. For a 10243 lattice-sites system, LB3D requires 1.07
TB of total memory to run; writing checkpoint files requires O(TB) of disk space. Each visual-
ization step requires emission of a 4.3 GB visualisation dataset which has to be transferred to and
rendered by a high performance visualisation resource.

3. Technical Challenges

In order to simulate physically realistic rheological behaviour of multi-domain, defect contain-
ing, ternary amphiphilic mixtures we need to perform long-time simulations of largesystems con-
taining at least 10243 lattice sites. As mentioned in the previous section, the simulation checkpoint
and visualisation data-sets can reach up to terabytes and require significant network bandwidth for
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transfer to storage and visualisation resources. Such large-scale datatransfers have been performed
for these lattice-Boltzmann simulations over UKLight [9] and in other RealityGridprojects, e. g.
[8]. The large amount of memory required to carry out these simulations is often not available
to us on a single supercomputer. Here we discuss a new network-intensive meta-computing ap-
proach called geographically distributed domain decomposition orGD3 [10] that can overcome
this memory bottleneck. In this approach, a single MPI simulation is split across processors on
geographically distributed supercomputers. Network provisionability, bandwidth, latency and re-
liability during the simulation run are all critical in theGD3 approach. The grid-middleware that
we use to launch cross-siteGD3 simulations is called MPICH-G2 [11] and its newer pre-release
version called MPIg.

Our initial aim is to split a 10243 lattice-sites simulation across supercomputers, the obvious
candidates for this being the US TeraGrid resources and HPCx in the UK. HPCx is connected
via the UKLight optical network [12] and Starlight network to the TeraGrid optical backbone.
From an application scientist’s perspective there are many technical challenges that need to be
overcome in order to efficiently run cross-site simulations. Firstly, the simulationcode needs to
achieve maximum overlap between computation and communication by taking advantage of MPI’s
asynchronous communication calls. Unlike the previous MPICH-G2 version, MPIg implements
asynchronous communications and is well-suited to take advantage of latencyhiding optimisa-
tions in the code. Also UDT communication protocol was proposed in future versions of the grid
middleware instead of the currently used TCP protocol. This is estimated to improve cross-site
performance by a factor of two [10]. Secondly, in order to be included inMPICH-G2/MPIg cross-
site framework, the participating machines need to have externally addressable nodes. This poses a
problem for relatively less grid-enabled machines like the Cray XT3 machine(Bigben) at the Pitts-
burgh Supercomputing Center and the new UK HEC resource, HECToR [13]. Thirdly, we face
issues in using MPICH-G2 on the UK’s HPCx machine due to the port-forwarding mechanism
in place on that machine. However, within the Vortonics project at SuperComputing Conference
2005 [14], a trans-atlantic cross-site run, over UKLight on TeraGrid machines and the now de-
comissioned Newton machine at CSAR on the UK NGS [4], was performed by Boghosianet al
using their lattice-Boltzmann simulation code which has a similar communication pattern as LB3D
[10]. In situations where the memory requirements of the simulation are too largeto fit onto a single
supercomputer, their results provide support for the viability ofGD3 as compared to alternatives
like swapping portions of the simulation to disk or worse, waiting for a bigger machine to become
affordable. From a usability point-of-view, cross-site simulations dependcritically on the availabil-
ity of automatic mechanisms for the advanced reservation and co-schedulingof compute resources
and networks. To this end, tools have been developed for automated reservation and co-scheduling
of grid resources [15] and of dynamically provisioned networks (within the ESLEA project). These
tools used in conjunction with the grid application hosting middleware like the Application Hosting
Environment [16] can allow scientists to efficiently and frequently scheduleand launch cross-site
simulations. Although there is a significant effort on middleware development,the support from
grid resource managers on this front is less forthcoming. The UK NGS andEU DEISA [17] grid
resource providers have not shown any serious indication of providing such a facility. There is a
mechanism in place in the US TeraGrid to request for advanced reservation of resources through a
web page, however, this requires manual intervention on the application scientist’s part and as far
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as we understand also on the resource manager’s part. The beta version of the NAREGI [18] grid
software stack, however, has a super-scheduler component to support co-scheduling and advanced
reservation of grid resources. This is an encouraging development and further efforts like this are
required to allow scientists to exploit advances in various areas of computingin a coherent fashion
and be able to do science that was not possible before.

4. Summary

In this paper, we have described the scientific motivation for our lattice-Boltzmann simulations
and the primary simulation issues that need to be overcome. We describe the mainfeatures of the
LB3D code which determine network requirements. Finally we discuss a new meta-computing ap-
proach called geographically distributed domain decomposition (GD3) for which high bandwidth,
low latency, reliable network connections are critical and the technical challenges in deploying
these simulations on transatlantic grids connected via UKLight.

This research has been funded by ESLEA project’s EPSRC grant GR/T04465/01 and the EPSRC grants GR/R67699,
EP/C536452/1, EP/E045111/1, GR/T27488/01 and through the OMII Managed Programme grant GR/290843/01. Ac-
cess to the US TeraGrid resources was provided under the NRAC and PACS grants MCA04N014 and ASC030006P.
We would also like to acknowledge useful discussions with Giovanni Giupponi, Marco Mazzeo and Steven Manos, and
Nicola Pezzi’s help with network issues.
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Large-scale molecular dynamics simulations run on high-end supercomputing facilities can gen-
erate large quantities of data. We simulate mineral systems up to 10 million atoms in size in order
to extract materials properties which are otherwise difficult to obtain through existing experi-
mental techniques. Simulating clay systems this large can generate large files up to 50GB in size.
These simulations were carried out on remote sites across the US TeraGrid and UK’s HPCx super-
computer. Using the dedicated network, UKLight, connected to these high-end supercomputing
resources has significantly reduced the time taken to transport large quantities of data generated
from our simulations. UKLight provides excellent quality of service, with reduced packet loss and
latency. This enhanced data transfer method paves the way for faster communication between two
coupled applications, such as in the case of real-time visualisation or computational steering.
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1. Introduction

Computational grids [1, 2, 3] provide an attractive environment in which to undertake the in-
tensive compute tasks required for large-scale molecular dynamics (MD) simulation. Large-scale
atomistic simulations, which we define as containing more than 100,000 atoms, provide a bridge
between atomistic and mesoscopic scale simulations [4]. Operating over at least tens of thousands
of atoms, emergent mesoscopic properties are observed in full atomistic detail. Large-scale sim-
ulations of clay nanocomposites reveal long wavelength, low amplitude thermal undulations [5].
Small simulation sizes implicitly inhibit long wavelength clay sheet flexibility due to the periodic
boundaries used in condensed matter molecular dynamics, which effectively pin the clay sheet at
the edges of the simulation cell. It is often difficult to predict how nanocomposites will behave from
theories of conventional composite behavior due to the disparity of dimensions; hence the need for
large-scale molecular simulation to sample all possible length scales[6, 7, 8, 9]. We perform many
simulations at various system sizes; the largest approaches that of realistic clay platelets and con-
tains upwards of a million atoms. Using computational grid resources allows the turnaround on
the large number of simulations required to be on a feasible timescale. We utilise Grid resources
on the US TeraGrid and the UK’s flagship machine HPCx. Jobs are launched remotely using the
Application Hosting Environment [10][11].

With increasingly large simulation sizes now possible, new problems appear as our largest sim-
ulations can generate files up to 50GB in size. These files contain important atomistic data which
need to be retrieved from the remote Grid resource to a local machine, but this can become time
consuming. An answer to the problems of slow and unreliable networks is to use switched-circuit
networks. In a switched-circuit network the user has sole use of a dedicated network connection,
thus eliminating contention with other traffic and providing excellent, predictable, Quality of Ser-
vice (QoS). Switched-circuit networks can be implemented in various ways, though there has been
much recent work on allocating users or groups sole use of individual wavelengths (lambdas) in
multi-wavelength optical fibres[12]. In the UK dedicated connections are available via the UK-
Light network which uses manually-configured SDH circuits. In this paper we present network
tests intended to optimise the use of local machines at UCL connected by UKLight to external Grid
resources. We conclude with a summary of our findings and future plans we have with UKLight.

2. Performance Testing of UKLight

Currently, a lambda network operates in the UK called UKLight1. It provides a fast connection
between UCL and various supercomputing resources such as EPCC’s HPCx2 and the TeraGrid3.
We carried out a series of tests on the performance of the link between UCL and HPCx, as well as
UCL and the TeraGrid. Preliminary results showed that the link was not as fast as expected. Two
methods could have been used in order to improve the bandwidth of the link. The first was to use
GridFTP in order to use multiple streams over one link. The problem with this method is that it
can be difficult to implement on a network such as UKLight. This led us to use common software

1http://www.uklight.ac.uk
2http://www.hpcx.ac.uk
3http://www.teragrid.org
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such as SSH, along with network tuning to achieve maximum bandwidth over a single stream.
Specifically, we needed to tune the TCP window size in order to achieve maximum bandwidth.
This section describes the methodology we used to test the system and the results we obtained
once network parameters were tuned.

2.1 Methodology

Currently high-performance dedicated network connections are provided in the UK by the
UKLight4 network. The first connection studied was between a Linux box connected to the same
UKLight switch as UCL’s SGI Prism and a box connected to the UKLight switch of HPCx. The
second connection was between UCL and the TeraGrid’s IA-64 Linux cluster NCSA. NCSA’s
network parameters were already tuned, therefore a separate machine was not needed for testing.

Iperf is a network tool which we used to test UDP and TCP bandwidth between networked
computers5. Iperf UDP tests provided the maximum bandwidth of the connection before packet
loss is seen. This test was carried out in both the production network and UKLight. In all UDP
tests the Grid resource acted as the client while the UCL Linux machine was the server. The result
of the UDP tests can be used to calculate the bandwidth delay product (BDP) of the link, which is
found by: bandwidth × round trip time. The round trip time is the time elapsed for a message to
travel to a remote place and back again. The BDP helps determine the maximum window size for
TCP communication.

In order to get the best performance from a network, the TCP window size defined on the
kernel and application side, needs to be tuned. The Linux kernel parameters which we needed to
adjust were as follows:

/proc/sys/net/core/wmem_max
/proc/sys/net/core/rmem_max
/proc/sys/net/ipv4/tcp_rmem
/proc/sys/net/ipv4/tcp_wmem

In addition, we used the application called High Performance Enabled SSH/SCP (HPN-SSH)6; this
is a patch for recent OpenSSH releases which allows adjustment of the TCP window size within the
application. With these changes in place, we then tested the performance of SCP on all connections,
including the production network, UKLight with untuned network parameters and also with tuned
network parameters.

2.2 Results

The UDP tests showed that the connection between UCL and other grid resources could be as
large as 40MB/s, as summarised in Table 1. The TCP tests showed that a maximum of 34.4MB/s
could be achieved, as shown in Table 2. Using these parameters, the Linux kernel parameters were
tuned and HPN-SSH was used to compare the data transfer rates for the production network, as well

4http://www.uklight.ac.uk
5http://dast.nlanr.net/Projects/Iperf
6http://www.psc.edu/networking/projects/hpn-ssh
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as the untuned and tuned UKLight network. As summarised in Table 3, a massive improvement can
be seen using tuned network parameters. The academic Super Janet production network operates
at 4.5MB/s for connections within the UK and 600KB/s from UCL to TeraGrid’s NCSA, whilst
with tuned network parameters, the bandwidth of the connection goes up to 16MB/s for the NCSA
UKLight link and 28MB/s for the HPCx link.

Grid resource Maximum Bandwidth (MB/s) Round trip time Bandwidth delay product
NCSA 40 MB/s 92ms 3.2MB
HPCx Linux 32MB/s 8ms 300KB

Table 1: Results for UDP tests of UKLight connection between UCL and Grid resources. The Grid resource
acted as the Iperf client while the UCL Linux machine was the server.

Grid resource Maximum Bandwidth (MB/s) Maximum Window Size (MB)
NCSA 34.3 MB/s 4MB
HPCx Linux 34.4MB/s 3MB

Table 2: Results for TCP tests of UKLight connection between UCL and Grid resources. The Grid resource
acted as the Iperf client while the UCL Linux machine was the server.

Maximum bandwidth (MB/s)
Grid resource Janet Network UKLight (untuned) UKLight (tuned)
NCSA 0.6 MB/s 0.7 MB/s 16 MB/s
HPCx Linux 4.5 MB/s 8 MB/s 28 MB/s

Table 3: Comparison of networks using the maximum bandwidth obtained from SCP. A great improvement
is seen using UKLight over the academic Super Janet network.

3. Conclusion

We conclude that UKLight makes a significant impact when transporting large files from Grid
resources. In order to achieve the maximum bandwidth of this link over a single stream network
parameters must be tuned. The results also highlight the fact that UKLight provides an efficient
way to transport data for more complicated uses such as real-time visualisation and computational
steering[13]. Visualisation of molecular simulations as presented in this study is very important but
with system sizes greater than 1 million atoms, most visualisation is currently carried out only after
the simulation has completed. Ideally we would like to be able to carry out real-time visualisation
in order to see the evolution of the system while it is running. In addition to this, computational
steering provides a way to interact with and monitor a simulation.

Real-time visualisation and computational steering are processes which cannot be carried out
on batch systems, used by most high performance computing facilities. This means that advanced
reservation and co-scheduling of the resources are needed, so that the user is able to determine
when their simulation has started. In the future we hope to be able to use UKLight in order to carry
out real-time visualisation and steering of our clay nanocomposite simulations across UKLight
with the aid of co-scheduling.
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The ability to use a visualisation tool to steer large simulations provides innovative and novel
usage scenarios, for example, the ability to use new algorithms for the computation of free energy
profiles along a nanopore [1]. However, we find that the performance of interactive simulations is
sensitive to the quality of service of the network with latency and packet loss in particular having a
detrimental effect. The use of dedicated networks (provisioned in this case as a circuit-switched,
point-to-point optical lightpath or lambda) can lead to significant (50% or more) performance
enhancement. When running on say 128 or 256 processors of a high-end supercomputer this
saving has a significant value. We discuss the results of experiments performed to understand
the impact of network characteristics on the performance of a large parallel classical molecular
dynamics simulation when coupled interactively to a remote visualisation tool.
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1. Introduction

Lambda networking involves using different wavelengths (lambdas) of light in fibres for sep-
arate connections. Lambda networks provide high-levels of Quality of Service (QoS) by giving
applications and user communities dedicated lambdas on a shared fibre infrastructure. The im-
plementation requires Dense Wavelength Division Multiplexing (DWDM) to accommodate many
wavelengths on a fibre, optical switches, and other optical networking equipment. Grid computing
applications have so far mostly made use of best-effort, shared TCP/IP networks, i.e. the network
has simply been the glue that holds the middleware-enabled computational resources together. In
contrast, by using lambdas the networks themselves are schedulable “first class” grid resources.
These deterministic lambda networks, carrying one or more lambdas of data, form on-demand,
end-to-end dedicated networks, often called lightpaths; lightpaths form the basis of the next gener-
ation of network-centric applications.

Lightpaths have the ability to meet the needs of very demanding e-science applications as a
consequence of their ability to provide several features that are not possible using regular, produc-
tion best-effort networks. These include providing higher bandwidth connections (e.g. [2]), user-
defined networks [3], implementation of novel protocols [4] and provide essentially contention-free
and high quality-of-service links.

Most applications however, have tended to use lambdas for their high bandwidth alone. For
example, an important class of applications driving the development and research of lambdas are
visualisation of large and complex data sets. Here we report on one of the first uses of lambdas
to couple interactive, steered visualisation with “active” simulations. This work was conducted as
part of the SPICE (Simulated Pore Interactive Computing Environment) project details of which
have been discussed elsewhere [1, 9] . In the next section, we describe the project’s motivating
scientific problem and the technical solutions adopted.

2. Simulated Pore Interactive Computing Environment

The transport of bio-molecules like DNA, RNA and poly-peptides across protein membrane
channels is of primary significance in a variety of areas. Although there has been a flurry of recent
activity, both theoretical and experimental [5, 6], aimed at understanding this crucial process, many
aspects remain unclear.

Of the possible computational approaches, classical molecular dynamics (MD) simulations
of bio-molecular systems have the ability to provide insight into specific aspects of a biological
system at a level of detail not possible with other simulation techniques. MD simulations can be
used to study details of a phenomenon that are often not accessible experimentally [7] and would
certainly not be available from simple theoretical approaches. However, the ability to provide such
detailed information comes at a price: MD simulations are extremely computationally intensive –
prohibitively so in many cases. As was discussed in Ref. [1], advances in both the algorithmic and
the computational approaches are imperative to overcome such barriers.

SPICE, the Simulated Pore Interactive Computing Environment project [1], implements a
method, henceforth referred to as SMD-JE, to compute the free energy profile (FEP) along the ver-
tical axis of the protein pore. This method reduces the computational requirement for the problem

2
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of interest by a factor of at least 50-100, at the expense of introducing two new variable parame-
ters, with a corresponding uncertainty in the choice of their values. Fortunately, the computational
advantages can be recovered by performing a set of “preprocessing simulations” which, along with
a series of interactive simulations, help inform an appropriate choice of the parameters. To benefit
from the advantages of the SMD-JE approach and to facilitate its implementation at all levels –
interactive simulations of large systems, the pre-processing simulations and finally the production
simulation set – we use the infrastructure of a federated trans-Atlantic grid [8].

Interactive simulations involve using the visualiser as a steerer, e.g. to apply a force to a subset
of atoms, Figure 1(b), and requires bi-directional communication – there is a steady-state flow
from the simulation to the visualiser as well as the visualiser to the simulation. As a consequence
of requiring geographically distributed resources, high-end interactive simulations are dependent
on the performance of the network between the scientist (visualiser) and the simulation. Unreliable
communication leads not only to a possible loss of interactivity, but equally seriously, a significant
slowdown of the simulation as it waits for data from the visualiser.

On switching traffic flow from the production network to a lambda network, we found an
improvement in the performance of around 50%. The simulation performance over the production
network varied, i.e. was apparently sensitive to prevailing network conditions. Interactive MD
simulations thus require high quality-of-service – as defined by low latency, jitter and packet loss
– networks to ensure reliable bi-directional communication. This leads to the interesting situation
where large-scale interactive computations require both computational and visualisation resources
to be co-allocated with networks of sufficient QoS [8].

3. Experiment

In order to quantify the impact of network performance characteristics on the efficiency of an
interactive MD simulation a series of measurements were made under controlled conditions. The
full details of our methodology are described in [9] and are presented here in outline.

The two compute resources on which the molecular dynamics simulation (using NAMD[10])
and visualiser were run (VMD[11]), were connected via a dedicated circuit on the UKLight[12]
optical network, provisioned at 300Mbps. UKLight provides the user with sole-use of dedicated,
manually-configured SDH circuits which hence have similar properties to dedicated lambda net-
works.

To control the characteristics of the network, a third system was introduced between the vi-
sualiser and the UKLight link. This system acted as an IP bridge and employed the NISTnet [13]
package to modify the traffic flow. The wall-time per simulation timestep (ts) was measured for
interactive simulations over a range of network characteristics controlled by NISTnet. The param-
eters varied were 1) Packet transmission delay (α), to simulate different latency network paths, 2)
Packet Loss (β ), to simulate packet loss due to network congestion.

3.1 Quality of Service: Latency

The effective latency of the UKLight link was varied to emulate different paths, service times
and congestion – all characteristic of best effort networks between two given end points.

3
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Figure 1: Plots showing the effect of latency on the performance (ts). An increase in latency leads to a linear
increase in the wall-time taken per simulation timestep, independent of the number of processors used. The
performance degradation remains linear for different values of β .
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Figure 2: Plots showing the dependence of performance (ts) on the packet loss (β ) for different values of α .
The qualitative characteristics remain the same for 64 and 128 processors, i.e. at a fixed value of α , the ratio
of ts for a pair of β values is similar for the two processor counts. For example for α = 4, the ratio of ts at β
= 0.1 and 0.01, is 1.54 and 1.59 for 64 and 128 respectively. At the same values of β but for α=8 the values
of the ratio are 1.56 and 1.62 respectively.

Not surprisingly the time taken for each timestep increases linearly with greater latency. Our
results are plotted in Fig. 1. It is interesting to note, that although the average wall-time taken per
simulation time-step is of the order of hundreds of milli-seconds, introducing latencies of a few
milli-seconds has a significant effect. This is attributed to the fact that a significant fraction of the
simulation time is spent waiting for I/O operations to complete. Thus we conclude that reducing
any avoidable latency is a good performance enhancing strategy.

3.2 Packet Loss Effects

Packet loss is interpreted by the TCP protocol as an indication of congestion and causes the
window size to be immediately reduced to a minimum size (4096 bytes in this case) and then
renegotiated up. The effect of increasing β (as shown in Fig. 2 is to increase the frequency of
window size reduction (reducing the average size over time) and consequently reducing effective
throughput. We observe that, in general, default settings for TCP window size parameters are
unsuited to networks with high bandwidth-delay products.
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4. Conclusion

It can be argued that with significant effort, a highly optimised I/O mechanism could be im-
plemented within the NAMD code to withstand performance degradation arising from production
networks. Whereas we do not contest that this in principle is possible, doing so would require
significant re-factoring of a very complex code which has been developed by the community over
many years (we estimate the number of person-years effort to be easily a hundred). Equally im-
portant, it is impractical to aim to introduce special-purpose code for every unique usage scenario;
thus it is highly desirable to be able to use the same general-purpose code over a wide range of
scientific problems and usage scenarios. Our efforts to quantify the advantages of lightpaths need
to be understood in the above mentioned context.

Not only can grids use lightpaths to more closely integrate distributed environments, but they
must use lightpaths to couple distributed environments to overcome some of the bottlenecks of
traditional programming methodologies of high performance codes as well as problem solving ap-
proaches for challenging scientific problems. SPICE provides an example of a large-scale problem
that depends on using algorithms amenable to distributed computing techniques and then imple-
menting them on grids. In order to effectively utilise these algorithms, interactive simulations on
large computers are required.

In order to enable meaningful interactive exploration, the responses must be computed in rea-
sonable times. Thus as larger systems are studied – MD simulations of a million atoms are now
just appearing in the literature [15] – not only will larger computers be required, but the need for
efficient and reliable communication will also grow.
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We describe the Circuit Reservation Software (CRS) developed by the ESLEA Project. Switched-

circuit networks can offer improved performance over conventional packet-switched networks

for applications with some demanding types of network requirements. However, if switched-

circuit networks are used to connect scarce and expensive resources, such as supercomputers,

then advanced reservations or bookings of circuits are necessary if the resources and networks are

all to be used efficiently. We describe and discuss the CRS, a demonstrator system for making

such advanced bookings.
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1. Introduction

We describe the Circuit Reservation Software (CRS) developed by the ESLEA Project for
making advanced reservations of dedicated network connections. This software has a distributed
and flexible architecture that makes it applicable to a wide variety of types of network. Deployment
and use of the software will provide valuable practical experience of reserving and using dedicated
network connections.

The ESLEA (Exploitation of Switched Light Paths for e-Science Applications) Project[1]1 is a
collaboration comprising groups working in computer science and a variety of scientific disciplines
who are all using high-capacity dedicated network connections. Specifically, all the groups are
using UKLight,2 the UK research and development network for switched-circuit networks. The
aim of the project is to investigate ways of using these connections and to share the resulting
expertise both within the project and more widely. The project runs from February 2005 to July
2007.

The packet-switched Internet has been incredibly successful. However, there are now nu-
merous scientific applications that require high network performance which is difficult to achieve
over the conventional, production network. One alternative is to use special-purpose connections
dedicated to the flows, and the purpose of ESLEA is to investigate this technique.

Such circuit-switched networks have been around for many years. They have received renewed
interest in recent times because of developments in optical network hardware, notably DWDM
(Dense Wavelength Division Multiplexing) in optical fibres and all-optical switches. There are,
however, many ways to to implement (or simulate) direct connections. For example, emerging
protocol standards such as GMPLS (Generalised Multi-Protocol Label Switching; see for example
[2]) offer the possibility of extending dedicated flows to campus end-hosts without the provision of
special hardware or manual configuration.

Currently circuits are usually configured ‘manually’ and typically persist for at least a few
weeks and usually much longer. Many applications require connections of a shorter duration. It is
only practical to provide such ephemeral circuits if they can be configured automatically. Further,
it should be possible to ‘reserve’ or ‘book’ them in advance. This facility is necessary both to allow
work to be planned effectively and to allow the network connection to be provided at the same time
as the scarce resources that it will connect, typically super-computers. The CRS has been developed
as a prototype to investigate making advance reservations in circuit-switched networks. A previous
paper presented our plans early in the Project[3]. The present paper describes and discusses the
CRS.

2. The CRS Architecture

The purpose of the CRS is to create a dedicated connection between two end-hosts, one of
which is local and the other geographically remote. The CRS adopted the architecture of the EGEE
(Enabling Grids for E-Science) BAR (Bandwidth Allocation and Reservation) Project3 which had

1See URL:http://www.eslea.uklight.ac.uk/
2See URL:http://www.uklight.ac.uk/
3See URL:http://egee-jra4.web.cern.ch/EGEE-JRA4/
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developed similar software for making reservations of guaranteed bandwidth between two end-
hosts using QoS (Quality of Service) mechanisms operating in conventional networks. This archi-
tecture is general, robust, flexible and extensible.

The route of the circuit between the two end-hosts is considered to comprise three segments:
the local campus network to which the local end-host is connected; the WAN (Wide Area Network)
connecting the local campus network to the campus network where the remote host is located and
the remote campus network to which the remote host is connected. The EGEE BAR architecture
(see Figure1) is distributed and has separate components for controlling each of these segments.
In outline the architecture is as follows. Requests to create a new reservation are initiated by some
client software, which can be either an interactive ‘reservations browser’ driven by a user or some
piece of Grid middleware (usually called ‘higher layer middleware’ or HLM) acting autonomously.
To make a reservation the client invokes the top-level component of the architecture, which is also
called a BAR. The BAR component does not itself configure any network hardware. Rather, it
controls subsidiary components which configure the hardware. It also maintains a database of
existing reservations.

Figure 1: The CRS architecture

When a request to make a new reservation is received the BAR asks the individual subcompo-
nents whether they can handle the request. If all can do so the reservation is accepted and added to
the database. If the reservation cannot be accepted the user is informed. The individual components

3
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are the L-NSAP and the NSAP. The L-NSAP (Local Network Services Access Point) configures
the local campus network, and the NSAP (Network Services Access Point) configures the WAN.

The BAR directly invokes the L-NSAP that configures the local campus network, but it does
not directly invoke the L-NSAP that configures the remote end-site. Rather, it communicates with
the BAR responsible for the remote end-site, which in turn invokes its own L-NSAP.

3. The CRS Implementation

Each of the CRS components (see Figure1) is implemented as a Web service written in Java
and running on a Linux PC. The interfaces to the Web services and some of the code were adopted
from the EGEE BAR Project. The L-NSAP and NSAP components were also not writtenab
ovo, but rather, are modified versions of the NRS (Network Reservation System)[4]4 developed by
Saleem Bhattiet al. The CRS only uses items of external software that are usually available free of
charge, such as Apache Tomcat,5 Apache Axis6 and the databases HSQLDB7 and PostgreSQL.8

Though the CRS architecture is flexible and general, the currentimplementationis quite lim-
ited in some respects. Switched-circuit connections to the participants in the ESLEA Project were
provided across the UKLight network, which does not support the automatic configuration of cir-
cuits. We connected a Cisco 7609 switch/router to the UKLight access points at suitable institutions
(these machines were available from the earlier MB-NG Project9). The 7609s simulate the LAN
connecting the end-host to the WAN. Switching inside UKLight was simulated using an additional
7609 connected so as to be topologically inside UKLight whilst remaining physically outside it.
The edge 7609s were controlled by the L-NSAP components and the simulated UKLight switching
by the NSAP component.

4. Discussion

The major development of the CRS is complete. It has been tested on a small test network
of UKLight circuits. Trial deployments with two collaborating groups in the ESLEA Project are
continuing. However, we have already demonstrated the practicality of the basic idea of configuring
switched-circuit networks from an advance booking system.

Further work that we anticipate includes collaborating with the UCLP10 (User Controlled
Lightpaths) group to produce an NSAP that interfaces to the UCLP software for creating switched
lightpaths across an optical network. We are also collaborating with the developers of the HARC
(Highly-Available Robust Co-scheduler)[5, 6]11 co-allocation software to allow our network reser-
vations to be automatically co-scheduled with reservations of other resources.

4See URL:http://www.cs.ucl.ac.uk/staff/S.Bhatti/grs/
5See URL:http://tomcat.apache.org
6See URL:http://ws.apache.org/axis/
7See URL:http://hsqldb.org/
8See URL:http://www.postgresql.org/
9See URL:http://www.eslea.uklight.ac.uk/mb-ng

10See URL:http://www.uclp.ca/
11See URL:http://www.cct.lsu.edu/˜maclaren/HARC/
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High capacity dedicated connections are likely to remain a scarce resource for at least the near
future, as are the super-computers and similar devices which typically act as the sources and sinks
for the data that flow through them. It seems likely that there will be a continuing need to reserve
and schedule these scare and expensive resources in advance. We have demonstrated the basic
viability of making advanced reservations over a circuit-switched network.
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HARC—the Highly-Available Resource Co-allocator—is a system for reserving multiple re-
sources in a coordinated fashion. HARC can handle multiple types of resource, and has been used
to reserve time on supercomputers distributed across a nationwide testbed in the United States,
together with dedicated lightpaths connecting the machines. HARC makes these multiple alloca-
tions in a single atomic step; if any resource is not available as required, then nothing is reserved.
To achieve this “all or nothing” behavior, HARC treats the allocation process as a Transaction,
and uses a phased commit protocol. The Paxos Commit protocol to ensure that there is no single
point of failure in the system, which, if correctly deployed, has a very long Mean Time To Failure.

Here we give an overview of HARC, and explain how the current HARC Network Resource
Manager (NRM) works, and is able to set-up and tear-down dedicated lightpaths.
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1. Motivation

The ever-improving availability of high-bandwidth, low-latency optical networks promises to
enable the use of distributed scientific applications [7, 3] as a day-to-day activity, rather than simply
for demonstration purposes. However, in order to enable this transition, it must also become simple
for users to reserve all the resources the applications require.

The reservation of computational resources can be achieved on many supercomputers using
advance reservation, now available in most commercial and research schedulers. However, dis-
tributed applications often require guaranteed levels of bandwidth between compute nodes, or be-
tween compute nodes and a visualization resource. At the network level there are switches and
routers that support the bandwidth allocation over network links, and/or the configuration of dedi-
cated end-to-end lightpaths. These low-level capabilities are sufficient to support the development
of prototype middleware solutions that satisfy the requirements of these applications.

However, the development of an booking system for network resources is not a complete so-
lution, as the user is still left with the complexity of coordinating separate booking requests for
multiple computational resources with their network booking(s). Even if there is a single system
available that can reserve all the required compute resources, such as Moab, or GUR (which can
reserve heterogenous compute resources), this does not address the need to coordinate the schedul-
ing of compute and network resources—a co-allocation system that can deal with multiple types of
resources is required.

2. HARC: The Highly-Available Resource Co-allocator

HARC, the Highly-Available Resource Co-allocator [2, 8], is an open-sourced system that
allows users to reserve multiple distributed resources in a single step. These resources can be
of different types, e.g. supercomputer time, dedicated network connections, storage, the use of a
scientific instrument, etc. Currently, HARC can be used to book High-Performance Computing re-
sources, and lightpaths across certain GMPLS-based networks with simple topologies. The HARC
Architecture is shown in Figure 1.

HARC uses a phased commit protocol to allow multiple resources to be booked in an all-
or-nothing fashion (i.e. atomically). Paxos Commit [6] is used, rather than the classic 2-Phase
Commit (2PC), to avoid creating a single point of failure in the system. Paxos Commit replaces
2PC’s single Transaction Manager (TM) with a number of processes, or Acceptors, which perform
the same function as the TM. The Paxos Consensus algorithm guarantees consistency, so clients
can talk to any Acceptor to find the results of their requests. The overall system functions normally
provided a majority of Acceptors remain in a working state. This gives a deployed system of five
Acceptors a far longer Mean Time to Failure than that of any single Acceptor.

HARC is designed to be extensible, and so new types of Resource Manager can be developed
without requiring changes to the Acceptor code. This differentiates HARC from other co-allocation
solutions. The assumption is that the underlying resource has a scheduler capable of reserving the
resource (or part thereof) for a specific user; the RM should be a small piece of code that interacts
with this scheduler on the user’s behalf.

2
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HARC 
Acceptors

Client

Coallocation Requests

santaka.cct.lsu.edu
Resource Manager

EnLIGHTened NRM
Resource Manager

kite1.enl-comp.org
Resource Manager

Phased Commit Protocol

Figure 1: The HARC architecture, showing the relationship between the client, the Acceptors, and the
Resource Managers (RMs).

3. Reserving Network Connections using HARC

How best to reserve network connectivity in advance is still a research topic. When the En-
LIGHTened Computing project [1] started, there were deployed reservation systems such as the
G-lambda project’s GNS-WSI2 [5] and EGEE’s BAR [9]. However, the project chose to imple-
ment a new, simple, timetable-based system, which was embedded in a HARC Resource Manager;
this component is referred to as the HARC Network Resource Manager (NRM). There is a single
HARC NRM for the entire testbed (centralized).

A schematic for the EnLIGHTened Computing testbed is shown in Figure 2. At the heart of
the network are three Calient Diamondwave PXCs (UO1 in Chicago, UO2 in Raleigh, and UO3
in Baton Rouge) and a single Diamondwave PX (UO4 in Caltech). The software on the switches
supports GMPLS, and connections across the testbed can be initiated by sending a TL1 command
to a switch at either end of the connection. A dedicated lightpath can be set-up between any two
entites at the edge of the cloud. These are either routers (UR2, UR3) or compute nodes (RA1, VC1,
CH1); the router X1U is a special case, used to connect through to the Japanese JGN II network.
All links in the network are 10 Gigabit Ethernet (10 GE), except for the connections to Japan,
which are Gigabit Ethernet.

The NRM accepts requests for network connections on a first-come, first-served basis. Re-
quests specify the start and end points of the connection (using the three letter acronyms shown on
Figure 2), as well as the required bandwidth, and also the desired setup and teardown times. The
example in Figure 3 would be used to request a lightpath between two supercomputers at MCNC
in Raleigh and CCT in Baton Rouge.

Typically, GMPLS chooses the best path through the network when a path is set up, dynam-
ically avoiding non-functioning components. However, when scheduling links in advance, it is
important for the scheduler to be in control of the routes that each lightpath uses, to ensure that all
paths follows the schedule. In the current EnLIGHTened testbed network, for any two endpoints,
there is only a single possible path through the network. Even though this is the case, the NRM
does specify the full path to the switches during the provisioning process, in an Explicit Route
Object (ERO), which is sent as part of the TL1 command.

3
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UO1
UO2

UO3UO4

X1U

CH1 RA1

VC1

UR2 BT1

BT2

BT3LA1

LA2

UR3

UO1-X1U(BT)
UO1-X1U(RA)
UO1-X1U(LA)
UO1-X1U(CH)

UO1-UO2 UO1-RA1

Figure 2: A simplified schematic of the EnLIGHTe-
nend testbed network.

<Schedule><TimeSpecification><Exact>
<StartTime>2007-04-25T21:00:00Z</StartTime>
<EndTime>2007-04-25T22:00:00Z</EndTime>

</Exact></TimeSpecification></Schedule>
<Work>

<Path>
<From>RA1</From><To>BT2</To>
<BandwidthMbs>10240</BandwidthMbs>

</Path>
</Work>

Figure 3: XML Snippet from a HARC NRM
Message.

3.1 The Future of the NRM

The current HARC NRM needs to be split into two components: a pure scheduling component
with a service interface, and a much smaller HARC NRM component, which simply becomes an
interface between the HARC Acceptors and the network scheduling service.1 This is consistent
with the other HARC Resource Managers that have been developed, as explained in Section 2.

The internals of the current scheduling code are also very simple. Although the network
topology has not been hardcoded into the service in any way (all configuration is obtained from a
set of files), there is still an assumption that given two endpoints, there is a single path through the
network. Soon the EnLIGHTened testbed will be extended with a Calient Diamondwave PXC in
Kansas City, creating additional paths between most endpoints; additional code will be required to
deal with this correctly.

The NRM also needs to be able to cope with both planned and unplanned downtime of parts
of the network, and—where possible—should ensure that users are not permitted to schedule light-
paths for times when the network is not going to be available. This will involve some level of
integration between the NRM and relevant monitoring software.

4. Conclusions

There are two deployments of HARC in use today: the EnLIGHTened testbed in the United
States; and a second on NorthWest Grid,2 a regional Grid in England. A trial deployment is planned
for TeraGrid,3 and HARC is being evaluated for deployment on the UK National Grid Service.4 An
alternate Network Resource Manager that interfaces to the ESLEA Circuit Reservation Software [4]
is also being considered. This would allow HARC to be used to co-allocate parts of the UK Lite
network.

The prototype HARC Network Resource Manager component, described in Section 3, has
been used to schedule some of the optical network connections being used to broadcast Thomas

1The G-lambda project’s GNS-WSI2 [5] interface is currently being evaluated for its suitability for this task.
2http://www.nw-grid.ac.uk/
3http://www.teragrid.org/
4http://www.ngs.ac.uk/
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Sterling’s HPC Class from Louisiana State University.5 Previously, HARC was used in the high-
profile EnLIGHTened/G-lambda experiments at GLIF 2006 and SC’06, where compute resources
across the US and Japan were co-allocated together with end-to-end optical network connections.6

Although these early successes are encouraging, if the advance scheduling of lightpaths is to
become a production activity, then the network scheduling service(s) need to be properly integrated
with the other control/management plane software to ensure that these activities do not interfere
with the pre-scheduled lightpaths (and vice-versa).
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Current grid computing technologies have often been seen as being too heavyweight and un-
wieldy from an end user’s perspective, requiring complicated installation and configuration steps
to be taken that are too time consuming for most end users. This has led many of the people who
would benefit most from grid technology, namely computational scientists, to avoid using it. In
response to this we have developed the Application Hosting Environment, a lightweight, easily
deployable environment designed to allow the scientist to quickly and easily run unmodified ap-
plications on distributed grid resources. This is done by building a layer of middleware on top
of existing technologies such as Globus, and exposing the functionally as web services using the
WSRF::Lite toolkit. The scientist can start and manage an application via these services, with the
extra layer of middleware abstracting the details of the particular underlying grid resource in use.
The scientist can concentrate on performing their scientific investigations, rather than learning
how to manipulate the underlying grid middleware.
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1. Introduction

We define grid computing [1] as distributed computing conducted transparently across mul-
tiple administrative domains. Fundamental to the inter-institutional sharing of resources in a grid
is the grid middleware, that is the software that allows an institution to share its resources in a
seamless and uniform way. While many strides have been made in the field of grid middleware
technology [2, 3], the prospect of a heterogeneous, on-demand computational grid as ubiquitous
as the electrical power grid is still a long way off. Part of the problem has been the difficulty to
the end user of deploying and using many of the current middleware solutions, which has led to
reluctance amongst many scientists to actively embrace grid technology [4].

Many of the current grid middleware solutions can be characterised as what we describe as
‘heavyweight’, that is they display some or all of the following features: the client software is
difficult to configure or install; the middleware is dependent on lots of supporting software being
installed and requires non-standard ports to be opened within firewalls. To address these deficien-
cies there is now much attention focused on ‘lightweight’ middleware solutions, such as [5], which
attempt to lower the barrier of entry for users of the grid.

2. The Application Hosting Environment

In response to the issues raised above we have developed the Application Hosting Environment
(AHE)1, a lightweight, WSRF [6] compliant, web services based environment for hosting scientific
applications on the grid. The AHE allows scientists to quickly and easily run unmodified, legacy
applications on grid resources, managing the transfer of files to and from the grid resource and
allowing the user to monitor the status of the application. The philosophy of the AHE is based
around the fact that very often a group of researchers will all want to access the same application,
but not all of them will possess the skill or inclination to install the application on a remote set of
grid resources. In the AHE, an expert user installs the application and configures the AHE server,
so that all participating users can share the same application.

The AHE focuses on applications not jobs, with the application instance being the central en-
tity. We define an application as an entity that can be composed of multiple computational jobs, for
example a simulation that consists of two coupled models which requires two jobs to instantiate it.
An application instance is represented as a stateful WS-Resource[6]. Details of how to launch the
application are maintained on a central service, in order to reduce the complexity of the AHE client.
The design of the AHE has been greatly influenced by WEDS (WSRF-based Environment for Dis-
tributed Simulations)[7], a hosting environment designed for operation primarily within a single
administrative domain. The AHE differs in that it is designed to operate across multiple adminis-
trative domains seamlessly, but it can also be used to provide a uniform interface to applications
deployed on both local machines, and remote grid resources.

The AHE is based on a number of pre-existing grid technologies, principally GridSAM [8]
and WSRF::Lite [9]. WSRF::Lite is a Perl implementation of the OASIS WSRF specification.
GridSAM provides a web services interface, running in an OMII [10] web services container,
for submitting and monitoring computational jobs to a variety of Distributed Resource Managers

1The AHE can be downloaded from http://www.realitygrid.org/AHE
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(DRM), including Globus [2], Condor [11] and Sun Grid Engine [12], and has a plug-in architecture
that allows adapters to be written for different types of DRM. Jobs submitted to GridSAM are
described using Job Submission Description Language (JSDL) [13].

The problems associated with ‘heavyweight’ middleware solutions described above have greatly
influenced the design of the AHE. The design assumes that the user’s machine does not have to have
client software installed to talk directly to the middleware on the target grid resource. Instead the
AHE client provides a uniform interface to multiple grid middlewares. The client machine is also
assumed to be behind a firewall that uses network address translation [14]. The client therefore has
to poll the AHE server to find the status of an application instance. In addition, the client machine
needs to be able to upload input files to and download output files from a grid resource, but we
assume it does not have GridFTP client software installed. An intermediate file staging area is
therefore used to stage files between the client and the target grid resource.

The AHE client maintains no knowledge of the location of the application it wants to run
on the target grid resource and should not be affected by changes to a remote grid resource, for
example if its underlying middleware changes from Globus version 2 to Globus version 4. The
client does not have to be installed on a single machine; the user can move between clients on
different machines and access the applications that they have launched. The user can even use a
combination of different clients, for example a command line client to launch an application and
a GUI client to monitor it. The client must therefore maintain no information about a running
application’s state.

These constraints have led to the design of a lightweight client for the AHE which is simple
to deploy and does not require the user to install any extra libraries or software. It should be noted
that this design does not remove the need for middleware solutions such as Globus on the target
grid resource; indeed we provide an interface to run applications on several different underlying
grid middlewares so it is essential that grid resource providers maintain a supported middleware
installation on their machines. What the design does is simplify the experience of the end user.

3. Deploying the AHE

To host an application in the AHE, the expert user must first install and configure it on the
target grid resource. The expert user then configures the location and settings of the application
on the AHE server and creates a JSDL template document for the application and the resource.
To complete the installation the expert user runs a script to repopulate the application registry; the
AHE can be updated dynamically and does not require restarting when a new application is added.

The AHE is designed to interact with a variety of different clients. We have developed both
GUI and command line clients in Java and is designed to be easy to install. The GUI client uses
a wizard to guide a user through launching their application instance. The wizard allows users
to specify requirements for the application, such as the number of processors to use, the choice
of target grid resource to run their application, staging required input files to the grid resource,
specification of any extra arguments for the simulation, and job execution. Once an application
instance has been prepared and submitted, the AHE client allows the user to monitor the state of the
application by polling its associated WS-Resource. After the application’s execution has finished,
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the user can stage the application’s output files back to their local machine using the client. For
further discussion of AHE use cases see [15].

4. Summary

The AHE is designed to facilitate grid based computational science by extension of existing
approaches to the use of high-end computing resources. Production codes, few in number but used
by significant numbers of people, are installed on a set of grid enabled resources and accessed via
a lightweight client which enables simple and also arbitrarily complex application workflows to
be developed. We are currently working to integrate the AHE with the HARC [16] co-schedluing
system, providing users with a single interface to reserve the resources that they want to use and
run their applications.
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1. Introduction

ESLEA is an EPSRC funded project which is seeking to establish a proof-of-principle demon-
stration of the utility of dedicated, guaranteed bandwidth light-paths in applications needing to
transfer large volumes of data across Wide Area Networks (WANs). The ESLEA project utilises
the UKLight switched circuit optical network to enable guaranteed high bandwidth network links
for a range of eScience applications. The CDF experiment [1] is one such application endeavouring
to exploit the potential of high speed optical network links.

CDF is a particle physics experiment trying to elucidate the fundamental nature of matter.
It is presently taking data from proton anti-proton collisions at the Tevatron collider at FNAL
in Chicago. Analysis of 2 Pb of raw data is underway by almost 800 physicists located at 61
institutions in 13 countries across 3 continents. The amount of raw data and the need to produce
secondary reduced datasets have required new approaches to be developed in terms of distributed
storage and analysis. Grid systems based on DCAF [2] and SAM [3] are being developed with the
aim that 50% of CDF’s CPU and storage requirements will be provided by institutions remote from
FNAL. In order to effectively utilise this distributed computing network it is necessary to have
high speed point-to-point connections, particularly to and from FNAL which have a bandwidth
significantly higher than commonly available. To this end, as part of the ESLEA project, the use of
a dedicated switched light path from FNAL to UCL was investigated. However in order to utilise
the data sent to UCL from FNAL it was necessary to deploy the CDF data handling system at UCL
and also make the CPU resources available to the rest of the experiment as part of a distributed grid.
The issues associated with setting up this infrastructure, which necessarily formed a large part of
the project, are also described.

2. CDF/ESLEA Objectives

Figure1 shows the data flow of the CDF experiment. Raw data from the detector is accumu-
lated at a rate of 2TB/day. This raw data is thenre-processedwhich typically involves calibrating
the data and applying more sophisticated algorithms to the data such that it can be utilised in
physics analyses; this is termedreconstructeddata. In general a given user then analyses a sub-
sample of this reconstructed data and this analysis is facilitated by comparing the data to simulated
or Monte-Carlo (MC)generated data. The generation of MC data is CPU intensive and typically
performed on grid farms with the output data being stored centrally at FNAL. The re-processing
of data for CDF takes place at FNAL. The user-defined datasets need to be made available to users
across many institutes and in general they are distributed across different storage locations both
within and outside FNAL. The two key objectives of the CDF/ESLEA project were:

• To generate a significant fraction (∼ 10%) of CDF’s MC need using grid farms at UCL and
use UKLight/StarLight to send the generated MC data to FNAL.

• To make UKLight/StarLight available to users for the rapid transfer of user datasets from
FNAL to the UK and then subsequently to German and Italian institutes.
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To achieve these objectives, in addition to commissioning the UKLight/StarLight link, it was
necessary to modify and port CDF’s bespoke data-handling and grid-interface software to UCL so
that it could be utilised within the context of the CERN LHC computing grid (LCG) [4] which re-
mains the only supported particle physics grid system at UCL. In the following section, we briefly
describe CDF’s data-handling and grid interface infrastructure before describing the commission-
ing and usage we made of the UKLight/StarLight link.

RAW DATA
40 MB/s

MC DATA

RECONSTRUCTED
DATA

USER DATA
1-100 TB

user selection

Figure 1: The data flow and types of data utilised by the CDF experiment.

3. CDF’s Data Handling and Grid Analysis Systems

Transparent access to CDF’s data is provided through a custom data-handling and catalogu-
ing system called SAM [3]. SAM is used to store, manage, deliver and track the processing of
all data. Each storage location is registered with a central SAM ORACLE database at FNAL and
has an associated SAM server/station managing the local data. Users, through CORBA enabled
SAM-clients, make requests for data and the data is delivered to a temporary local cache from
the appropriate SAM server(s). In this way physicists have transparent access to the CDF data. At
present∼ 500 Tb of data is distributed across SAM servers in the US, Europe and Asia. For a given
user it is most efficient if the majority of the data of interest to them resides at a local SAM station.
The rapid population of a local SAM station with datasets of interest to UK physicists through UK-
Light/StarLight was one of the key aims of the project. Much of the development work to establish
SAM as CDF’s default data-handling system was carried out in the UK. Figure2 shows the amount
of data transferred through the SAM system per month for selected SAM stations, including the
UCL station that was connected to FNAL via UKLight/StarLight.

Traditionally within CDF the analysis of data was done on dedicated resources of commodity
nodes at FNAL managed as Condor [5] pools with a wrapper of CDF specific software around the
batch system. This so-called CAF [2] system though has limitations within the context of farms
at universities which are not easily customised and which, particularly in Europe, only have an
LCG interface to the local batch system. However, the maintenance and monitoring of the bespoke
scheduling and job submission software within the CAF system requires a significant manpower
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commitment which was not available within this project. Furthermore, the requirements of the CAF
system that one node be outside of the firewall were not compatible with local internet security re-
strictions. It was therefore not possible to mimic the FNAL CAF system at UCL. We therefore
devoted considerable time in evaluating and developing a more tractable solution that could make
UCL CPU resources available via UKLight/StarLight utilising LCG and the SAM data handling
system as opposed to deploying the bespoke CDF CAF system.

We successfully established user authentication with FNAL servers (via kerberos) and LCG
servers (via grid certificates and a CDF VO) such that we could utilise the LCG resources at UCL
using the gLite [6] interface. However within the time of the project we were unable to make the
resources available for specific CDF analysis work owing to an instability in the software (PAR-
ROT/SQUID) serving the bespoke CDF analysis software to the batch nodes and the lack of an
LCG compliant SRM interface within SAM. These issues are currently being worked on and ex-
pected to be resolved before the end of 2007.

Figure 2: Data read by the major SAM stations, cdf-caf and cdf-sam are located at FNAL, cdf-cnaf, cdf-ucl
and cdf-fzkka are located in Europe.

4. Data Transfers For CDF using UKLight/StarLight

Over the course of this project there has been a general shift of CPU resources to institutes
remote from FNAL and now 50% of CPU resources are remote. The de-centralisation of the CPU
has also required a similar migration of the data which in order to not hamper analysis progress has
had to utilise the fastest available networks such as UKLight/StarLight. Typical CDF secondary
datasets that are used for physics analyses are presently 1-100 Tb in size. Typical transfer rates from
FNAL to Europe (UCL) using the standard network are approximately 25 Mb/sec (for multiple
streams). A 50 Tb dataset would thus take approximately 6 months to copy from FNAL. This
is comparable to the entire time that a CDF physicist would spend analysing the data in order
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to produce a publication. CDF produces in excess of 40 publications per annum. The datasets
themselves are typically distributed in many files, each approximately 1 GB in size. To be useful to
CDF, we required that UKLight/StarLight:

• Deliver a throughput of> 500 Mb/sec such that typical datasets could be made available on
a timescale of a week.

• Deliver files without corruption.

Since real-time analysis of a data-stream is not undertaken, a modest retransmission rate of files/packets
at the 10% level was acceptable and the order in which files were received was not critical.

A dedicated 1 Gb/s circuit connecting UCL and FNAL utilising UKLight/StarLight infrastruc-
ture was setup late in 2004 and ultimately satisfied our requirements with transfer rates above 500
Mb/sec sustained over several days. However this was only achieved after incremental modifica-
tions to the hardware and software configurations that we briefly describe below.

In the initial period of the project, the link was unavailable for several months due to technical
problems with switches and its prioritised use in demonstrations at conferences. We utilised this
downtime to optimise the performance of the dedicated UCL PC connected to the optical network.
It was clear from initial tests using "iperf" and "dd" that the PC was not configured in an optimal
way for transferring large data volumes across the network and for writing this data to disk. The
kernel TCP settings were modified [7], the file-system was re-formatted as an XFS file-system and
parameters of the 7.5 Tb SCSI RAID-0 array were modified [8]. After these modifications we were
able to make memory to memory transfers between PCs on the UKLight network at 950 Mb/sec
and write to disk at 750 Mb/sec.

Ultimately we were interested in the disk to disk transfer rate via gridFTP [9] (as implemented
in the SAM software package) from the CDF data pools at FNAL to the disk on the UCL UKLight
PC. Initial tests could not deliver a throughput higher than 250 Mb/sec. This low rate was due to
three factors:

• A switch within the CDF/FNAL network that was not appropriate for the network.

• Concurrent disk access from other CDF users at FNAL.

• Non-optimal gridFTP settings.

It also became clear that it was extremely important in diagnosing problems of the first type to
have a good and regular communication channel with the FNAL experts and people controlling the
FNAL hardware. Redundancy in the hardware and control over all steps of the network was vital
in achieving a reasonable throughput. This control was ultimately only achieved by establishing
a good working relation with the FNAL/StarLight experts over a period of time through regular
presentations at their weekly network meetings. Redundancy at the UCL end and the ability to
support multiple ftp streams was achieved by adding a second identically configured PC to the
UKLight/StarLight network at UCL. Our highest throughput was achieved using 20-25 parallel
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gridFTP transfers concurrently to two UCL PCs. Typical transfer rates [10] are shown in Figure
3 which shows peak rates in excess of the required 500 Mb/s. The reductions are due to disk
contention from other users accessing the same CDF/FNAL disks that we were copying data from.

Figure 3: Typical data transfer rates achieved across UKLight/StarLight over a 24-hour period between the
CDF/FNAL storage and the UCL storage.

5. Summary

The key objective to transfer files from CDF/FNAL to the UK over UKLight/StarLight at a
throughput in excess of 500 Mb/s was achieved. It was however not possible to make the UCL
CPU resources available to CDF via UKLight/StarLight due to problems encountered in deploying
the CDF analysis and data-handling software within the supported LCG environment. As a proof-
of-principle the project illustrated that a fast optical network can be deployed within the context of
a running high energy physics experiment and deliver the required bandwidth. However the issues
associated with trying to deploy highly specialised and custom software from a running experiment
within a generic environment such as LCG need further work before the network could be used in
a production capacity.
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IS Security is a cornerstone for the delivery of consistent and reliable services in every aspect of 
the business of an organisation. The traditional IP network service provided to Institutes is 
carefully managed and controlled to limit illegal and/or antisocial use to protect the business 
processes of that Institute. SuperJANET5 has the capability for additional bandwidth circuits - 
lightpaths - to be provided between specific endpoints across the network to meet specific need. 
Because these are end-to-end circuits they reach right into the heart of an organisation, typically 
providing a high bandwidth interconnection, and often at rates that are difficult to police. This 
paper explores this problem space and provides a strategy to minimise any associated risk 
through the development of an appropriate Security Policy that can sit alongside an Institute's 
overall approach in this area. 

. 

 

 

 

 

 

 

 

 
 
 
 
 
 
 
Lighting the Blue Touchpaper for UK e-Science - Closing Conference of ESLEA Project 
The George Hotel, Edinburgh, UK 
26-28 March, 2007

 
© Copyright owned by the author(s) under the terms of the Creative Commons Attribution-NonCommercial-ShareAlike Licence. http://pos.sissa.it 

 



P
o
S
(
E
S
L
E
A
)
0
2
2

IS Security in a World of Lightpaths Robin Tasker 

 
     2 

 
 

 

1. Lightpaths and IS Security - The Problem Stated 

Organisations typically invest considerable resources into the provision of Information 
Systems (IS) Security to protect their core business operation from the many threats posed by 
their connection to the wider Internet.  This provision will be specified in the IS Security Policy 
of the organisation which should provide clear instruction as to what is, and what is not, 
permitted with respect to any activity that make use of the IS of the organization [1]. To that end 
employees will almost certainly have signed their acceptance of these rules of usage as a 
condition of their employment. In this respect an employee’s access to IS resources is 
conditional upon this agreement. 

An IS Security Policy is normally realised through a range of technical solutions which 
manages the interaction between IS within the organisation and IS located remotely and beyond 
the jurisdiction of the organisation. The most common of such solutions is the firewall which 
through its associated rule-set determines what is, and is not, allowed to pass between the 
trusted organisational network and the untrusted generalised Internet. There are other measures 
that are commonly used that taken together provide layered “onion skins” of measures to protect 
the organisation. 

The availability of lightpaths – in reality end-to-end circuits provided in addition to, and 
typically at rates at least equal with, the general commodity provision – challenge the IS 
Security status quo. Such provision will necessarily reach right into the heart of an 
organisational network with the potential to bypass any or all of the existing security measures 
in place. 

Further, such lightpaths will be provisioned to allow collaborations across communities to 
develop and thrive. These virtual organisations (VO) and the individuals they represent cannot 
be bound by the IS Security Policy of any one single organisation.  A member of a VO might 
expect to be bound by the IS Security policy of the VO but of course that person will physically 
reside within a home organisation where that organisation’s IS Security Policy will have 
primacy [2]. 

It is clear that this model of operation will increasingly become the norm and there will be 
an expectation that the potential for conflict outlined here will be routinely handled to 
everyone’s satisfaction.  

2. Developing a Lightpath IS Security Policy 

The purpose of developing a distinct IS Security Policy for a lightpath is to mitigate those 
risks associated with the delivery of the service associated with the lightpath. In essence the 
risks to service are no different from any other production network [3]. There are however two 
significant additions to this conventional perspective.  Firstly the exceptional data rates expected 
over such a network means that conventional security access devices may not provide sufficient 
or adequate protection; and secondly, the lightpath network is designed to closely couple 
administratively distinct institutes to deliver the service that it carries. In setting the scene, the 
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IS Security Policy should address the  purpose of the lightpath network, any associated 
assumptions that are made, and its intended audience [4]. 

2.1 Policy Purpose 

As with any other IS Security policy it is good practice to state the purpose of the service 
for which the policy provides protection in terms of what it does and why that makes a 
difference. 

2.2 Policy Assumptions 

For lightpath networks the assumptions described in the lightpath IS Secuirty policy are 
crucial because almost certainly there will be a statement that each site that connects to the 
lightpath network will take its own view on what is and is not acceptable with respect to 
Information Security. That is to say the site IS Security policy will take precedence over the 
lightpath IS Security policy. Furthermore there will almost certainly be the expectation that the 
lightpath IS Security policy does not supersede or invalidate any local IS policies at any local 
site, and should the lightpath policy conflict with any local site policy then the local site policy 
will take precedence for that site. It is reasonable to assume that each site will assess suitability 
of access to the lightpath based upon the specification and implementation of its own local IS 
policy. The collorally to this assumption is that sites will only be allowed access to the lightpath 
network once they have agreed to follow the lightpath IS Security policy.  

2.3 Policy Scope 

Of crucial importance is a clear detail of the scope of the lightpath IS Security policy with 
respect to the set of rules which govern the right to transmit or receive data across the lightpath 
network. Certainly the better the specification of the data flows across the lightpath network, the 
more precise can be the specification of those rules.  

The Scope should also provide a statement that each site ensures that any traffic for which 
it is responsible is generated in accordance with the lightpath IS Security policy. Further the list 
of sites - the members - that are authorised to make use of the lightpath network must be clearly 
specified. 

Where a site does not agree to implement the lightpath IS Security policy, all other sites 
connected to that network  and that have agreed to the policy may reject all transmissions from 
the site and in that manner protect themselves from some undefined or unspecified risk. Where 
a site attempts to use the lightpath network in a manner beyond its declared and agreed purpose 
any traffic resulting from such usage may be discarded by any member site without warning or 
notification.  

2.4 Governance - Roles and Responsibilities 

It is important that for each member site, a security contact is nominated and advertised 
and it is that person’s responsibility to engage with the local site IS Security officer in all 
matters relating to the use of the lightpath network at that site. Furthermore it is to be expected 
that the local site IS Security officer  at each site will be satisfied with the mitigation of any 
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information security risk associated with that site’s connection to the specified lightpath 
network. This mitigation is achieved through the implementation of the lightpath IS Security 
policy and the nominated representatives will be responsible for all necessary on-site liaisons 
with the local site to obtain a formal record from the local site’s IS Security officer of 
acceptance and implementation of this policy.  

Changes to the lightpath IS Security policy must be discussed and agreed by the 
nominated representatives with any resulting operational changes taking place only at specified 
advertised times once agreement has been reached.  

2.5 Governance - Legislation and Compliance 

It is reasonable to expect that each site will act in accordance with any national or 
international legislation applicable in that country to the operation of a data network. Further the 
nominated representatives should be expected to ensure that the member sites are aware of any 
such matter that bears upon the operation of the network..  

The nominated representatives might be expected to work with the local site IS Security 
officer to demonstrate compliance with the lightpath IS Security policy with the output from 
such a review being shared with the other nominated representatives to ensure broad 
dissemination. 

2.6 Technical Considerations 

An IS Security policy will contain very specific technical detail which provides the 
guidance on how the policy is to be delivered. The detail is clearly beyond the scope of this 
paper and will most certainly vary from one policy to another but may include statements with 
regard to, for example, IP routing, IP protocol usage and access control.  

2.7 Procedural Matters – Incident Handling and Reporting 

Security incidents are never planned and take no account of convenience. It is therefore 
vital that an IS Security policy states clearly and concisely the action to be taken should such an 
incident arise. An IS Security policy for a lightpath network is no different except that it will 
require the engagement of the nominated representatives together with the IS Security offices 
for each member site so that the composite risk might properly be assessed and accommodated. 

3. Conclusions 

At the time of writing and within the UK academic network there are already in excess of 
a dozen lightpath networks in use, and with the advent of SuperJANET5 this trend will 
accelerate. In so doing the complexity of the inter-connections between sites will grow as a 
consequence the associated risks will increase. It is not clear yet whether issues of lightpath 
network security are taken seriously. Certainly there remains a tension between the site network 
service providers and users of these lightpath networks who are concerned that precious 
performance may be impacted by the requirements for security. There is a case to be made on 
both side of this debate, however it is clear that a site’s IS Security policy will be dictated by the 
business needs of the organisation and its ability to manage risk. To do so account must be 
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taken of any component that increases the risk to an organisation, and an ad hoc lightpath 
network most certainly increases that risk. 

This paper describes a proactive approach which seeks to balance the needs of the service 
provider with those of a user of a lightpath network. An open and transparent approach serves 
both sides best and to achieve that end clear lines of communication need to be established and 
exercised through the lifetime of a lightpath network. 
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e-VLBI - the use of the Internet in real time VLBI high resolution observations in radio 
astronomy - has become a routinely available technique in this last year. ESLEA has contributed 
significantly to its development, by improving our understanding of data transmission networks, 
the limitations of transport protocols and end hosts, and communication of this knowledge to 
radio astronomers in Europe. A series of tests, organised by JIVE in the Netherlands and 
ESLEA has gradually led to open call science runs, now considered as a regular part of 
European VLBI Operations. A major upgrade project - EXPReS - is now underway to equip 
more European observatories with e-VLBI capability. This paper outlines the work done in 
ESLEA on e-VLBI and illustrates its success by showing recently obtained astronomical results. 
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1. Introduction 

The radio astronomy technique known as VLBI (Very Long Baseline Interferometry) 
achieves the highest angular resolution in astronomy by making use of telescopes situated all 
over the world. The technique traditionally relies on the ability to record the signals from the 
receivers in the telescopes on magnetic media. The first systems in regular use in the 1970s, e.g. 
the Mk1, used computer tape. The Mk2 system used helical scan video recorders, starting off 
with Ampex 2” tape systems [1]. These systems had limited bandwidth, and so the 1980s saw 
the development of the Mk3 using wideband longitudinal instrumentation recorders able to 
record at 56 Mbps. This system was later developed into the Mk4 in the 1990s- able to record in 
principle at rates up to 1024 Mbps, though somewhat unreliable at rates higher than 500 Mbps. 
More recently the advent of high capacity computer disks (the Mk5 system) now means that 
reliable recording at 1024 Mbps can be performed. (NB data rates inVLBI systems are in 
powers of 2 due to technical constraints.) 

The recorded data are shipped to a central processor, where the tapes or disks are played 
back together, and the signals cross-correlated (in case of European VLBI this correlator is at 
JIVE in Dwingeloo, The Netherlands). The angular structure of radio sources can be obtained 
by Fourier inversion of the correlated data taken over a number of baselines. The number of 
Fourier components is effectively increased  (and hence improved imaging fidelity) by means of 
Earth rotation, where the projected baseline length varies with time, tracing out part of an ellipse 
over ~12 hours [2], and the angular resolution is inversely proportional to the maximum length 
of the baseline, so trans-world arrays produce images showing the finest detail. 

2.  e-VLBI 

e-VLBI, where the data are transferred to the correlator in real time via the Internet has 
been developed recently. Initial tests were at relatively low data rates, up to 32 Mbps, using 
production academic network packet switched connections from telescopes to JIVE, but 
nevertheless interesting results were obtained [3]. e-VLBI has a number of advantages, in 
particular the ability to check that everything is working immediately rather than the wait of 
several weeks or even months for tapes to be shipped and correlated. This can result in a 
significant increase in reliability for VLBI operations.  In addition, the technique lends itself to 
rapid reaction observations – where subsequent observations on rapidly varying objects can be 
decided upon within hours rather than weeks after initial measurements are made. 

The signal to noise ratio for a wideband continuum source is proportional to Bτ , where 
B is the bandwidth and τ the total time on source, so bandwidth is as important as time. There is 
an obvious need for high data rates. Note that typically a data rate of 512 Mbps corresponds to a 
bandwidth of 128MHz, using 2 bit digitization (possible due to the characteristics of random 
signals) and a factor of 2 for the Nyquist rate. Very high data rates are in principle possible 
using fibre-optic technology, well in excess of that accessible in recording techniques, so e-
VLBI could eventually give a new level of sensitivity in high resolution astronomy. However 
the data needs to be continuously streamed, and usage of standard production networks is now 
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such that congestion is likely to occur at rates of a few hundred Mbps. Protocols such as TCP 
will drop data rates dramatically even with only one packet lost [4], so though the data loss may 
be negligible the drop in data rate will seriously degrade the sensitivity of the array, with the 
effects made worse by the long recovery time of long links running at high rates. The answer is 
in the use of switched light paths, where bandwidth is more easily guaranteed. 

3. ESLEA  

The ESLEA project has greatly helped the development of e-VLBI at Jodrell Bank 
Observatory by providing resources: the provision of two UKLight lightpaths to Amsterdam 
from Jodrell Bank Observatory (at 1 and 0.63 Gbps), a post-doctoral research assistant (Matt 
Strong) and funds for computing resource. Our objectives were to demonstrate the advantages 
of data transport over UKLight compared to that available on production networks, formulate 
methodologies for optimum use of switched light paths and help bring e-VLBI to the user 
within the European VLBI context. These aims were achieved by making comparison tests to 
JIVE on UKLight and production links (see figure 1), developing a UDP based data transfer 
protocol specifically for e-VLBI [5], optimising TCP parameters for Mk5 data transfer and 
upgrading Mk5 hardware [6]. In addition tests to USA have been made [7]. Development of e-
VLBI has also been helped by investigations of TCP performance [5] and by measurements of 
correlator performance in the face of high packet loss [8]. 

 
 
 

Figure 1. This shows tests on the 
production academic network between     
high performance server class 
machines situated in Manchester and 
JIVE in the Netherlands. The upper 
plot shows throughput vs demanded 
interpacket spacing for a variety of 
packet sizes. Small packets require 
more computing and network 
resource, and this results in a few lost 
packets (middle plot). The lower plot 
however shows that significant 
reordering has taken place. It is 
significant that tests on UKLight 
showed no re-ordering, see plot in [6]. 
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Particular milestones in e-VLBI relevant to ESLEA have been:  

• The setting up of regular tests with e-VLBI run every ~6 weeks since  early 2005 
[9],  

• A demonstration at the GEANT2 launch in Luxembourg showing 3 way flows up 
to 800 Mbps across GEANT in June 2005. 

• Trans-Atlantic data transfer from Onsala, JBO and Westerbork to the Haystack 
correlator in Massachussets, USA, during iGRID 2006 and SC2006, producing 
real time e-VLBI fringes at 512 Mbps. These demonstrations used UKLight 
connections across the Atlantic and were initiated by JBO staff. 

•  The first successful open call e-VLBI real time European VLBI session in April 
2006. 

•  The first scientific real time e-VLBI results published in 2007 [10,11] (figure 2), 
and real time eVLBI  science observing sessions becoming  a regular part of 
European VLBI operations in 2007. 

 
 

Figure 2.  Microquasar  GRS1915+105  
(11 kpc) on 21 April 2006 at 5 Ghz using 
6 EVN telescopes during a weak flare 
[10]. This object has jets of material 
which move away from an accretion disk 
surrounding a central black hole at 
velocities close to that of light. The jets 
were quiescent in these observations.  

 
 

4. Conclusion 

In summary, the ESLEA e-VLBI project has been very successful, achieving all its original 
aims, and even leading to further developments. We are now able to perform routine real time 
eVLBI measurements at data rates of 256 Mbps, and 512 Mbps tests are underway. An 
illustration of this was performed recently when the first rapid response experiment was 
undertaken (investigators A. Rushton and R. Spencer). Here a 6 telescope real time observation 
was run on 29th Jan 2007, the results were analysed in double quick time, selecting sources for 
follow up observations on 1st Feb. This kind of  operation would be impossible for conventional 
VLBI. The experiment worked  well technically – we successfully observed 16 sources (weak 
microquasars), but all were <0.5 mJy – too weak to observe in the follow up run – indicating a 
perverse universe, however the feasibility of the technique was clearly demonstrated. Our work 
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on e-VLBI is now concentrating on the EXPReS1 project where with the objective is to create a 
distributed, large-scale astronomical instrument of continental and inter-continental dimensions.  
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We report on the development of high bandwidth data transfers for e-VLBI at Jodrell Bank 
Observatory as part of the ESLEA project. ESLEA is a UK project to exploit the use of 
switched-lightpath optical networks for various applications, including e-VLBI, HEP, High 
Performance Computing and e-Health. We show how the CPU power of the Jodrell Bank e-
VLBI Mark 5A end systems was limiting the data transfer rate to below 512 Mb/s. Both of the 
Jodrell Bank Mark 5A end systems have now been upgraded and can now transfer e-VLBI data 
to JIVE at the required data rate of 512 Mb/s. 
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1. Introduction to VLBI, and e-VLBI 

Very Long Baseline Interferometry (VLBI) is a technique for creating high resolution radio 
maps using radio telescopes located around the world (and even in space). A defining feature of 
VLBI is that, historically, due to the large distances involved, the telescopes store data on 
magnetic tape, or more recently computer disks as they cannot be connected directly. These 
tapes or disks are then shipped to the correlator, played back, correlated and Fourier 
transformed in order to create the high resolution images. Recently however, there has been a 
drive to upgrade the VLBI system to a real time instrument, e-VLBI (e-VLBI in Europe is being 
developed with funding of the EU project EXPReS). The use of computer networks and the 
internet are ways of connecting radio telescopes around the world together, and so VLBI 
astronomy can be performed in real time. 
 
The current VLBI system employs the Mark 5A disk-based recorder [1], which records the 
astronomical data collected at the telescope to large disk packs with capacities of several 
hundred gigabytes each. The core of the Mark 5A is a 1.2 GHz standard PC running Linux. The 
PC contains two interface boards; a StreamStor card* for high speed disk reading and writing 
and an I/O board [2]. As the Mark 5A is simply a custom designed PC which interfaces to the 
VLBI formatters and disk packs, it is possible to retro-fit a gigabit Ethernet card via the PCI 
bus. The Mark 5A control software is capable of reading/writing data via the Ethernet card, in a 
similar way to how it communicates with the disk packs and formatter. It is therefore possible to 
establish a direct ‘link’ between the telescope and the correlator and perform real time e-VLBI. 

Current Production Goals of e-VLBI 

The Mark 5A units are capable of recording data at rates of up to 1 Gb/s, and whilst the Ethernet 
interface can run at 1 Gb/s, it is not possible to achieve transmission of telescope data at 1 Gb/s. 
This is due to the fact that the data has to be encapsulated within TCP or UDP packets, which 
then have to be encapsulated in IP packets and finally in Ethernet packets. Each level of 
encapsulation adds a little more data that needs to be transmitted, and so for 1 Gb/s of telescope 
data, there would be 10% more data created by the encapsulation and hence would not be 
transmitted through a 1 Gb/s Ethernet card. Owing to the nature of the VLBI formatters, and 
current technical constraints, data rates have to be a power of 2 (32, 64, 128, 256, 512, 1024 
Mb/s) and so the next speed down is 512 MBits/s which is technically achievable over a 1 Gb/s 
link. It is thus the current goal of the e-VLBI community to reliably run e-VLBI experiments at 
512 Mb/s, and then to develop the technology and networks in order that this speed can be 
increased to gigabit levels. 

The e-VLBI Network 

The Mark 5A units, and other e-VLBI PCs stationed at the telescopes and correlator 
communicate with each other over the European wide production network for academic 
research and development, known as GÉANT 2 (with the exception of the Westerbork telescope 
which has its own fibre connection to the correlator). The Mark 5A end systems are connected 
to the GÉANT 2 production network through their local and national research and education 
networks (NRENs). In addition to the GÉANT 2 production network, Jodrell Bank Observatory 
in the UK also has two dedicated optical links between Jodrell Bank and JIVE. These links are 
routed via UKLight, and its peering ability with SURFnet and NetherLight. There are dedicated 
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1 Gb/s and 630 Mb/s optical connections between the telescopes at Jodrell Bank and the 
correlator at JIVE. 

2. The 500 Mb/s Bottleneck 

Currently, EVN e-VLBI operate a TCP based system, and optimisation of this system is 
necessary if e-VLBI is to work at the highest data rates (512 Mb/s is the current goal). In e-
VLBI system testing, two of the five participating stations (Onsala an Westerbork) have been 
able to achieve 512 Mb/s using their current Mark 5A machines, but 512 Mb/s transfer between 
Jodrell Bank and the correlator (located at JIVE in the Netherlands) could not be achieved 
despite identical hardware and spare capacity on the network links. e-VLBI data transfers of 500 
Mb/s could be achieved on both the production link and the 1 Gb/s dedicated UKLight link 
provided by the ESLEA project, but this point proved to be a bottleneck with the existing 
hardware. This bottleneck was thought to be caused by the Jodrell Bank Mark 5A system and as 
such investigation of its performance was necessary. The results of this study are detailed in the 
following sections. 

3. Mark 5A UDP Transfers over UKLight 

 
Figure 1 - UDP_mon transmission tests. Left Panel: UDP throughput and packet loss between Jodrell 
Bank and JIVE using high performance network machines. Right panel: UDP throughput and packet loss 
between Jodrell Bank and JIVE using the Mark 5A machines. 

 

The performance of the Mark 5A end systems was first investigated by transferring UDP data 
(using the UDP_mon software package†) between Jodrell Bank and JIVE and comparing these 
results with those from a high performance network machine. Figure 1 shows the results from 
this study. The left panel shows the results from the high power network machine, and we can 
see good throughput for all inter-packet spacings, whilst only a very small amount of packet 
loss is detected at small packet sizes and inter-packet spacings. The right hand panel of Figure 1 
shows the corresponding graphs for the Mark 5A machines. It can be seen that the UDP 
throughput shows its normal signature for larger inter-packet spacings. However, the throughput 
falls off dramatically for low inter-packet spacings for all packet sizes. Also, from the lower 
graph it is evident that there is dramatic packet loss corresponding to this loss in throughput. A 
                                                 

† Developed by Richard Hughes-Jones 
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common cause of such a loss of throughput can be the CPU speed of the machines. Below we 
investigate the CPU performance of the Mark 5A machines to ascertain if it is having an 
adverse effect on the e-VLBI data transmission. 

4.  Analysis of the CPU Performance of the Mark 5A End Systems 

 

Figure 2 - CPU analysis of the Jodrell Bank Mark 5A. Left panel: Network and CPU performance whilst 
performing an iPerf TCP transmission between Jodrell Bank and Manchester, and Jodrell Bank and 
JIVE. Right panel: Network and CPU performance whilst performing an iPerf TCP transmission between 
Jodrell Bank and Manchester and also running a CPU intensive task. 

 
In order ascertain if the Mark 5A CPU speed was having an adverse effect on e-VLBI 
transmission, its usage was examined prior to and after each test. In addition to CPU load, 
network interface, IP, UDP (via UDPmon) and TCP (via iPerf) statistics were also measured 
just prior to, and just after each test. Thus, this allowed much of the resources to be measured. 
Tests were performed between Jodrell Bank and Manchester, and then Jodrell Bank and JIVE, 
both on the dedicated optical network.  
 
For a single, memory to memory TCP stream, the connection between Jodrell Bank and 
Manchester showed a transmission rate of 950 Mb/s (Figure 2, top left) and a CPU usage of 
94.7% kernel, 1.5% idle (Figure 2, middle left), whilst the connection between Jodrell Bank and 
JIVE showed a transmission rate of 777 Mb/s (Figure 2, top left) and a CPU usage of 96.3% 
kernel, 0.06% idle (Figure 2, bottom left).  Thus, it appears that when transmitting between 
Jodrell Bank and Manchester, the Jodrell Bank Mark 5A machine just has enough CPU to send 
the data at line rate. However, when transmitting between Jodrell Bank and JIVE, the Jodrell 
Bank Mark 5A does not appear to have sufficient CPU power to drive the network at line rate. 
e-VLBI transfers are obviously not memory to memory transfers, as the data has to be processed 
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in the Mark 5A machine, resulting in it passing through the PCI bus a number of times. As such, 
addition CPU is necessary to perform such processing. 
 
Due to the fact that we cannot simulate exact e-VLBI transmission as the receiving machine is 
not a Mark 5A, we simulated the effect of the Mark 5A processing by adding a CPU intensive 
task to the sending Mark 5A machine (at Jodrell Bank). Thus, we could then investigate how the 
throughput and CPU usage varies with respect to this additional task.   
 
From Figure 2 (top right) it can be seen that the throughput of memory to memory TCP flows 
between Jodrell Bank and Manchester fell from 950 Mb/s with no CPU load process to 900 
Mb/s when the CPU load process had the lowest "nice" priority of 19 and to 675 Mb/s when the 
"nice" priority was 10. The "nice" priority range runs from -20 at its highest to +19 at its lowest, 
with normal user priority 0. In addition to this, the middle right graph in Figure 2 shows that the 
available CPU in Kernel mode falls rapidly to approximately 60% when the "nice" priority 
increases from 19 to 10. The bottom right graph in Figure 2 shows how the throughput of the 
TCP stream is related to the available CPU power and shows the throughput falling as the 
available CPU decreases. These graphs clearly show that the addition of a CPU intensive task 
has an adverse effect on the TCP transmission speed. It is clear that the Jodrell Bank Mark 5A 
machine does not possess enough CPU power to drive the network at adequate speeds whilst 
performing other processing. For this reason, the Jodrell Bank Mark 5A was upgraded with an 
Asus NCCH-DL motherboard, Intel Xeon 2.8 GHz processor and 1 GB of server specification 
SDRAM. The tests above were then repeated with the new upgraded Mark 5A machine and the 
results are given in section 5. 

5. CPU Performance Tests of the Upgraded Mark 5As 

 
Figure 3 – CPU analysis of the upgraded Jodrell Bank Mark 5A. Left panel: CPU performance whilst 
performing an iPerf TCP transmission between Jodrell Bank and Manchester, and Jodrell Bank and 
JIVE. Right panel: Network and CPU performance whilst performing an iPerf TCP transmission between 
Jodrell Bank and Manchester and also running a CPU intensive task. 
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Figure 3 shows the CPU performance of the upgraded Mark 5A machine. It is easy to see that 
the upgraded Jodrell Bank Mark 5A performs extremely well in these tests. Indeed, it maintains 
a near line rate memory to memory TCP stream whilst the "nice" priority of the CPU intensive 
is varied over its full range. Indeed, the bottom right graph in Figure 3 shows the upgraded 
Mark 5A machine to be using less than 50% of its CPU in transferring the data and running the 
CPU intensive task. 
 
After these tests were performed, standard e-VLBI tests were performed with this upgraded 
Mark 5A machine, and it achieved e-VLBI data transmission at a rate of 512 Mb/s over the 
dedicated optical link immediately. It seems obvious that this Mark 5A upgrade has had a 
positive effect on its data transmission, and now it can achieve 512 Mb/s e-VLBI data transfer 
as required.   

6. Conclusions 

From the above tests it is clear that the Jodrell Bank Mark 5A machine did not have sufficient 
CPU power to transfer e-VLBI data at 512 Mb/s. This result is surprising as both the Onsala and 
Westerbork Mark 5A machines have been able to transfer eVLBI data at 512 Mb/s. So what is 
the difference between these machines? Before the Jodrell Bank Mark 5A was upgraded, the 
specification and components of all the Mark 5A machines were the same. They were Intel P3, 
1.2 GHz machines with 256 MBytes of RAM.  
 
It is noted that the difference between the transmission speeds between the Onsala and 
Westerbork Mark 5As and JIVE, and the initial Jodrell Bank Mark 5A and JIVE was at the 10% 
level. The specified CPU speeds of the Mark 5A machines are only accurate to ~10% level, and 
as such, this inaccuracy could be responsible for such a bottleneck.  Indeed, if the initial Jodrell 
Bank Mark 5A's clock speed was 10% lower than its specification, and the Westerbork and 
Onsala Mark 5A's were 10% higher, this leaves a shortfall on CPU power of ~240 MHz. Such a 
shortfall in CPU power could have easily resulted in the 512 Mb/s threshold being unattainable 
from the Jodrell Bank Mark 5A. 
 
Regardless, it is certain the upgrade to the Jodrell Bank Mark 5A has had a dramatic effect on 
its performance. Indeed, with the upgraded Mark 5A, Jodrell Bank obtained reliable 512 Mb/s 
data transmission to JIVE immediately. One of the main problems with the Mark 5A machines 
is that they require CPU power to transfer the telescope data across the PCI bus twice. This 
results in the Mark 5A machines needing more CPU to drive the network at the necessary rates. 
Indeed, ultimately the goal of e-VLBI is to transfer data from the telescopes to the correlator at 
over 1 Gb/s, and as such it is unclear as to whether the Mark 5A machines can manage these 
rates.  
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The work presented in this paper describes tests conducted to assess the effect that missing data 
has upon VLBI correlations. Results obtained show that the correlation is resilient under data 
losses approaching 20% and that the resulting correlation amplitude decreases as 1.2 times the 
packet loss rate. The results also indicate that while the Station Units are able to cope with at 
least 2 consecutive missing headers, they need to see at least 2 correct headers otherwise 
synchronisation is lost. 
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1. Introduction 

The design of the data transport application VLBI_UDP[1], allows for portions of data to 
be lost before transmission. This can allow data packets to be dropped selectively in order to 
investigate the behaviour of the VLBI correlator. The correlator was originally designed to be 
fed with data from magnetic tapes and so is resilient to a certain amount of data loss[2]. The aim 
of the work presented here is to determine what effect varying rates of packet-loss has on the 
correlator output, and also to see if there is a limit at which the output is un-usable. These 
results may then be programmed back into VLBI_UDP such that it can selectively drop packets 
if congestion is detected, whilst having a minimal effect on the resulting correlated data. 

2. Packet-dropping theory 

This section outlines the data format used by the Mark5A data recorders, and explains the 
decisions behind choosing the tests that were run. 

2.1 Mark5A data format 

 The data fed into the Mark5A data recorder comes from the Mark4 tape formatter. This 
has a variety of modes[3] which affect exactly how the data stream appears when written to a 
standard PC file. The data used in these tests were recorded at a rate of 256Mbit/s, 32 tracks 
with 1-bit sampling. Upon examining the recorded file, it became apparent that the VLBI data 
tracks were bit-interleaved as in Figure 1, such that 2 subsequent bits from any track would be 
separated by 32 bits in the PC file. Each track is framed in 2500 byte segments, and so 32 tracks 
give a ‘combined frame’ size of 80 000 bytes. 

 
Figure 1: Visual layout of VLBI data tracks within PC file 

2.2 Keeping Station Units in synchronisation 

The Station Units (SUs) sit between the Mark5As and the correlator. They are a relic from 
the days of tape and, among other things, serve to servo the incoming data stream to keep all the 
streams aligned in time and check that the data has valid headers. Since the goal of the Mark5A 
was to emulate a tape drive, the SUs are still required. To ensure all the data streams are 
synchronised in time, they read the headers from each frame, perform various checks to ensure 
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that the headers are valid, and then read the time stamp to ensure synchronisation. Since the data 
frames are a constant 2500 bytes long, the SUs know exactly where in the stream the next 
header should be located. If the SU does not find a valid header where it expects to see one, then 
it is able to flywheel over that frame and check where the subsequent header should be. It is 
unknown how the SUs behave when there are multiple headers missing, giving rise to an 
investigation where only the VLBI headers are dropped. The data file used for all tests was 
approximately 15 minutes long, and different strategies were attempted every 2 minutes. The 

first 2 minutes were left intact to ensure the 
system was fully synchronised, then starting 
at 2 minutes, headers were dropped for 30 
seconds followed by 90 seconds of intact data 
to allow for any resynchronisation if needed. 
The strategies chosen can be seen in Figure 2. 

Figure 2: Strategies for dropping headers 

2.3 General packet-loss 

These tests are to examine the effect that loss of any part of the data stream has on the 
resulting correlation. As has been discussed, the SUs are able to cope with 1 missing header, but 
any more than 1 consecutive missing header and synchronisation may be lost resulting in a 
temporary loss of correlation. 

If, therefore, it is assumed that the SUs will stay in synchronisation when every other 
header is present, then the following can be used to determine a theoretical maximum packet-
loss rate, below which synchronisation will be maintained. The 32 recorded data frames, when 
interleaved together, create a large 80 000 byte ‘frame’. This can then be broken down into 79 
360 bytes of VLBI data sandwiched between a 384 byte header and 256 byte footer. 
VLBI_UDP allows for 1444 bytes of user data in each UDP packet, hence one 80 000 byte 
frame will need 55.4 UDP packets. Working on the case where losses are statically distributed, 
if no more than 1 in every 57 packets (1.75%) is lost, then 2 consecutive headers will never be 
lost. With this in mind, loss rates of 0.5%, 1%, 1.5%, 1.75%, 2% and 2.25% were chosen for the 
initial series of tests. Based upon the results of these tests in September 2006, follow up tests 
were performed in December 2006 at rates of 1%, 2%, 5%, 7.5%, 10%, 15% and 20%. 

3. Experimental details 

The correlation tests used data provided by JIVE, taken during an NME experiment from 3 
antennae: Jodrell Bank, UK; Westerbork, NL; Effelsberg, DE. Only the Jodrell Bank data were 
modified, giving a total of 2 modified baselines and 1 unmodified. 

The Jodrell Bank data were taken from a Mark5A disk pack and written to a standard PC 
file using the Mark5A software suite. The resulting file was ~28GB and transferred to a PC 
(Huygens) at JIVE which had a RAID array large enough to accommodate all the subsequent 
data sets. VLBI_UDP was run in a stand-alone mode, where it simply reads 1444 byte size 
chunks from one file, filters them through a packet dropping function, and then writes the 
resulting data out to another file.  
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For each of the loss rates listed previously in the September tests, two output files were 
created; the first where single packets were dropped at a constant rate; the second where packets 
were dropped in bunches. For the December tests, 4 files were created for each loss rate. Two 
files created as before, with a further 2 created by replacing the missing data with a fill pattern 
0x11223344 instead of random data. The fill pattern is processed by the Mark5A’s I/O board, 
and when the pattern is observed, the interface board signifies to the SUs that the data is invalid. 
The output files were placed back onto Mark5A disk packs, ready for correlation. 

4. Results 

4.1 September 2006 

Unfortunately due to a miscalculation on the position of the headers within the file, the 
header dropping test was not a success. The varying loss rates however, produced good results. 
Figure 3 shows a typical plot produced from one of the runs. It can clearly be seen at 32 
minutes (the file starts at 30 minutes) the amplitude differences shoot up as the packets are 
being dropped. It became apparent that even at rates of 2.25% the SUs had no problem with the 
packet losses, thus giving rise to the higher loss rates used in the December 2006 tests.  

By averaging over all the amplitude differences for each run, it is possible to create a 
linear plot of packet loss rate against amplitude decrease; Figure 4 is an example of such a plot.  
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Figure 3: Plot of modified correlation amplitude subtracted from unmodified amplitude 

4.2 December 2006 

Most of these runs produced good results, but produced spurious amplitudes, thus badly 
skewing the average plot. Upon closer investigation, it was apparent that the correlation 
weighting values for the spurious points were close to zero whereas they should be close to 1 for 
good data. Recalculating the averages using a weighted average based on the correlation weight 
suppressed the spurious points and brought the average plot back in to line. The set that had this 
problem was at 20% loss rate, and this would have been caused by the SUs being unable to cope 
with the amount of lost data and so feeding invalid data to the correlator. It would therefore 
appear that loss rates of 15% and below can be handled adequately by the SUs and correlator. 
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Run 57 - Header dropping
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Figure 4: Amplitude decrease with packet loss for all 4 dropping algorithms, with/without fill pattern, 
single loss/ bunch loss, Left-Left and Right-Right polarisations averaged together 

 
From figure 4, it is clear that by replacing missing data with the Fill Pattern instead of 

random data, the correlator is better able to compensate, the slopes decreasing from 1.5 without 
the Fill Pattern to 1.2 with. 
Losing packets singly or in 
small bunches appears to have 
a negligible affect on the 
amplitude.  

Finally, figure 5 shows 
how the SUs coped with 
missing headers. It seems from 
these results that the SUs can 
cope with more than 1 
consecutive missing header 
(test 3) but must then find 2 or 
more correct headers since test 
3 failed. 

 

 
 

Figure 5: Results of header dropping tests 

5. Conclusion 

The work presented above shows that the Station Units and correlator are able to cope 
with packet loss rates of up to 20% without causing a serious effect on the correlated result. If 
the packet dropping shown here is implemented during a real VLBI transfer, then it should be 
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possible to drop perhaps 10% of a 1024Mbit/s VLBI stream and transmit the remainder over a 
Gigabit Ethernet link. 
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About 6 years ago the first baby-steps were made on opening up dark fiber and DWDM 
infrastructure for direct use by ISP’s after the transformation of the old style Telecom sector into 
a market driven business. Since then Lambda workshops, community groups like GLIF and a 
number of experiments have led to many implementations of hybrid national research and 
education networks and lightpath-based circuit exchanges as pioneered by SURFnet in GigaPort 
and NetherLight in collaboration with StarLight in Chicago and Canarie in Canada. This article 
looks back on those developments, describes some current open issues and research 
developments and proposes a concept of terabit networking. 
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1. From Lambda’s to Hybrid Networks 

In the late 90’s new laws slashed the Telco monopolies in many countries. The previously 
state-owned providers were forced to enter the competitive market. That, combined with the 
very favourable financial situation for telecom, Internet and ICT led to a huge investment in 
fiber infrastructure, which became also available to end customers if one had the vision to ask 
for it. A group of NREN’s and scientists gathered in September 2001 at the TERENA offices in 
Amsterdam to discuss a new approach to networking that would use circuits and colors on 
fibers. The goal was to start experiments with a first dedicated Lambda between Chicago and 
Amsterdam, and to use that for tests of new applications and demonstrations at the iGrid2002 
[1] event in the Science Park in Amsterdam. The idea was to get a new order of scalability for 
the Internet by owning the dark fibers and the optical equipment to handle the traffic and, 
therefore, incur in just small incremental costs for extra capacity later on. The model up to that 
point was to go to the Telecom provider and ask for a managed service that would typically 
always be at full cost. 
At that time the concept of Lightpaths was introduced [2]. A lightpath is a dedicated connection 
in an optical network that gives a guaranteed L1 or L2 service to the end user. Nowadays 
research and education networks around the world offer such connections to e-Science 
applications that have large bandwidth requirements or are sensitive to network delays. These 
applications cannot properly function in the traditional shared IP environment where the 
network behavior is unpredictable due to the large number of concurrent and competing users, 
and where routing protocols determine the path followed by the traffic. To name a few, in the 
high-energy physics community, the upcoming CERN experiments in the LHC 
(http://cern.ch/lhc) use lightpaths for their wide-area data transfers. Also, the visualization 
applications developed in the OptIPuter [3] transfer images worldwide using SAGE as shared 
terapixel display workspaces on dedicated lightpaths.  
Inversely these huge streams destroy the normal operation of the routed Internet and would 
require huge investments in routers. However the big streams usually are very long lived flows 
from same source to same destination and may therefore be mapped to their own circuit and 
avoid routers. The unit of bandwidth in these applications is Gb/s up to whatever one color can 
transport, typically 10 Gb/s. Optical photonic switches have huge capacity for much lower 
prices than routers: a wavelength selective switch that can handle 72 Lambda’s in five fibers 
costs as much as one 10 Gb/s router port on a full fledged backbone router. A network that 
provides both the routed IP packet-switched services and the lightpath optical circuit-switched 
services is called a hybrid network [2]. The Dutch SURFnet6 network is one of the first 
designed with the above ideas in mind. It is basically a nation wide dark fiber network where a 
mix of DWDM and packet encapsulation equipment takes care of the transport of the traffic on 
multiple colors in the fibers. Routing is done only in two places in the network. The traffic from 
all the Universities and connected organizations that needs to be routed is transported as 1 and 
10 Gb/s streams over the network to Amsterdam, where the routers are located. On the same 
basic infrastructure organizations can obtain dedicated lightpaths to form their own optical 
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private networks or exchange traffic with other organizations for heavily demanding 
applications. Such lightpaths can be extended via the hybrid exchange NetherLight in 
Amsterdam to international locations [4]. Current users of this service are notably the Particle 
Physics Community for distribution of data from CERN and the Astronomers for correlation of 
radio telescopes. The SURFnet6 hybrid model enables the network to scale to much higher 
capacities for the same costs compared to a full routed approach. 

2. Research and Development in Hybrid networks 

The operation of the hybrid networks is two-fold. The routed part is operated in the same 
way as is current practice in the Internet. The lower layer part for the lightpaths is still mostly 
done by hand using phone and email as the service layer. A number of pilot implementations 
exist to aide users and network managers to control the setup of the switches, but they require 
detailed insight of the local and global setup, of the topology, the interface properties and 
equipment specifications. They usually also require privileged access to the network devices; 
any errors could kill someone else’s traffic through the same box. Some of the main issues in a 
multi domain hybrid networking architecture are: 

- virtualisation of the network elements by a Network Resource Provisioning System  
- authorization (and associated authentication, cost accounting, etc.) 
- intra and inter domain topology for path-finding 
- addressing schemes of endpoints on the lower layers 
- web services versus in band signalling 
- connecting together domains with different NRPS’s and signalling systems 
- applicability of new photonic devices 
International projects as Phosphorus, GN2, DRAGON, G-Lambda, Enlightened and 

organizations as CANARIE and Internet2 try to alleviate several of these issues by developing 
protocols, interfaces, middleware and tools. In Europe the Phosphorus project is addressing the 
inter domain lightpath setup signalling where different domains may use different NRPS’es. In 
the rest of this section we delve into two specific research tracks at the University of 
Amsterdam. Those are the dynamical DWDM project named StarPlane and the development of 
a resource description framework for describing the lower layer networks and their 
interconnections in a format that can be exchanged between domains. 

2.1 The StarPlane project 

The StarPlane project is designed to add a new level of flexibility to the photonic 
networking on the dark fiber infrastructure in SURFnet6. The current Lambda based networks 
usually implement their LightPath services on top of SONET switches that use rather statically 
configured DWDM infrastructure requiring transponders at switching points. In our opinion a 
higher level of flexibility in a dark fiber infrastructure of modest size can be achieved operating 
directly on the photonic level. The challenge in StarPlane is to develop the technology that 
allows applications running on a grid infrastructure connected to a portion of the SURFnet6 to 
autonomously switch colors on the photonic layer. In StarPlane applications can optimize the 
interconnection network topology as function of the computational needs of the application.  
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The current photonic networks are static for several reasons. Lambda’s in fibers can 
influence each other; e.g. in an amplifier section. Photonic level switching causes the distance, 
hence dispersion, to change. In the StarPlane project the flexibility is added by introducing 
NORTEL’s wavelength selective switches (WSS) and electronic dispersion compensating 
transponders (eDCO). The WWS’s are functionally a combination of Dense Wavelength 
Division Multiplexers and micro electro mechanical switches. The switches are capable of 
selecting any combination of wavelengths out of a number of fibers (in our case 72 colors in 4 
fibers) and put them in the outgoing fiber. The actual switching is done by the MEMS part of 
the WSS and can in principle be very fast. The eDCO works by trying to figure out what the 
dispersion effect of the fiber is and then modulating the sending laser to generate a kind of 
inversely deformed signal so that when that signal arrives at the receiver the dispersion is 
cancelled out. The eDCO can adjust to changing paths. These switches and transponders are 
now installed in several locations in SURFnet6 and interconnect the DAS-3 [5] computer 
clusters. The middleware on the clusters is being adapted to enable it to signal to the network its 
desired network topology. 

2.2 Semantic Web Resource Description Framework applied for lightpaths 

When applications are in need of a lightpath service the current best practice is to contact 
the local NREN by phone or email and let them use their knowledge of the worldwide GLIF to 
construct a connection. In order to get to an automatic setup system it is imperative to somehow 
distribute the topology of the existing infrastructure. Based on ideas from the semantic web 
world we constructed an ontology and associated schemas named NDL, the Network 
Description Language, to exchange, distribute and store this topology information. NDL is an 
under-development RDF-based ontology that provides a well-defined vocabulary and meaning 
for the description of optical networks topologies [6].  

 
Fig 1 - A Google maps based graph of GLIF lightpaths. 

RDF, the Resource Description Framework provides the mechanisms to organize the data. 
RDF uses a triple-based model to represent resources and the relationship between them. The 
predicate defines a property of the subject; and the object is the value of such property. RDF 
identifies subject, object and predicate with URIs - Universal Resource Identifiers. NDL uses 
RDF/XML to define the ontologies. Currently NDL provides five schemas: topology, layers, 
capability, domains and physical schemas. Applications for NDL in hybrid networks are: tools 
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to generate up-to-date network maps, to provide input data to path finding algorithms, and to 
detect errors and faults in existing lightpaths’ setup. We have used the mapping tool to model 
the GLIF network as can be seen in fig 1. 

3. The future. 

The developments in Networking technology outpace those in computing and storage. In 
principle the interconnecting networks do not limit anymore the development of e-Science 
applications. Events like iGrid2002 and iGrid2005 and projects as GigaPort-NG, CineGrid and 
OptIPuter demonstrate a completely new wealth of applications if effort is spend to carefully 
engineer all the systems involved. The e-Science and high quality media applications are now 
approaching the Terascale. We are currently conceptually thinking about Terabit networking. 
The Lambda networks have given access to an order of magnitude more bandwidth. The unit of 
bandwidth has shifted from packets to complete photonic channels of 10 Gb/s. However for 
application to be able to use the Lambdas effectively the programming models need to be 
adapted. The Lambdas must be treated in the same way as multiple cores and processors in 
parallel programs. Middleware as MPI and the use of multithreading turns 1000 computers of 1 
GigaFlop each into a TeraFlop machine where one application can get the equivalent of a tera 
number of multiplications for its own use. We need to think of the equivalent of MPI in 
Networking such that applications can program an equivalent of a Terabit network for the 
benefit of one application. Examples of such applications are LOFAR, LOOKING, 
OPTIPUTER, CINEGRID. The solution is to work at removing or lessening the factors that 
inhibit the optimal use of the emerging new local and wide are photonic networks and to design 
systems, protocols, and grid middleware that empower applications to optimally allocate and 
use the infrastructure. This way applications can become location and distance independent 
except for the unavoidable limit of the speed of light. 
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MUSIC and AUDIO – Oh how they can stress your 
network! 

Dr R P Fletcher1
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Nearly ten years ago a paper written by the Audio Engineering Society (AES)[1] made a 
number of interesting statements: 

1. The current Internet is inadequate for transmitting music and professional audio. 

2. Performance and collaboration across a distance stress beyond acceptable bounds the 
quality of service 

3. Audio and music provide test cases in which the bounds of the network are quickly 
reached and through which the defects in a network are readily perceived. 

Given these key points, where are we now? Have we started to solve any of the problems from 
the musician’s point of view? What is it that musician would like to do that can cause the 
network so many problems?  To understand this we need to appreciate that  a trained musician's 
ears are extremely sensitive to very subtle shifts in temporal materials and localisation 
information. A shift of a few milliseconds can cause difficulties. So, can modern networks 
provide the temporal accuracy demanded at this level? 

The sample and bit rates needed to represent music in the digital domain is still contentious, but 
a general consensus in the professional world is for 96 KHz and IEEE 64-bit floating point. If 
this was to be run between two points on the network across 24 channels in near real time to 
allow for collaborative composition/production/performance, with QOS settings to allow as near 
to zero latency and jitter, it can be seen that the network indeed has to perform very well. 
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1. Introduction 

The Audio Engineering Society (AES) published their white paper (AESWP-1001) in 
1998, “Networking Audio and Music using Internet2 and Next-generation Internet 
capabilities”[1].  In this they made some key observations regarding the current state of audio 
and music over conventional networks: 

 
1. The current Internet is inadequate for transmitting music and professional audio. 
2. Performance and collaboration across a distance stress beyond acceptable bounds the 
quality of service 
3. Audio and music provide test cases in which the bounds of the network are quickly 
reached and through which the defects in a network are readily perceived. 

 
Additionally they observed that the designers of Internet2 foresaw its use for medical 

researchers, physical scientists and the leading-edge research community.  Audio and music 
were relegated to a “background function”.  The AES called this “a major, if not disturbing 
judgement”.  

 

2. Discussion 

It is important to understand the importance of the role of music in society.  All known 
historical societies have engaged in some form of musical activity.  It provides identity, 
intellectual stimulation and can evoke powerful memories.  It is fundamental to many rituals, 
events and communication.  It has also been shown to be a powerful tool for learning and 
growth.  We ignore these facts at our peril. 

Trained professional musicians are very sensitive to small shifts of temporal materials in 
the order of milliseconds.  For example, a conductor can isolate minor tuning problems in an 
orchestral section, and usually can identify the actual musician as well.  This is no trick, and is 
done by localising the position of competing signals reaching his ears using the temporal 
differences.  This fact lends credence to the need for more and better surround sound systems 
for electronic reproduction or performance.  If audio and music is to be transmitted across the 
new networks, then they need to provide this functionality and level of accuracy. 

The Internet2 Quality of Service (QoS) Working Group published a survey of the 
“Network QoS Needs of Advanced Internet Applications” in 2002[2].  This paper showed the 
need to facilitate new frontier applications, to explore complex research problems and to enable 
seamless collaboration and experimentation on a large scale.  The notion of a virtual research 
space and shared virtual reality was also noted.  Additionally, real time access was shown to be 
a major requirement as was new levels of interactivity with multisensory cues. 

From the above it does not require a huge leap to see how music and audio now fit into 
these “advance internet applications”.  Indeed, they consume most of the areas where higher 
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levels of QoS are required.  Interestingly this paper did find that audio and video were major 
requirements.  They also (for once) differentiated between high quality audio and professional 
quality audio.  The needs of these two categories necessarily overlap, but the additional 
constraints placed on the network for the latter place huge demands on the networks. 

It is important to differentiate between passive and active audio streams.  A passive, 
delivery only system can use compression, jitter buffers and can adapt to bit rate changes.  An 
active stream will most likely have no compression, or at least lossless compression, will work 
in real time and for some streams they will be two way, and hence round trip times will need to 
be factored into the equation.  There is a plethora of delivery formats, e.g. mp3, aac, real, wav, 
wma to name a few.  In the main we can deliver stereo as a file (listen later) or as a stream 
(listen now), but what of the other formats, e.g. 5.1, 7.1, or the many ambisonic types? 

The “quality” of any audio is always open to debate, and no more so than that delivered 
over the net as “near CD quality” at 128 kb/s mp3!  But on earphones can you really tell the 
difference and more importantly, do you care?  For “better quality”, one can always up the 
encoding bit rate.  We will also have surround sound delivery in the near future thanks to the 
new mpeg surround sound standard published on 12 February 2007[3].  Work is also in progress 
to encode some ambisonic types into vorbis .ogg streams. 

Another debate concerns compression (or not).  There are lossless and lossy compression 
types.  Examples of lossless formats are FLAC, Apple lossless, Dolby TrueHD, Monkey's 
Audio, TTA, wavpak, WMA lossless,  and examples of lossy formats are mp3, adpcm, ATRAC, 
Dolby Digital, Musepack, TwinVQ, Vorbis ogg and WMA.  In the lossless world, FLAC and 
wavpak are very popular and in the lossy world, mp3, ATRAC, vorbis ogg and WMA are 
popular.  Of course, the Dolby standards are ubiquitous as well. 

The final debates are about how many bits are required and at what sample rate.  Many 
will argue that 16 bits is enough and can encode all the frequencies we can hear.  But, high 
frequencies (even those we cannot hear) will colour lower frequencies through interference.  
Whether we can all hear these subtle changes is debatable.  However, it is common to use a 
minimum of 24 bits when recording to allow for headroom and 32 bits is commonly used at the 
mixing stage.  However, the newer range of hardware mixing consoles and software mixing 
programs have moved to 64-bit pathways.  In fact, 64-bit IEEE floating point format is often 
advocated.  There are endless arguments about significant bits in the various representations of 
floating point numerical data in computers.  None more so than the effects of dithering when 
moving from a full 64-bit mix down to a 16-bit mix ready for a CD! 

And, what of sample rates?  Again, there those who would contend that 44.1 KHz is 
acceptable for all, i.e. at 16-bits, this is what is on a CD.  However, 48 KHz is used by DAT and 
audio on DVD-Video (and let us not forget that many consumer grade soundcards run natively 
at higher rates and down sample from 48 KHz to 44.1 KHz, often with quite poor results!).  96 
KHz is used by recording engineers and is the rate on DVD-A, from stereo to 5.1 surround 
formats.  Higher rates can be found on DVD-A, 192Khz for mono and stereo, and interestingly, 
88.2Khz and 176.4 KHz is also seen (heard?) on DVD-A. 

Musicians have been collaborating over the net for many years exchanging files, and in 
some cases actively collaborating with “jamming” systems, e.g. RocketNetworks using midi 
data streams and recently with NINJAM using audio streams.  Lossy compression schemes 
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should not be used due to inherent signal degradation when going through many encode/decode 
cycles.  Lossless compression can be used but the codecs will introduce more latency into the 
system.  Smart systems which detect silence and only send metronome signals for 
synchronisation are beginning to be used. 

From the network point of view the engineers need to look at the worst case data rates, if 
the network can cope with these, then everyone will be satisfied.  Therefore, 192 KHz at 64-bits 
is the highest data format likely to be used at present – this is 11.7 Mb/s in uncompressed format 
per channel.  Therefore, if we scale up to a basic 24 channel mix, then the data rate works out at 
281.25 Mb/s.  Thus, for composers to work together at remote sites in near real time we would 
need the audio to flow between the two sites, most likely at half the data rate (i.e. 96 KHz).  The 
composers would need to trade off compression against extra latency.  In the end, the latency 
due to the laws of physics has to be dealt with in some form, and having a predictable latency 
with close to zero jitter is the goal.  

The new photonic networks open up many possibilities for such collaborative work.  1 
Gb/s connections are commonplace.  In the UK, the UKLight network (part of SUPERJanet-5 
infrastructure) can be used to interconnect sites at rates up to 10 Gb/s.  In turn lightpaths can be 
provisioned to sites in Europe via GEANT2 and to the USA via STARLight and other country-
wide infrastructures (e.g. National Lambda Rail) and to Canada via CANARIE. 

To date, and unsurprisingly,  most of the use of such connectivity has been for “big 
science” to have access to very large datasets or high performance computing, aka Grid 
computing.  However, there have been a number of successes in the Arts and Humanities fields 
with musicians taking master classes remotely, using HDTV video streams and full surround 
sound audio.  In a similar vein, remote collaborations have taken place with jazz ensembles and 
increasingly, cultural exchanges via HDTV and audio across multiple sites across the globe 
have been happening. 

The next “big thing” to encompass all of the above is the push towards digital cinema, and 
the cinegrid project[4] is just one of these.  The video is at least 4096 x 2048, and may use up to 
24 channels of surround sound.  The data rates for this format are not inconsiderable, as are the 
constraints put on the QoS of the networks in use.  Add to this the requirement for remote 
collaboration when creating content for this next generation of cinema experience, we have 
applications in the audio (and video) world which will really stress the best networks. 

3. Conclusion 

 
From the above discussion it should be clear that audio data can indeed make considerable 

demands on the networks on which it will be running.  It should be noted that these demands 
become more critical as the applications in use move more towards the real time environment.  
The viability of collaborative composition and performance environments and their adoption 
into mainstream use in the Performing Arts arena will be in part driven by the ability of the 
network engineers and designers to provide the QoS required by the audio streams.  Add the 
video dimension into this equation, and the requirements become even more demanding.  It may 
be that for many of those engaged in these new exciting areas more dedicated network services 
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will have to be provided.  To date we see this happening in the broadcasting domain where the 
main players in the field have their own networks for the transmission of TV and radio content.  
In the academic research domain we are lucky to have access to the new generation of high 
speed networks, although it is the case that most of the activity on these networks is associated 
with “big science”, e.g. high energy physics, astronomy, medical science etc.  Gaining access to 
these networks is not trivial, and provisioning the appropriate links to a performance space often 
requires considerable work and expense.  It also requires gaining access to a number of 
professionals not usually engaged in working with “artists”, and this in itself can present a 
considerable “challenge” for all parties concerned.   

 
It is worth noting that the tools required to create content need to be written and we also 

need a new breed of artists to design the content both in the video (which may be multiscreen) 
and audio domains (which will be in surround sound and even 3D).  Add to this the challenge of 
remote collaboration/composition/performance, it is clear that these new tools must embrace the 
network technologies from the ground up.  Also, these e-artists need to interwork with the e-
scientists to draw upon their existing expertise. 

 
Finally, it is heartening to see these issues being aired, and even more important to be able 

to work alongside established e-scientists who now appreciate the issues associated with these 
media on the network.  To put it simply, it’s just data, lots of it, and it needs to run quickly, very 
quickly, and we really must not lose any of it. 
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The objective of this paper is to briefly give an overview of a research project dealing with the 
social construction of use of information communication technologies among new media artists 
interested in online collaboration. It will outline the theoretical and methodological tools applied 
to the case study of the MARCEL Network. 
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1. Introduction 

Near the end of his classic work on the social construction of art and the coordination of 

artistic activity, Howard S. Becker (1982, pp.314-350) details a fascinating comparison 

between the development of two similar technologies with somewhat promising artistic 

applications in the late 19th and early 20th century. The first of these technologies is the 

stereoscope, the second is the photograph. In his account, he describes how the latter 

went on to be accepted by most of society from the amateur to international high art 

institutions as a tool for artistic creation while the former became a temporary fad that 

was quickly relegated to obscure collections of curiosities. Although Becker is unable to 

give the reader a definitive answer as to why one succeeded while the other did not, it is 

fascinating to extend his reflections to new media technologies and to ask how some of 

these may one day contribute to the work of a contemporary Stieglitz. One approach 

could involve documenting how these digital technologies are currently employed by 

artists. This way, it may be possible to contribute to a wider understanding of the 

dialogical relationships between artists, the tools they use, and the wider art world that 

surrounds them. 

 

With this is mind, a case study has been put together to observe how artists apply the 

network metaphor to information and communication technologies (ICTs), specifically 

high-bandwidth academic networks, in order to coordinate the collaborative online 

production of new media artworks. The two main research questions are: 

 

1) How does the network metaphor enable media artists to coordinate the online 

collaborative production of art works? 

 

2) How does it enable the coordination of consumption/use of ICTs? 

 

This paper will briefly set out the theoretical and methodological framework guiding 

this case study as well as provide some observations stemming from preliminary 
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fieldwork. It will then attempt to demonstrate how the research structure and its findings 

might benefit those working in the field of e-science.  

2. Theoretical framework 

Research in the social sciences pertaining to artists often focuses on their role as 

producers. The production of culture perspective (Peterson & Anand 2004), for 

example, applies organisational sociology to the study of how producers and 

distributors organise in order to better understand the dynamics of power that structure 

the meanings of cultural products before they eventually make it to the general public. 

But where the paint of a painting comes from is rarely of interest to the viewer. Some, 

such as those in the field of audience studies (Livingston 1998), would argue that the 

viewers themselves can generate all sorts of meanings independently of the producers 

intentions. But in the case of this research, the relationship between the artists, their 

support personnel and the new media technologies remains unstable. The research must 

focus instead on the “dynamics  of uses” (Martin-Barbero 1993), the shifts between 

strategies and tactics (de Certeau 1984) and between the role of producer and consumer 

among actors and organisations that are trying to acquire or maintain creative power. 

We are observing what some in the 19th or 20th century might have called an “avant-

garde movement” where experimentation with conventions is taking place. But these 

days it is called a “network” of “project managers” and “web developers”. In order to 

this, the research calls on a theoretical framework that combines the model of 

conventions as developed by Becker (1982) with Martin-Barbero’s (1993) model of 

mediation in order to allow the researcher to follow the articulations between 

institutional traditions (such as the contemporary art world, new media, and academia), 

the actors that maintain these traditions, and the technologies that support their 

activities.  

 

Employing Lammers and Barbour’s (2006) model of institutions it will be possible to 

identify institutional discourses and practices relating to the art world and to new media 

and to see how they are reproduced by individual actors and organisations in order to 

mediate the conventions pertaining to the use and production of ICTs. This may in turn 
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provide a glimpse into the ways ICTs are selected and used by individual artists and arts 

organisations. It may also provide us with the tools to observe whether institutional 

power relations enable the social construction of the new media artist as an empowered 

actor in the field of new media. 

3. Research design and methodology 

The case study selected for the research is the MARCEL Network. It is first conceived 

during a series of conferences in the late-1990s in Souillac (Foresta & Barton 1998). 

Following this, a number of artists and other new media art practitioners set out to build 

“a permanent broadband interactive network and web site dedicated to artistic, 

educational and cultural experimentation, exchange between art and science and 

collaboration between art and industry” (MARCEL 2004). By 2001 experimentations 

with high-speed academic networks between Le Fresnoy (France), the Wimbledon 

School of Art (UK), and Ryerson (Canada) are attempted. The Public in West 

Bromwich and other new media centres and academic institutions across Europe and 

North-America (Ibid) soon follow suit. Most of the experimentations centre on the 

realtime collaborative potential of video-teleconferencing software such as Access Grid. 

 

The research design consists of a multi-sited ethnographic case study (Marcus 1998) of 

the MARCEL Network’s activities. The researcher will follow the network’s activities 

over a two and a half year period, visiting locations across Europe and North America 

with the objective of generating:  

 

1) Multiple “career threads” through document analysis and interviews. It is hoped that, 

by not only documenting the careers of individual artists (Peterson 2004) but also 

documenting the careers of the technologies used (Kopytoff 1986, Silverstone et al. 

1991) and the organisation as a whole, it will be possible to produce a sufficiently clear 

historical context for the Network’s activities. 

 

2) Field notes and audio recordings of participant observation of Networks activities as 

well as interviews of key actors for ethnographic and discourse analysis. 
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These two empirical objectives respectively constitute a moment of socio-historical 

analysis and a moment of formal analysis which will then be combined in a moment of 

interpretation-reinterpretation (Phillips and Brown 1993) as part of a complete critical 

hermeneutic methodology. Using this approach  allows the researcher to attempt to 

triangulate the observations in order to distinguish particular conventions as well as go 

further into an analysis of how these conventions are mediated when communicated 

between different actors or organisations in the field. The principal research objective is 

to come to a critical analytical understanding of artists’ application of the network 

metaphor to ICTs in order to coordinate the production and use of new media artworks. 

Although it will be impossible to reach a definitive objective conclusion, it is hoped that 

such an imprecise description can eventually lead to a better shared understanding of 

creative activity in new media. 

4. Preliminary findings 

The case study has passed its mid-point phase. Although there remains much work to be 

done before presenting any compelling findings, it is possible to present a few 

preliminary observations and hypotheses. Most new media artists encountered over the 

course of the research seem to face considerable challenges due to limited resources, 

both in terms of financial and institutional support. Although the word “network” is 

somewhat inconsistently applied by actors, it does seem to preserve a certain particular 

characteristic across most of the organisation’s members which allow them to deal with 

this limited support. The characteristic can be summarized as an implicit understanding 

of the importance of disseminating and maintaining particular kinds of “ownership” 

(Strathern 1996) of conventions relating to the use of ICTs, one of which I will call 

“squatting”. Although it is impossible to adequately develop and qualify this research’s 

use of Strathern’s notion of ownership and its theoretical influence on the the notion of 

“squatting”, it is possible to briefly define “squatting” as the tactical use of institutional 

power in order to share and develop conventions relating to the use/consumption of 

ICTs in new media art.  



P
o
S
(
E
S
L
E
A
)
0
3
0

Who “owns” the network? Frédérik Lesage 

 
     6 

 
 

5. Conclusion 

Although it is certainly impossible to predict whether these artists’ choices of 

technologies will one day lead to as successful an art world as photography, it is my 

hope that this research will at least lead to a greater appreciation of the dynamics of art 

world activity. The two principle objectives of this paper have been to present:  

1) Conceptual tools for the study of organisational networks using ICTs, particularly 

how certain types of mediation of conventions, like ownership, might lead to a better 

understanding of the diffusion of creative practices and discourses relating to new 

media.  

2) An introduction to the activities of the MARCEL Network and a wider understanding 

of artists’ challenges and interests when working with ICTs. 
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There is, without doubt, a strong tradition amongst the Arts and Humanities community of the 
gifted individuals: academics who can, and do, labour long and hard alone in libraries or 
museums, to provide significant scholarly works.  The creation and organisation of large data 
sets, the desire for enhanced accessibility to data held in disparate locations and the increasing 
complexity of our theoretical and methodological aspirations inevitably push us towards greater 
use of technology and a reliance on interdisciplinary teams to facilitate their use.  How far such 
a process has become established, however, is a moot point.  As the director of one Arts-based 
Visualisation laboratory[1] that possesses an UKlight connection, I would probably observe that 
the Arts and Humanity community has, largely, remained aloof from many of the recent 
developments of large-scale, ubiquitous technologies, with the notable exception of those that 
permit resource discovery.  It remains a fact that the emergence, for instance, of GRID 
technologies in other disciplines has not yet had the impact one might have expected on Arts 
and Humanities.  It seems certain that reticence has not been the consequence of a lack of data 
within the Arts.  Others, including archaeology, sit at the edge of the natural sciences and are 
prodigious generators of data in their own right, or consumers of digital data generated by other 
disciplines.  Another assertion that may be considered is that Arts research is not amenable to 
large-scale distributed computing.  To a certain extent, successful Grid applications are linked to 
the ability of researchers to agree methodologies that, to some extent, permit a “mechanistic” 
world view that is amenable to such analysis.  However, in contrast it is not true that Arts 
research is either so individual, so chaotic or anarchic that it is impossible to demonstrate the 
value, at least, of e-science applications to our disciplines. 
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1. Introduction 

Potential Arts and Humanities E-research activities can be broken down, in general terms, 
as shown in Figure 1 and one suspects that most researchers would be comfortable with the 
assertion of one or more of these general themes as being central to their own work. 

 

 
Figure 1.   e-Research Activities 

 
Visualisation, an area of specific interest for my own area of research (Landscape 

Archaeology), may be regarded as a useful point of departure in considering where the Arts 
stand in respect of forming an E-Science agenda and whether it may move towards a 
proportionate use of available technology, including high volume, low latency networks. Aside 
from the technical aspect of visualisation, visualisation carries the implication of being, in most 
senses, a final act within a larger research process that has involved the collection, selection and 
manipulation of data in some iterative manner. 

2. Discussion 

For the Arts the act of visualisation, therefore, carries considerable theoretical or 
methodological baggage.  Intellectually the act of visualisation is a highly emotive act and, 
within archaeology at least, there has been considerable debate as to the legitimacy of 
visualisation as an isolated output. This is hardly surprising in a society in which dazzling 
imagery is ubiquitous and pervades everyday life.  However, for historical disciplines it has 
particular significance.  By definition, our reality is usually a degraded image of an original that 
has eroded or rotted away, or the proxy representation of past events through surviving records 
written, frequently, by people who never witnessed the events far from the places they lived.  
The impact that virtual reconstructions may have on the observer is inevitably more real than 
the heap of rocks and lines of postholes that we encounter daily on archaeological sites or the 
dry, detailed footnotes of a historical text.  Media representations of historical events and 
archaeology in particular, seem particularly open to virtual representation and, perhaps, 
misrepresentation.  In this context, we might consider the example of a digital model[2] of a 
Wild Goat style cup, see Figure 2, created from an original in the Museum of the Institute of 
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Archaeology at Birmingham.  The cup itself is a relatively simple stemmed vessel and of 
interest mainly because of the suggestion that the painted design might indicate that the vessel 
was a skeuomorph whose metal prototype possessed incised angular designs that were repeated 
in paint on the clay copy.  Some time ago, this cup was scanned and rendered with an image of 
the surface design.  This model was used, with the surface of the design raised, to create a 
casting in metal but the digital model was also rendered haptically to permit the user to view the 
digital model either as metal or clay.  The significance of the exercise was not so much the 
ingenuity of permitting visitors to touch, virtually, an object that would otherwise have only 
been experienced through the glass of a museum case: rather it was the fact that the visitor 
experienced an enhanced act of interpretation.  It may be that there never was a metal original of 
the stemmed cup and its representation (digital or physical), remains an act of subtle 
imagination.  The experience of interpretation is therefore a central role of visualisation rather 
than the simple representation of any particular reality. 

 

 
Figure 2.    Wild Goat style cup 
 

The environment itself is a physical and viewable research asset that requires 
incorporation within interpretative schema.  Imbued with meaning, we now study our physical 
and natural context in its own right and appreciate the ability of landscapes to manipulate 
human action as a consequence merely of its existence.  There is an important point to be made 
here and that is, with respect to landscape, the significance of the new technologies is not 
simply power, but the application of the continuous measurement and analysis of space and the 
extension of the analytical sphere to virtually every part of a landscape may be equally 
significant.  If so this means that the Arts will increasingly stray into the area of the 
environment, the natural sciences and, by implication, will therefore appropriate demands for 
substantial computing power.  

Over the next 5 years or so one can predict that the emergent technologies for 3D 
landscape scanning from ground or air-base platforms[3] will further transform our capacity for 
control of space, filling the gap between ground-based geophysics and traditional aerial 
photography, through the reproduction of the surface of the landscape in an almost seamless 
fashion.  Alternately, consider the potential of work piloted by Ian Haynes, with a Birmingham 
group at the Lateran where physical reconstruction of the superstructure of the church is 
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incorporated with volumetric rendering of data from ground penetrating radar to provide a wider 
interpretative context of this internationally important building. 

However, infinitely finessing the resolution of data itself cannot satisfy our disciplinary 
aspirations to explain the past.  Physical scale can become a driving force in its own right.  The 
example here can be of route analysis which might vary in scale between local paths beside a 
farm to trade routes that span continents.  Although analysis of any of these communication 
routes may be quite simplistic in itself the potential of scale, but also resolution, as a driver of 
computational need should be clear.  

However, nothing demonstrates this more dramatically, perhaps than the Birmingham 
project on the Palaeolandscapes of the Southern North Sea.[4]  This project seeks to explore the 
land inundated by the sea during the last great period of global warming.  Between the end of 
the last glacial maximum and c. 6,000 BC an area larger than England was lost to the sea.  This 
great plain was probably the heartland of the Mesolithic populations of North Western Europe.  
Man lived and walked the rivers and valleys of this country and the hills and the plains have 
since been lost beneath a remorseless onslaught of water.  Today, we can barely trace the 
outline of this vast landscape. This month a research team in Birmingham, funded by the 
Aggregates Levy Sustainability Fund, is concluding the mapping of more than 20,000 km2 of 
this landscape using 3-dimensional seismic data collected for the purposes of oil and gas 
exploration and provided by PGS.  This is an archaeo-geophysical survey the size of the whole 
of Wales, see Figure 3.  Using this data we have begun to trace, and even to name, the rivers, 
hills and valleys that have been lost to mankind for more than eight millennia, see Figure 4.  We 
have not yet begun to finesse this relatively course data with the thousands of 2D lines, cores, 
borehole data, and the steps to recreate this lost world have begun to involve immersive VR, 
and intelligent life modelling.  The past is not a foreign country it is an imaginary one, but that 
does not absolve us from the responsibility to study and learn from it. 

 

 
Figure 3. Area of Study 
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Figure 4   Rivers, Hills and Valleys 

 
The intellectual freedom that is demanded for Arts projects, and the range of legitimate 

research routes to provide provisional statements, requires flexibility and the imaginative use of 
available technologies.  However, whilst flexibility and imagination are desirable qualities in 
general, the intellectual and technological landscape relating to visualisation looks to have more 
in common with the Wild West rather than the Arcadian backdrop often more suitable for a 
considered national research strategy.  Despite this, it is appropriate that some statement is made 
on both the practise and principles regarding ICT development in the Arts and Humanities. 
There are a number of specific points that I would also raise under these headings. 

The number of groups that are currently involved in large-scale e-science programmes 
within the Arts is relatively small, nationally or internationally, and it is unlikely that any 
specific group will establish complete competence across the range of technologies likely to be 
used or be able to provide appropriate resource for all potential projects.  However, it is critical 
that the United Kingdom possesses and develops the potential of existing expertise.  Integrative 
technologies, most notably the Access Grid, perhaps linked with virtual network computing, 
will be central to linking the increasingly disparate groups that are required to study project 
which span the Arts and natural Sciences.  Powerful low latency networks such as UKLight, 
with near seamless computing capabilities, may become central to development of distributed 
research programmes dealing with significant shared data sets.  Integration with monuments, 
dress, and reception studies, particularly in Classics or Ancient History probably demand high 
quality photorealistic representation.  The capacity for immersive replication of human 
movement is likely to become significant over time and appropriate data capture facilities and 
rendering capacity will follow from this. 

Following this, I think it equally appropriate to highlight a number of strategic issues. It is 
essential for the Arts that technology is adopted on our terms.  Even if the technology is shared, 
our requirements are not those of other disciplines.  We must avoid, for instance, the situation 
relating to archaeological science, the responsibility for which was devolved to NERC.  
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External disciplines have advice to offer but they cannot be allowed to determine our research 
agendas. As a group the Arts must seek appropriate funding that allows infrastructural 
development. There has been a tendency in the past for "big science" to control dedicated 
computational facilities rather than the Arts.  If we do not have appropriate funding, then we 
will fail to establish an appropriate pool of expertise within our disciplines and our research 
agendas will suffer as a consequence. 

The nature of modelling behaviour is such that we require resources capable of modelling 
exponentially expanding data sets and the complexities of human action.  In areas where we 
touch the physical sciences, the Arts must demand parity for our research with physical 
geography, geology and the Social Sciences.  As a bottom line we have to be confident, and 
active, in our assertion of the significance of Arts and Arts visualisation.  We are part of the 
larger visualisation market that feeds the cultural economy and this should be recognised.   

3. Conclusion 

In conclusion, we must acknowledge that large data and their use is a challenge for the 
Arts.  However, this is not simply because visualisation is technically complex or even because 
it is expensive.  Rather this reflects the fact that so much of our visual content is itself 
contentious.  However, we cannot sidestep tension in interpretation as this may, in respect of 
multivocality and reception, be central to academic exploration.  In such situations, 
sophisticated visualisation may well be the most appropriate route to investigate such 
phenomena.  Following from this, if we do accept that complex visualisation is to be part of our 
academic strategy there can be no half measures in providing resource.  Whilst it is good to 
share, and we have much to learn from other disciplines in relation to specific technologies, we 
must accept that responsibility regarding the relevance of visualisation technologies to the Arts, 
and the implementation of these technologies, is ours alone.  
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The Exploitation of Switched Lightpaths for e-Science Applications (ESLEA) project is evaluat-
ing the feasibility of using switched lightpath networks to support various e-Science applications.
This feasibility is being investigated via case studies, one of which pertains to the use of such net-
works to support distributed healthcare research and delivery. We consider some of the constraints
and challenges associated with the use of switched lightpath networks in this context.
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1. Introduction

The future of networking is moving towards switching in the optical domain, with the UK’s
effort being represented by the UKLight network. Within the UK, the national e-Science Pro-
gramme [1] helped drive the development of infrastructures and applications to deliver ‘large-scale’
science. In this spirit, the Exploitation of Switched Lightpaths for e-Science Applications (ESLEA)
project [2] aims to pioneer the use of UKLight to support a variety of e-Science applications. The
concern of this paper is the e-Health ‘mini-project’ of ESLEA.

A two-pronged approach has been taken within the e-Health mini-project: the consideration
of generic issues and the consideration of more specific issues pertaining to a particular application
area have been split into two parallel tasks. Initial experiences with respect to the former were
reported in [3]; initial experiences with respect to the latter were reported in [4].

The specific application associated with the e-Health mini-project pertains to typical use cases
derived from the Integrative Biology project (IB) [5, 6], which is developing a customised virtual
research environment to support researchers in the integration of biological information across
multiple spatio-temporal scales. IB has established a community that is committed to sharing
technologies and best practice with respect to heart and cancer modelling. The exploitation of
networks such as UKLight has the potential to improve remote visualisation and to allow models
to be run at more than one site—even when they are tightly coupled.

Current models of action-potential propagation within whole-heart models can involve finite
element meshes with tens of millions of nodes, and up to 50 solution variables. Solutions in real-
time for just a single heartbeat require (at least) millisecond temporal accuracy, resulting in data
generation in the 10–100 TeraByte range from a single simulation. Establishing the feasibility of
running a resource-intensive simulation model of electrical activity in the heart across a number
of geographically distributed sites, using UKLight to provide the necessary low latency network,
could offer significant benefits.

The structure of the remainder of this paper is as follows. In Section 2 we expand upon our
use cases drawn from IB. In Section 3 we describe our experiences in trying to realise these use
cases. Finally, Section 4 provides a brief summary of this contribution.

2. ESLEA and IB

IB is developing a customised virtual research environment that is capable of supporting re-
search scientists in the integration of biological information across multiple spatiotemporal scales.
Such integration could provide comprehensive descriptions at the system level, which can aid in
the determination of biological function in both normal- and patho-physiology. It is intended that
the tools developed by IB will support and accelerate the work of clinical and physiological re-
searchers. The long-term beneficiaries of the work should be patients with heart disease and cancer,
which together cause 60% of all deaths within the UK.

To this end, IB’s end-users are drawn from the bio-mathematical modelling, cardiac physiol-
ogy, and clinical oncology communities. These groups all wish to make use of mathematical mod-
elling and HPC-enabled simulation to investigate multi-scale and multi-physics phenomena in the
modelling of the heart or cancer. Much of this work is grounded in experimental data and involves
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the development of complex mathematical models, usually involving the solution of non-linear sys-
tems of coupled ordinary and partial differential equations (or equivalent stochastic representations
of the underlying processes on very small spatial scales) in complex, deformable three-dimensional
geometries. In addition, very large quantities of simulation data are being generated which must be
validated against experiments, curated, synthesised, analysed, and visualised.

IB is using, and has used, a variety of computational and storage resources distributed through-
out the UK, including HPCx at Daresbury, CSAR at Manchester and NGS (National Grid Service)
Data Clusters at the Rutherford Appleton Laboratory (RAL).

The activity pertaining to IB and ESLEA was split into three phases.
The intention of the first phase was to set up a link between Daresbury and RAL, with a view

to transferring TeraBytes of simulation data between the main computation site at Daresbury and
the main storage site at RAL.

The plan for the second phase was to utilise the link established in the first stage for the
purposes of visualisation—with data being streamed for storage also being passed to visualisation
servers based at RAL. The motivation for this was that such processing had the potential to reduce
the high bandwidth stream of raw simulation results into a relatively low bandwidth stream of
geometry information—which could then then be shipped to the end-user for rendering on their
desktop over normal low bandwidth networks.

The third phase was more ambitious, and involved the execution of a heart model across het-
erogeneous compute resources. In modelling heart mechanics, the equations that model the me-
chanical pumping action are coupled to the electrical activity generating the muscular contractions
via a large system of ordinary differential equations which model the ion flows through the cell
membrane. A potentially attractive approach is to solve the ODE systems on a massively parallel
processing (MPP) architecture whilst simultaneously solving the mechanical problem on an sym-
metric multi processing (SMP) architecture. To make this approach feasible would require very
rapid communications between the HPC resources, with minimal latency, jitter and packet loss.
The intention was to use UKLight to couple the MPP and SMP resources (respectively the HPCx
and CSAR facilities), to provide an optimal architecture on which to execute the heart model.

3. Experiences

First, a large number of people external to the ESLEA and IB projects (such as systems ad-
ministrators of the end systems and local networks at the relevant sites) were required to facilitate
the first, relatively simple, use case. There was initially an understandable reluctance to connect
the storage facility to UKLight in case the potentially very large workload from this connection
caused a denial of service to other users. Eventually, however, the relevant parties agreed that the
use case was feasible and would work on it.

To execute the first use case, it took on the order of a month to install the necessary Globus
client software and obtain grid certificates to connect to the NGS Data Clusters at RAL. One of the
factors with the software installation was that there were multiple sources of information, which
were slightly different. For example, there is a generic installation guide from Globus, but this
contains none of the specifics of the UK NGS. There was also a step-by-step instruction guide
produced by the IB project, but this was in part out-of-date as the UK NGS was in a ‘state of
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flux’ at the time. In addition, advice involved reinstalling the Globus software as root—as non-root
installs were not recommended; this, obviously, involved a significant amount of rework.

Eventually, these problems were overcome and it was possible to make some baseline mea-
surements for the data transfer use case. The next task was to make the same measurements with
the data routed over the UKLight network.

Even when UKLight was correctly provisioned, tests revealed that the end-to-end data trans-
fer was an order of magnitude below what was expected. Diagnosing this problem proved very
difficult. The ESLEA e-Health project did not initially have login access to the relevant nodes of
the SRB storage facility, a prerequisite to performing the most basic of diagnostics. The security
policy associated with the SRB prohibited external login, but after a period of time we successfully
negotiated the login access we required.

Diagnostic tests could then be performed. The end-to-end network was tested using the iPerf
program. iPerf needed to be compiled on HPCx which runs the AIX operating system, but this
did not work out-of-the-box. The HPCx help desk could not resolve the issue, although it was at
least responsive. Members of the wider ESLEA community were drawn upon for support with
compiling iPerf and this proved extremely fruitful. The diagnostic tests revealed that the network
was the bottleneck, rather than the end systems.

Unfortunately, drilling down into the network issue was not possible for the ESLEA e-Health
project. The ESLEA project is not aware of the topology of the network between the end systems
and the UKLight point of presence, and in any case has no administrative rights to the relevant
network devices, which would normally be needed to run diagnostics. Therefore, the problem was
passed to the local area network support. This problem was never resolved.

The second use case required modifications to the visualisation software being developed for
IB. Instead of post-processing simulation results from a data file, it was required to work with a
stream of data being received from the network. Understandably, those responsible for the visuali-
sation software were not willing to make these changes, and it would have been difficult for anyone
not already working on the software to make such changes; as such, the use case was dropped.

The software for the third use case was developed by the ESLEA e-Health project working
closely with members of the IB project. The software took longer than expected to be developed.
The scope of the software was reduced in that just an electrical model was developed. Nevertheless
the software was capable of being run in parallel over the UKLight network, using MPICH-G2: a
grid-enabled implementation of the Message Passing Interface for parallel computation.

CSAR went out of service before the end of the project, and therefore an attempt was made
to run the software between the TeraGrid and HPCx. However, due to issues associated with the
compilation of the large software stack, this was not achieved within the time-frame of the project.

Leveraging the IB experience, we see that collaboration within the heart modelling community
stems from the development of a trust between scientists—and often these collaborations require
the users to develop ‘experiments’ where disparate groups are required to run simulations, visualise
results and contribute to joint papers. Scientists invite colleagues to participate in an experiment
and require deployed systems and networks to ensure that these experiments, meshes, generated
data and visualisation results are kept secure from competitors. The utilisation of high perfor-
mance computing facilities requires users to manage accounts on multiple facilities and transport
information across the world to secure data stores for real time visualisation or later analysis.
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To realise the potential of utilising UKLight or similar networks for applications drawn from
projects such as IB requires significant effort from many different parties—some of whom will
never benefit (directly or indirectly) as a result of the activity. As often seems the case with large-
scale projects, the political and social challenges have the potential to outweigh the technical ones.
And if our experiences from ESLEA tell us one thing it is that if the potential of using switched
lightpath networks for distributed heart modelling is to be realised fully, the political and social
challenges will have to be tackled before any meaningful attempt can be made at tackling the
technical ones.

4. Discussion

The e-Health ‘mini-project’ was an ambitious attempt to demonstrate the potential of switched
lightpaths for e-Health applications. The chosen application was, in the authors’ opinion, the cor-
rect one—the potential benefits for the heart modelling community are significant, especially if the
resources provided by the IB infrastructure are being leveraged. Unfortunately, the hurdles faced—
coupled with a lack of ‘buy-in’—meant that progress was difficult. Our work has demonstrated that
while other application areas have a pressing need for switched lightpaths now, the urgency of the
need for them within the e-Health context is not quite as crucial—but we would argue that it is on
its way.
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to monitor their bandwidth utilisation. This paper looks at the methods that could be used and 
the implementation of those technologies within the UKLight infrastructure. 
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1. Introduction 

The ESLEA[1] project’s objective is to utilise the switched lightpath network, 
UKLight[2], provided by UKERNA[3] to support the data transfer requirements of the eScience 
community.  In order to assess the success of the project and to be able to provide reporting data 
the collection of traffic throughput and utilisation is essential.  The project has UKLight links 
terminating in the UK at UCL, Lancaster, Manchester and Edinburgh, and due to the nature of 
UKLight it is only possible for us to monitor the network traffic at these points [Figure 1]. The 
monitoring has been implemented in several stages, with each stage attempting to improve the 
usefulness of the collected data. 

 

 
Figure 1 

 

2. MRTG 

 
The Multi Router Traffic Grapher (MRTG)[4] is a tool to monitor the traffic load on 

network links. MRTG generates HTML pages containing images which provide a visual 
representation of this traffic [Figure 2].  The first iteration of our “monitoring system” was to 
install an MRTG monitoring server attached to the project routers at each of the sites.  This gave 
us basic utilisation monitoring capabilities for each of the UKLight links. 
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Figure 2 

 

3. Weathermap 

A “weathermap”[5] style of visualisation was made to bring all the MRTG resources 
together into a simple and easily understood interface.  It acquires the information provided by 
the MRTG system and displays it on a map to represent the logical topology of the ESLEA 
project UKLight links [Figure 3][6]. 

 
Figure 3 
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4. RRDTool and PerfSonar 

The MRTG system is limited to taking samples every 5 minutes, and averages the data 
down into longer periods when looking at historic data which can lead to misleading figures.  
To overcome these limitations a Round Robin Database (RRD)[7] was then deployed. This is a 
tool set that allows the storage of time-series data in an efficient and systematic manner and 
provides tools for analysing that data.  Using RRD we increased the sample collection rate to 
every 60 seconds, and increased the accuracy of the figures when looking at historic data.  

The PerfSonar project[8], the result of a joint collaboration between ESnet, Geant2, 
Internet2 and RNP, is a web services infrastructure for network performance monitoring that 
provides services for publishing the data stored within these RRD files.  By utilising the 
PerfSonarUI[9] it is possible to interrogate these web services to dynamically produce graphs 
similar to the ones produced by MRTG showing inbound and outbound throughput [Figure 4] 
but with more granularity and other additional features such as the ability to zoom in on areas of 
particular interest. 

 
Figure 4 

 

5. Summary 

All three tools can provide useful utilisation metrics to a project assuming appropriate 
access to the networking equipment can be arranged.  Both MRTG and the Weathermap tools 
were easy to install and configure but are limited in their resolution.  The Weathermap in 
particular provides an easy to digest view where there are a larger number of connections being 
monitored.  PerfSonar is more suited to being deployed by the network service providers rather 
than on a project level as is has a rather convoluted installation and configuration process, it is 
however by far the most advanced and flexible of the systems that we used. 
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This paper describes the VLBI_UDP application, which has been designed to transport VLBI 
data using the UDP protocol. Modifications to provide additional features such as file access 
and packet dropping are described, and results obtained from tests conducted with the 
application are presented. 
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1. Introduction 

e-VLBI requires vast quantities of data to be sent from several outstations (telescopes) 
over high-speed computer networks and the Internet to a single correlator. Currently, VLBI data 
rates of 512 Mbit/s are achievable using the Transmission Control Protocol (TCP) [1]. An 
alternative to TCP is User Datagram Protocol (UDP), which is what VLBI_UDP relies upon. 

2. The case for UDP 

Whilst e-VLBI in the EVN can run at 512 Mbit/s with TCP, if longer baselines are used, 
for example across the Atlantic, TCP may struggle to sustain a constant 512Mbit/s should any 
packet loss occur. TCP guarantees all data sent will arrive and in the right order, but was 
designed with congestion control algorithms which reduce the transmission rate by half if any 
packet loss is detected. There are both software and hardware buffers in the Mark5A systems 
which can compensate for a reduced transmission rate for short periods of time, but extended 
slow periods would mean the buffers run empty. The higher the round trip time (RTT), 
proportional to the physical network distance, the longer it takes TCP to recover back to its 
previous rate after a packet loss event [2]. UDP, on the other hand, does not guarantee delivery 
of data, and the transmission rate is governed by the user.  

3. VLBI_UDP architecture 

VLBI_UDP was originally written as a monolothic application by Richard Hughes-Jones 
for iGrid 2002 as a simulation of the loads e-VLBI places on the networks. It has since 
undergone several revisions with extra features being added, and these are detailed below. The 
current architecture is represented graphically in Figure 1. There are 3 components to 
VLBI_UDP, the sending application, receiving application, and the control application. The 
send & receive components are run as console applications with no user input. The control is 
also a console application which drives the send & receive components, and is accessed via a 
variety of methods. It can either take user input from the console, commands via a webpage 
through a miniature http interface, or read commands from a file with no user interaction. A 
single instance of the control application controls multiple send/receive pairs. 

3.1 Conversion to pthreads 

As a monolithic application, VLBI_UDP was consuming almost all available CPU cycles 
due to constant polling, checking if there is data to be moved around. Clearly this is not an 
optimal situation, and so the send and receive programs were both split into 3 threads: control, 
data input and data output. Splitting the application into threads allows each thread to act with a 
reasonable amount of independence from the other threads, whilst still allowing communication 
between them.   
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Figure 1: Flow diagram representing VLBI_UDP architecture 

3.2 Ringbuffer 

A ringbuffer was present in the original iGrid2002 application, but was incomplete so far 
as it didn’t handle out of order packets correctly – not a problem for the demo but needed 
correcting for use with real data. As each UDP packet is received, it is written directly to the 
next usable location in the ring buffer. Each packet has a sequence number which allows 
missing and out of order packets to be caught. If there were one or more packets missing 
immediately previous to the received packet, then it would be in an incorrect position. A 
function RingMove() is called, which moves the last packet forward the required number of 
positions within the ring buffer such that it is then correctly placed. The next available location 
is now set to after the new location of the last packet. 

Should the ‘missing’ packet(s) subsequently arrive, out of order, then they are first written 
to the next available location as before. The sequence number is checked, and RingMove() is 
called with a negative offset to place the packet back where it should have been. In this case, the 
next available location doesn’t change and so the next packet will be written to where the last 
packet originally arrived. This process is illustrated in Figure 2. 

 
Figure 2: Simulation of packets being placed into ring buffer 
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3.3 File access 

To allow for testing with real data, and as a precursor to interfacing with actual VLBI 
hardware, file access was implemented. Linux large file support is used, a necessity when 
dealing with VLBI data sets which are almost exclusively >2GB. 

3.4 Packet dropping [3] 

A packet dropping function has been added, which, when combined with the file access 
mode, facilitates the creation of data sets with missing packets under controlled conditions. This 
function is implemented only in the sender module. The send thread receives a pointer to a 
packet of data from the ring buffer, passes this to the dropping function as a parameter, along 
with a choice of dropping algorithm. The return value is a pointer, which will be the same as 
that passed to the function if the packet was not dropped, else will be a pointer to a randomly 
initialised portion of memory. Currently there are two algorithms available. The first drops 
single packets at a steady rate with no randomisation, the second can drop a bunch of between 1 
and 10 consecutive packets, the value chosen randomly. To maintain a fractional loss rate f in 
the 2nd case, after a bunch of n packets are dropped, the subsequent n(1/f - 1) packets are not 
dropped. 

4. Results from tests with VLBI_UDP 

VLBI_UDP has been used both as a demonstration tool at events such as iGrid2002, and 
more recently at the Geant2 network launch, as well as a tool to probe network conditions over 
extended periods of time. Figure 3 demonstrates a 24 hour flow, transmitting data from a PC 
based in Jodrell Bank over a dedicated gigabit fibre connection into a PC based in Manchester 
University. Each point represents the average received bandwidth in a 30 second period, and it 
can be seen that rate stability is mostly maintained to 1 part in 1000 
 

 
Figure 3: 24 Hour flow from Jodrell Bank Observatory to Manchester University 

 
Figure 4 shows 3 simultaneous transfers into JIVE, one from Manchester travelling over a 

UKLight dedicated gigabit lightpath, another from Manchester but crossing the conventional 
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packet switched Internet, and the third from Bologna again over the conventional packet 
switched Internet. The lightpath performed as expected, with the transmit rate purposely capped 
at 800 Mbit/s and showing almost no packet loss. The second flow was capped at 600 Mbit/s, 
since this was travelling via the Manchester University campus access link and so would have 
swamped regular campus Internet traffic. Packet loss is present here due to contention, most 
likely over the campus access links, and can be seen to decrease through the test period, 
representing a decrease in campus traffic. The third plot was limited at 400 Mbit/s as the 
sending PC was underpowered and this was the maximum rate it could transmit at. 

 

 
Figure 4: Multiple streams into JIVE 

5. Conclusion 

As transport protocols for VLBI, both TCP and UDP have their advantages and 
disadvantages. Currently TCP is a suitable transport protocol, but with the demand for higher 
data rates and longer baselines, it may be that TCP is unable to keep up and so this paper shows 
that UDP can provide a suitable alternative. 
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