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The requirements for VLBI systems are increasing: higher observation density schedules, real-

time access for changing schedules, more automation of observations and remote control of com-

plete sites are being planned. To support these changes new additional software components

are required. The addition of (semi-) autonomous, remote accessible control features, which are

becoming a reality now will provide needed support by offering reliable, safe, and modular struc-

tures from the high-level controlling layers down to the basic equipment interaction elements.

An extension to the current NASA Field System (FS) with remotely accessible, autonomous pro-

cess cells is being developed at the Wettzell Geodetic Observatory. It uses the specially designed

middleware generator "idl2rpc.pl", developed at Wettzell, to generate the remote C++- interfaces

for communication issues. A new modern graphical user interface in combination with an initial

programmatic interface to the FS, both developed as extensions, demonstrate the capability for

controlling radio telescopes remotely. The first successful remote control tests, with operators

present, during regular experiments with the telescopes atO’Higgins, Concepción and Wettzell

have demonstrated that this approach works well in the global communication network.
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1. Introduction

Personnel from the Geodetic Observatory Wettzell operate not only the 20 meter radio tele-
scope at Wettzell. In cooperation with other institutes they also run the 9 meter radio telescope
at the German Antarctic Receiving Station (GARS) O’Higgins, Antarctica andthe 6 meter ra-
dio telescope of the Transportable Integrated Geodetic Observatory (TIGO) Concepción, Chile for
geodetic VLBI experiments. Because of the remote locations especially in case of the telescope in
the Antarctica a first concept was developed, to control sites remotely on the basis of the current
equipment, which is controlled by the NASA Field System (FS) software package. This is a very
stable, well known and well supported package. A FS-based extensionfor new possibilities of
remote control and remote attendance was developed. As already existing tools to forward mouse,
keyboard and video signals are suboptimal, because they don’t allow monitoring of the internet
connection itself to facilitate safety actions the new software offers an Ethernet based, safe and
stable remote communication. Since most of the new devices controlled by the fieldsystem are
also connected via ethernet mechanisms the new concept also includes ideas to standardize such
individual communication needs. Together it offers the appropriate elements for remote control as
a new VLBI observation mode, possibly named "e-control".

2. A principle communication model

The communication in current communication systems on Ethernet is usually request and
character oriented (ASCII). This means a service requesting client starts the communication and
sends an order request via message communication to a remote, service offering server. At the
server side the order is processed and an answer message is returnedto the client [3]. This realizes
a classic client-server-model.

For the realization of a communication a dedicated computer platform offeres anetworking
protocol suite. It is organized in form of a protocol stack. Each layer of this stack represents a
different level of abstraction from the lower physical media to the higher application part of the
communication. In modern platforms mainly protocol stacks on the basis of the Transmission
Control Protocol over Internet Protocol (TCP/IP) or the User Datagram Protocol over Internet
Protocol (UDP/IP) are implemented. Because of this the newly designed communication sets up
on these protocols.

3. The communication with remote procedure calls

In classic communication networks each client-server-interaction is programmed individually
during the software development process. This proprietary approachmakes it more difficult to set
up a remote control and to include or adapt new properties of remote usabledevices. Another more
modern attempt reduces the efforts of communication programming by defining astandardized
way for the transmission of remote procedure calls (RPC). RPCs are comparable to local calls of
procedures (functions) in a structured program, but realized as control and data flows over a com-
munication network to allow a standardized interaction between a requesting client and a service
offering server [3]. The client just calls a procedure or function without the concrete knowledge
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of the processing location, because an additional RPC communication layer realizes the transfer
between the client and the remote processing server. The derived answer follows the same way
vice versa to the client, so that the procedure call seems as local.

In the given context the Open Network Computing Remote Procedure Call (ONC RPC) is
a preferred communication technique because it is available in each Linux operating system as
standard and has been well tested since the year 1988. It also includes the platform independent
conversion of procedure parameter data using the External Data Representation (XDR) [6]. To
reduce the programming effort, the communication layer can be created by using the generator
utility "rpcgen". It is also available in each Linux operating system. Howeverit just creates a low-
level client-server-communication on the basis of ONC RPC. But for sophisticated remote control
implementations higher level techniques, such as connection monitoring on client and server side
and safety concepts, are necessary. These add-ons can be used torealize stable states for the
hardware even when the communication is broken.

4. The middleware generator "idl2rpc.pl"

Common middleware systems, such as the Common Object Request Broker Architecture
(CORBA), extends the described communication with the needed higher levelconcepts and with
advanced services. However these realisations are offered as hugh, bulky, abstract packages. The
offered releases are correlated with operating system versions and are often commercial products.
Secondary they are not always flexible enough to be used in heterogenous networks with differ-
ent security guidlines and fiewall implementations because of the additional, proprietary protocol
layers.

Figure 1: The generation process using the code generator "idl2rpc.pl"

Because of that a new middleware generator "idl2rpc.pl" was designed. This generator itself
is just a single Perl script which uses only the ONC RPC realisations of standard Linux distribu-
tions. It extends "rpcgen". Several C++ adaptor classes for the C written RPC communication are
created. They can directly be used in the application code. Dedicated modules offer threads to
use in parallel tasks with semaphores to protect critical sections. A sophisticated communication
control mechanisms, such as a watchdog process, which e.g. always restarts the server after an
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unexpected crash, extends the stability. An Automatic Safety Device (ASD) controls the existence
of a responsible client and forces safety actions when the connection to the client breaks down[2].

"idl2rpc.pl" reads an interface definition file and produces all of the necessary modules. In
only a few steps the complete communication is generated with this light generator (see fig. 1). It
is open source and no additional, external packages are needed, forexample after an upgrade of
the operating system. Because of the usage of TCP/IP and UDP/IP without additional, proprietary
layers the generated communication can easily tunnel firewall barriers.

This helps to develope distributed systems, consisting of several independent computers (pro-
cessors), which are connected together to solve a collective task in a cooperative way. During the
processing time they don’t share memory, clocks or other hardware and just communicate infor-
mation while transferring messages via a computer network ([3] and [4]). Each hardware device
can be represented as server which is accessible via a generated communication. Other servers can
contain several clients to access and autonomously control different, subordinated devices. These
combination servers themselves again offer services on a generated communication. In summary a
hierarchical architecture is realized which establishes hierarchical andautonomous control zones.
On the upper end of this hierarchy an user interface allows human interaction.

All of the servers on one platform can be found via registrations in a "portmapper", where
all services and their ports are registered. It is also possible to directly contact the servers on
the dedicated ports. But the servers can also be distributed on several platforms. The generation
method therefor offers the basic and very flexible skeleton to program thedifferent elements of this
distributed system, where clients and servers can be individually defined.

5. The layers of e-control as extension of the NASA field System

Figure 2: The complete e-control stack

The given remote control design realises a classic client-server-model. In the case of the
FS an additional, automatically created communication is defined using the new idl2rpc.pl. The
client-server-based complete stack for e-control from user interactionvia remote procedure call
communication to the FS interaction is shown in fig. 2. One of the main drivers in thegiven design
is a strict separation of control, communication and presentation logic. The complete arithmetic
and workflow control logic reside in the server, defined as device control code. It is an autonomous
working process which interacts with the remote controlled device (here at this level, the FS). The
communication code independently connects the server to the outer world forrequesting clients.
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The clients are only used to realize an user interface with a presentation of the server processed
elements.

In the first implementation the communication consists only of a few methods returning the
local information output as string arrays to the remote requesting client. Therefore an additional
C-written adapter (FS monitor) allows the connection to the FS via shared memoryaccess. The
client can also send a string command to the server. The commands are injectedinto FS using the
supported injection methods. To smooth the communication behaviour the serveruses threads to
separate between the asynchronous remote procedure calls and the contact with the FS. Semaphore
protected variables allow the handling of critical sections when both tasks work in parallel with the
same variable values.

Overall the created server acts completely autonomously. It can be used tocheck system status
information independently and can decide what to do to keep stable and safestates. Such control-
ling utilities can be defined as autonomous process cells. The generated watchdog process keeps
it alive and an automatic safety device allows to register if a responsible clientis connected. After
a breakdown of the communication to the client the server can operate completely autonomously
until a critical situation (e.g. increase of wind speed to a level which is criticalfor the telescope)
forces it to run into a safe state. In combination with additional monitoring information around the
site (meteorology, power supply, air conditioning status, etc.) that compact server extends the FS
for a reliable remote control.

6. The new graphical user interface for remote control of the NASA field System

On the other end of the remote control the operator interacts with the system. Itis possible to
implement command line clients as well as highly sophisticated web applications or graphical user
interfaces. This permits management of devices remotely via browser, command line and/or graph-
ical user interface (GUI). For the described FS extension wxWidgets is the prefered way to offer
a GUI. wxWidgets is a C++ based open source framework for platform independent developments
of graphical user interfaces [5]. Although the current RPC generator only supports Linux systems
(32 and 64 Bit), the graphical user interface is modular enough to support different platforms like
Windows, Linux, OSX and others. In terms of the proposed FS extension a new graphical user
interface was created using the wxWidgets framework for its realisation. Tokeep usage similar, the
display elements are organized to be like those of the current local interface to the FS.

7. Safety and security in the current implementation

To protect humans and the system itself safety and security concepts are currently in develop-
ment in addition to the inline safety functionality of the generated communication. Safety hereby
means the protection against local error states or critical situations, possible for automatically mov-
ing hardware. An additional, modular and multi-layered system monitoring hardware is in produc-
tion which should check all of the important system parameters. Security however means the
protection of the system from not allowed activities done by foreign attackers or users without the
sufficient right policies. To bring in such a level of security the Secure Shell (SSH) tunneling meth-
ods with its several authentication possibilities can be used to build up an access protection. For
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the internal correct access for operator actions it is planned to realize an authentication (registration
of a user with username and password) and authorization (personification of a user for a specific
remote procedure with dedicated rights) [1].

8. Remote control tests

To prove the functionality of the remote control and the general characterof the implementa-
tions as well, several tests were initiated to run the radio telescopes operatedby Wettzell with the
described software. Several 24 hour and 1 hour intensive experiments were successfully run by
remote control also at the very remote site O’Higgins. These tests will be extended and will lead
to routine remote operation of VLBI experiments at Wettzell.

9. Summary and outlook

Overall the described method allows the development of distributed systems consisting of
several independent servers which act completely autonomously. It extends given structures to
have a remote control possibility and splits complex systems up into several manageable units
interacting together with a general, standardized but also flexible communication method.

The resulting software is an option for upcoming Fundamental Stations with several different
colocated measuring systems like radio telescopes and laser ranging systemsto realize remotely
controllable, autonomous subsystems especially along the goals of the Global Geodetic Observing
System (GGOS). New observing strategies proposed in VLBI2010 can be realised also with very
remote stations. But nevertheless there are always some situations which cannot be controlled and
handled by such an automated system (like access locks after power failures), so that responsible,
well educated engineers at the sites should always be the final instance of automation.
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