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ServiMon is a scalable data collection and auditing pipeline designed for service-oriented, cost-
efficient quality control in distributed environments, including the CTAO monitoring, logging,
and alarm subsystems. Developed within a Docker-based architecture, it leverages cloud-native
technologies and distributed computing principles to enhance system observability and reliability.
At its core, ServiMon integrates key technologies such as Prometheus, Grafana, Kafka, and
Cassandra. Prometheus serves as the primary engine for real-time performance metric collection,
enabling efficient monitoring across multiple nodes. Grafana provides interactive, service-oriented
data visualization, facilitating system performance analysis. Additionally, Kafka and Cassandra
expose system metrics via the JIMX Exporter, offering critical insights into infrastructure avail-
ability and performance.

This contribution exposes how ServiMon could provide an enhancement on scalability, security,
and efficiency in a distributed computing environment, such as the CTAO monitoring, logging,
and alarm subsystems. This integrated approach not only ensures robust real-time monitoring, but
also optimizes operational costs. Furthermore, ServiMon’s ability to generate large volumes of
diverse data over time provides a strong foundation for predictive maintenance. By incorporating
stochastic and approximate computing techniques, it enables proactive failure detection and system

optimization, minimizing downtime and maximizing telescope availability.
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1. Introduction

Large-scale survey telescope arrays have revolutionized astronomy, enabling high-precision,
wide-scope observations [1]. These systems collect massive volumes of data through collaborative
telescope units, but their scale introduces challenges to system reliability and operational continuity.
Robust monitoring and logging solutions are essential for handling high data throughput and
enabling real-time insights [2]. A leading example is the Cherenkov Telescope Array Observatory
(CTAO) [3], comprising over 100 telescopes across two sites—in Chile and Spain—controlled by
the Array Control and Data Acquisition (ACADA) system [4]. ACADA oversees data handling and
integrates the Science Alert Generation Pipeline (SAG) for early detection of transient event [5][6].

Ensuring the reliability of such systems is critical and extends beyond gamma-ray astronomy
to other domains like radio and optical telescopes. To address this, we introduce ServiMon,
a scalable, Docker-based [7] data collection pipeline designed for distributed environments like
CTAO-ACADA. It leverages Prometheus [8], Grafana [9], Cassandra [10], and Kafka [11] to
provide real-time monitoring, interactive visualization, and fault detection. This paper presents
ServiMon’s architecture and implementation, highlighting its role in enhancing system reliability,
scalability, and laying the groundwork for predictive maintenance in astronomical infrastructures.

2. Real-time Monitoring and Alerts: the CTAO Use Case

The CTAO is an international project poised to revolutionize our understanding of the universe
through the observation of very-high-energy (VHE) gamma rays. CTAO will enable scientists to
explore cosmic phenomena with unprecedented precision, unveiling insights into the most energetic
processes in the cosmos, such as supernovae, pulsars, black holes, and dark matter.

The CTAO is being developed by a global consortium of research institutions and agencies
from more than 30 countries. The observatory consists of two arrays, strategically positioned in
both the Northern hemisphere on La Palma Island, Spain, and the Southern hemisphere at Paranal,
Chile. Together, these sites will host over 100 telescopes of three different sizes: Large-Sized
Telescopes (LSTs), Medium-Sized Telescopes (MSTs), and Small-Sized Telescopes (SSTs), each
optimized to cover different ranges of gamma-ray energies, from 20 GeV to over 300 TeV [12].

From a technical standpoint, CTAO will use the imaging atmospheric Cherenkov technique,
detecting the faint flashes of blue Cherenkov light produced when gamma rays interact with Earth’s
atmosphere. The high-speed cameras mounted on the telescopes will capture this transient light
with nanosecond precision, generating a massive amount of data to be processed, filtered, and
archived.

The scope of CTAO extends far beyond astrophysics; it is expected to contribute to fundamental
physics and multi-messenger astronomy by complementing observations from gravitational wave
detectors and neutrino observatories.

CTAO is projected to produce up to several petabytes of data per year, depending on the
observational conditions and the configuration of the array. This massive data volume requires a
sophisticated and reliable data management system to ensure scientific integrity and operational
efficiency.



Enhancing CTAO Monitoring and Alarm Subsystems Using ServiMon Kevin Munari

At the heart of this challenge lies ACADA, the critical system responsible for orchestrating
the operations of the entire observatory. ACADA handles the real-time control of telescopes,
data acquisition, timing synchronization, health monitoring, and initial data filtering. Given the
scale and complexity of CTAQO, the full operability of ACADA is essential not only to coordinate
the actions of the telescopes but also to ensure that no observational data are lost or corrupted
during collection and transmission. Any malfunction or delay in this system could compromise
irreplaceable scientific observations.

3. ServiMon: Distributed Monitoring Architecture for Advanced System

ServiMon integrates advanced tools to provide real-time monitoring and reporting in a dis-
tributed environment. Using state-of-the-art technologies like Prometheus, and Grafana, the system
ensures modularity, scalability, and efficiency. This containerized cloud native architecture sim-
plifies data collection, visualization, and management, enabling seamless oversight of complex
systems.

3.1 Architecture of the Monitoring Framework

The monitoring system is built on a Docker-based infrastructure, providing isolation, porta-
bility, and ease of deployment across various environments. Each service operates in an indepen-
dent container, minimizing resource interference and optimizing orchestration. The architecture
integrates several key components that work together to ensure observability and performance
monitoring across the system.

At the core of real-time metrics collection is Prometheus, which serves as the primary metrics
aggregator. It gathers data from components such as Cassandra and Kafka using Java Management
Extensions (JMX) Exporters [13]. Through periodic scraping, Prometheus offers timely insights
into both system and application-level performance.

For data visualization, Grafana plays a central role by offering a flexible and interactive
interface. It connects to Prometheus for real-time metrics, enabling the creation of dynamic
dashboards that can be adapted to various monitoring needs.

3.2 Network Configuration for Secure Integration

The architecture employs Docker networking to guarantee secure and isolated communication
between components [14]. Custom configurations enable seamless internal communication while
exposing selected ports for host-level access. Services like Prometheus, and Grafana are available
through dedicated ports, ensuring secure data monitoring and logging.

3.3 Scalable Architecture and Core Technologies

The monitoring system is designed with scalability and fault tolerance at its core, making it well-
suited for cloud-native deployments [15]. It supports horizontal scaling and high availability, with
key components such as Prometheus deployable in replicated configurations to sustain variable
workloads and ensure reliable operation. Figure 1 outlines the system architecture, illustrating
service interconnections and the role of exposed ports.
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At the heart of the monitoring pipeline is Prometheus, which collects time-series data from
components like Cassandra and Kafka via JMX Exporters. Prometheus supports robust querying
through PromQL [16], enabling fine-grained insights into system performance and resource usage.

Complementing this, Grafana delivers dynamic visualization capabilities, integrating both
metrics and logs into customizable dashboards. Itinterfaces with Prometheus for metrics, providing
a unified view for monitoring and troubleshooting.

The underlying services are also monitored in detail: Cassandra, a distributed NoSQL
database, exposes metrics on latency, memory usage, and throughput via JMX, while Kafka, a
distributed streaming platform, provides key performance indicators such as message throughput
and broker health. These telemetry sources are essential for maintaining a comprehensive, real-time
picture of system reliability and operational efficiency.

storage [jenkins-storage-1] grafana [jenkins—grafana-1]

9100 [Prometheus JMX exporter]
cassandrayml —»  Cassandra Grafana 3210 [Web]
7200 [JMX]
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Figure 1: Monitoring architecture overview.

4. Implementation and Integration

A series of Docker containers, each with a designated role in monitoring and logging, under-
pins the monitoring framework. The service orchestration is handled through Docker Compose,
which streamlines the deployment and management of interdependent services. Its declarative con-
figuration defines startup order and relationships among components such as Prometheus, Grafana,
and JMX Exporters, ensuring proper sequencing and coordination. Docker Compose also enables
scalability by allowing replica adjustments to accommodate varying loads and support high avail-
ability. For container communication, a Docker bridge network provides isolated and secure
inter-connectivity. Each container is assigned a unique host-name to facilitate internal routing,
while selected ports are exposed to the host for external access—for example, Prometheus on port
9090, and Grafana on 3210. This setup ensures reliable data exchange and enables Prometheus to
access exporter metrics directly within the internal network. To guarantee data persistence, the
system employs dedicated Docker volumes for each core component. Prometheus stores time-series
metrics, and Grafana preserves dashboard configurations and user settings. These persistent vol-
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umes protect monitoring data and system state across container restarts, maintaining operational
continuity even under dynamic conditions.

5. Data Collection, Processing, and Integration

The monitoring framework integrates real-time metrics collection, and data visualization to
provide continuous insight into system performance and health. This cohesive approach ensures
operational reliability across the distributed CTAO infrastructure.

Prometheus acts as the central time-series database, aggregating metrics from JMX Exporters
linked to services like Cassandra and Kafka. These exporters expose detailed runtime metrics—such
as latency, throughput, and resource usage—which Prometheus captures for longitudinal perfor-
mance analysis.

Grafana provides the visualization layer, with interactive dashboards that integrate metrics
from Prometheus. Users can monitor system status in real time and configure alerts to detect and
respond to anomalies promptly.

The stack is integrated with CTAO systems via a custom Docker Compose setup, defining
the data flow from instrumentation to visualization. Monitoring data from the array is streamed
to Kafka for real-time processing and stored in Cassandra. Prometheus accesses data via JMX
endpoints (ports 7072 and 7200), and Grafana then renders these data streams into clear, actionable
visual outputs (Figure 2).
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Figure 2: Data Collection, Processing, and Integration

5.1 Enhanced Monitoring with Grafana Alerting

Grafana alerting can provide robust real-time anomaly and failure detection mechanisms. Users
can create alert rules, which can then be visualized in Grafana panels and linked to alert conditions
with defined thresholds and durations, ensuring timely and relevant notifications.

For large, complex deployments, alert configurations can be maintained in YAML files, en-
abling consistent rule management across environments and simplifying version control and au-
tomation workflows.
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Simultaneously, Prometheus metrics are made accessible in Grafana by configuring Prometheus
as a data source. Through PromQL, users can query specific performance indicators, apply filters,
and define alert conditions, reinforcing system observability.

This dual-layered monitoring strategy—combining alerts and metrics—ensures robust fault
detection and contributes to the operational reliability and productivity of the CTAO-ACADA
Monitoring and Alarm subsystems.

6. Predictive Maintenance

The architecture of ServiMon establishes a solid foundation for implementing predictive main-
tenance [17] strategies within the dynamic context of the CTAO. By consolidating data from a
broad range of sensors, logs, and events, ServiMon supports advanced forecasting tools essential
for proactive system oversight.

The system’s data infrastructure opens the door to several predictive maintenance methodolo-
gies. Machine learning models, particularly recurrent neural networks (RNNs) and long short-term
memory (LSTM) architectures, can be trained on historical data to predict failures by recogniz-
ing temporal patterns. In parallel, stochastic methods like hidden Markov models could provide
probabilistic assessments of system health under varying conditions.

By combining real-time metrics, and advanced predictive algorithms, the system offers a
scalable, cost-effective framework for proactive maintenance. This approach can enhance the
availability and longevity of critical components across the array, ensuring sustained scientific
output and operational efficiency.

7. Future Directions for ServiMon and Implications for Gamma-Ray Astronomy

Although ServiMon’s predictive maintenance framework is still evolving, several promising
directions for future development have been identified. One involves the integration of anomaly
detection models directly into the monitoring pipeline, enabling real-time identification of system
irregularities. Another enhancement lies in leveraging edge computing to pre-process data at its
source, thereby reducing latency and network load while supporting faster, localized analytics.
Additionally, refining machine learning algorithms through continuous operational feedback can
significantly improve the precision and reliability of failure predictions.

These advancements will strengthen ServiMon’s scalability and resilience, extending its poten-
tial applications beyond CTAO to other large-scale scientific systems. At the core of these efforts is
a robust data infrastructure, which remains essential for advancing predictive strategies in complex
technical environments.

Implementing predictive maintenance within ServiMon will be instrumental in maximizing the
uptime and efficiency of the CTAO. This reliability is critical for maintaining its role as a leading
observatory in gamma-ray astronomy. By reducing operational disruptions and enabling consistent
data collection, ServiMon will contribute directly to the scientific output and long-term success of
the array, supporting future discoveries in high-energy astrophysics.
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8. Conclusion

ServiMon is a modular, service-oriented monitoring framework designed to meet the complex
demands of distributed infrastructures like the CTAO. By integrating technologies such as Kafka,
Cassandra, Prometheus, and Grafana, it ensures efficient data streaming and intuitive visualization,
enabling real-time performance monitoring and fault detection.

The combination of real-time telemetry with historical data facilitates advanced strategies, such
as anomaly detection and early warnings, which are crucial for minimizing downtime and optimizing
maintenance. Its scalable architecture allows ServiMon to adapt to various infrastructures or
telescopes, rather than just the CTAO.

Future development will concentrate on enhancing predictive maintenance through deep learn-
ing models like LSTMs and GRUs, as well as hybrid approaches that merge machine learning with
stochastic methods.

Thanks to its adaptability, ServiMon is well-positioned for broader application in astronomical
observatories. Its ongoing evolution will help ensure the reliability, efficiency, and scientific output
of next-generation gamma-ray facilities.
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